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BIMCHKOBA TEXHIKA I
TEXHOJIOI'I NOJABIMHOI'O MPU3HAYEHHSA

V]IK 629.7 Anamos 10.1. (BA, Ogeca)
n.1T.H., 1o11. bopsak K.®. (OJATPA)
K.(-M.H., no11. 3aBaabHIoK B.B. (BA, Oneca)

BJIOCKOHAJIEHHSA IMAPAITIYTHO-PEAKTUBHOI CUCTEMM 3 JIECAHTYBAHHS
BOMOBOI TEXHIKH ABO KPYITHO TABAPUTHHUX OB’EKTIB

B pobomi pozznadaromsca numannsa 600cKoHa1eHHA napautymuo-peakmuenoi cucmemu (I1PC) i3
3ACMOCYBAHHAM CYHACHUX PAOiOGUCOMOMIPIE 3 MemOI0 NIOGUWEHH GI0COMKY M’ AKUX HPU3EMIEHb ma
3a0e3neueHHa MOHCAUBOCHI KOPULYBAHHA NOTOMNCEHHA 00°€Kmy 0ecanmyeaHHs 6 20puU3oHmaibHiil nio-
W{UHHI 371€)ICHO 8I0 3HAYUEHHA KYMa YXU1y NH06epPXHi nepeciunoi Micyesocmi 6 po3paxyHkoeiii mouyi npu-
3emnenna. Kpumuuni 3nauenna Kyma naxuiy o0’ckma 0ecanmyg@anHs 00 20pU3OHMY HPONOHYEMbCA
6CMAHO06II06AMU HA NIOCMAGI 3A3HAYEHUX 6UPOOHUKOM MAKMUKO-MEXHIYHUX 0AHUX A00 PO3PAXYHKOBUM
winaxom. Ilepuiouepzoeoro 3a0auero € niosunieHHA MOYHOCHI POOOMU 8UCOMOMIDY, 6i0 AKO20 3ANEIHCUMb
MoMeHnm cnpayioéanna niponamponie peakmuenux oeuzynie INPC. Aemopu npononyioms 3amiHu mexa-
HIYHUIL 6UCOMOMID 3ACMapinoi KOHCMPYKUIT CYy4acHum eaeKmpoHHUM Padiogucomomipom na 6asi ckamy-
1040l padapnoi pewiimku. B cmammi po3enanymo ocobaugocmi pobomu cKanyouoi paoapnoi pewiimku,
Memoou nideuu|eHHA MOUYHOCMI GUIHAYEHHA eucomu (i0cmani 00 noepxHi 3emiui), He0OXiOHicmb ma
WAXU 8PAXYBAHHA KPEHY MAUWIUHU 6 RPOYeC 3HUNCCHHA MA MONCTUBOCH 6USHAYEHHA Kymd YXUJIy no-
6epxHi 3emJii 6 micyi npuszemienns. Ompumani pe3yibmamu 003601210Mb RIOGUUUMU MOYHICHb POOOMU
padiosucomomipa ma icmomHo 3IMeHUWIUMU UMOBIPHICHb HOMUTIKOBO20 BU3HAYUEHHA GUCOMU BHACTIO0K
PO320110Y6aAHHA ADO CHIAMUYHO20 KPEHY 00’ €KnY, @ MAKOdC 6UAGUMU MA 6paAXyeamu 0cod1ueocmi peib-
ey micyesocmi.

Knrouoei cnosa: napauiymno-peakmuena cucmema, CKAHyoua pacapua peutimka, Kym yxXusy noge-
DPXHI 3emi, mepMIHaIbHA WEUOKICHLb 3HUNCCHHA, UIBUOKICHIL 3HUIICCHHA.

IlocTanoBka npo6iaemu. JlecanTyBaHHS BaXXKUX 00’€KTIB 3 JITaKiB MOB’A3aHO 3 HEOOXIIHI-
CTIO 1X JOCTaBKH y paiioH 3aCTOCYBaHHS 3a MPU3HAYEHHSIM Yy HaiikopoTii TepMminu [1-3]. [Ipu neca-
HTYBaHHI BaXXKUX 00 €KTIB 3 JIITaKiB HalOUIbIIY MIBUKICTh, HAJIIHHICTD Ta TOUHICTh MPU3EMIICHHS
00’exTy 3a0e31euyroTh napamyTHo-peaktuBH1 cuctemu (I1PC). s 3abe3neduerns 0e3neqHoro nmpu-
3eMJICHHS1 0COOJIMBO Ba)KJIMBHUM € MMUTaHHS BU3HAUYEHHS ONTUMAIbHOT BUCOTH (BIACTaHi 10 MOBEPXHI
3eMJTi) CrpalfoBaHHs MiponaTpoHy peakTuBHOro asuryna [TPC. Meroro poOOTH € BIOCKOHAICHHS
napanryTHO-peaKTUBHOI CUCTEMHU B HANPSAMKY MiIBULIIEHHS HAJ1IHOCTI1, TOYHOCTI Ta O€3MEeUHOCTI Jie-
CaHTyBaHHs 00’ €KTY IUISIXOM 3aCTOCYBAHHIO PaJIl0JIOKAIITHOT cucTeMHU Ha 0a3i CKaHylo4u01 pagapHOi
PELIITKY 3aMiCTh TPAJAULIHHUX MEXaHIYHUX MPUCTPOIB (LIYIiB) Ta MOXKIJIMBOCTI KOPUTYBaHHS y MPO-
ctopi Big 0° 70 90° B rOpU30HTANBHIN TUIOMIMHHI MTOJIOKEHHS 00’ €KTa JIECAHTYBAaHHSI Y 3aJIEKHOCTI
BiJl 3HaYECHHS KyTa HaXWJIy OBEPXHI ePECIYHOI MIiCLIEBOCTI B pO3PaXyHKOBOMY MICIIi IPU3EMJIICHHSI.

AHaJi3 ocTaHHIX gocailzkeHb Ta myOaikaniii. Ha cborogni nis 1boro BUKOPUCTOBYIOTHCS
3acTapiial MeXaHIYHl MPUCTPOi y BUTIISAAL IBOX HIYMIB, AKi 1HILIIOIOTH 3aIlyCK TaJlbMiBHOI CUCTEMHU
(cmipairoBaHHA IiponaTpoHiB peakTUBHOTO JBUryHa [IPC) y MOMEHT MeXaHI4YHOIO KOHTAKTY 3 MOBe-
pxHEro 3emii (200 1HIIOK MEPENTKOA0K0).

JIOBXXHMHA IIYIiB BUCTABIISIETHCS TIEPET ECAHTYBAHHSM 3 YpaxyBaHHIM SIK MacH 00’ €KTY, TaK
1 TeMIepaTypHUX YMOB, 32 SIKUX BiJJOyBa€ThCs HOTO JIeCaHTyBaHHA, — TeMIepaTypu atMoc(hepHOoro
MOBITPsI Ta TEMIEPATypH OPOXY PEAKTUBHOI rajabMiBHOI cuctemu [4,5]. [Ipobnema Bu3HauUeHHS He-
00xinHOi noBxuuu 1yniB [IPC po3risinaeTbes y HaBYaIbHUX MOCIOHMKAX 3 MUTaHb 3a0e3MeuYeHHs
JICCAaHTYBaHHSI BaXKKOi TOBITPSIHOIECAHTHOI TEXHIKHM Ta y OCTAHHIX MyOJIKaIliIX 13 BU3HAYCHHS
BIUIMBY IMMOXHOOK Ha MBUAKICTH MPpU3eMIICHHS 00’ eKTy [6,7].



[{s MexaHiuHA CUCTEMA MA€E IUIHH MEepPeTiK HEeI0JIKIB, OCHOBHUMHU 3 SIKHUX € HEMOXKIIUBICTh TO-
YHOTO Tepe0adueHHs TEMIIEPaTypH MOBITPS B MiCIli IECAHTYBAaHHS, HEMOXKIIUBICTh BpaxyBaHHs Ha-
SIBHOCT1 Ta MOTYKHOCT1 BUCXIJHUX MOTOKIB IOBITPS, BUCOKA MMOBIPHICTh MOXHOKH y BU3HAUYCHHI
MOBHOT Macu 00’ €KTiB Mepes1 JecaHTyBaHHIM, BTpaTa Npae3aTHOCTI HIYIIB Y pa3i X yIIKOJKEHHS
4y 1eopMyBaHHS ITiCJIS JeCAaHTyBaHHSA [6].

OparM 13 HANOUTBII MEPCIEKTUBHUX NUISAXiB BAOCKOHaNeHHs cuctemu [IPC i3 oqHOYacHUM
BHPIIICHHSM 3HAYHOI YaCTHHHM IMEPETIYCHUX BUIIE MPOOJIEM € 3aMiHa MEXaHIYHUX BHCOTOMIPIB (IIIy-
MiB) AUCTAHIIWHUM BUCOTOMIpoM [8]. Jlo mMOTeHIIHHUX BapiaHTIB MPUIAIIB, [0 MOXYTh MIPETCHIY-
BaTHU Ha JIaHE 3aCTOCYBaHHS, BIIHOCATHCS

- ONITUYHI BUCOTOMIpH[9];

- IMITJIbCHI PaJliOBHCOTOMIpH (Ial0Th MaTy MOXUOKY P POOOTI Ha BETUKUX BUCOTAX, IPOTE,
SIK TPABHUJIO, MAIOTh CEPHO3HE OOMEKEHHS MiHIMAJIBHOI BUCOTH B aiama3oHi 30-70 M, 1o He Mmiaxo-
IUTH 715 1aHoi 3aaadi) [10];

- pagiojokaTopu Oe3mepepBHOTO BUIIPOMIHIOBAHHS 3 YaCTOTHOK MOAYJIAIIEI0 (00pe miaxo-
ISITh JJ1s BUMIPIOBaHHS MOPIBHSHO MalMX BiJICTaHEH Ta MAlOTh MOXMOKY BUMIPIOBaHb HA PiBHI J0
3%, To0TO0 1m0 0.6 M Ha BifcTaHi 20 M; 3aJJOBOJILHSIOTH MPUBE/EHI BHUIIC BUMOTH 3 MaKCUMaJIbHOT
BizcTaHi podotu [11,12];

OxpiM TOTr0, MOKYTh BUHUKHYTH TIPOOJIeMH 13 iepeoaueHHsIM peiabedy MOBEpXHI 3eMIIl Y Mi-
CIIi PU3EMJICHHS TIPY JIECAaHTYBaHHI (3aBEIMKUI KyT YXWJIy MMOBEPXHI a00 mepecideHa MiCIeBiCTb),
THUM CaMHUM 301IbIIYIOUM WMOBIPHICTh 3aHAJITO KOPCTKOTO MpHU3eMIICHHS 00’ €KTY (0COOJIMBO CHelli-
aJIbHOT TEXHIKM) YM BTPATH HOTO CTIHKOCTI (TIepeBepTanHs) micis npusemiieHHs. Llsg mpobiema Ta-
KOX MO>Ke OyTH BHpIIIIeHA 3a AOMOMOro0 iH(popMallii, OTpUMaHoOi paJiOBUCOTOMIPOM IMPOTSATOM 3HH-
KEHHs, 11 KOMIT I0TepHOT 00POOKH Ta HACTYIMHOTO KEPYBaHHS MPOIECOM 3HMKCHHS TUM YU 1HIIHM
nuaxoM. ToMy aKTyanbHICTh BUPIIIEHHS TUTaHHs BIOCKOHaNeHHs 3aco0iB [TPC ans necantyBaHHs
CIIEIAJIBHOI TEXHIKY # 1HIIMX 00’ €KTIB 13 METOIO IMIABUIEHHS 11 HaIIMHOCTI, TOYHOCTI Ta O€3IIeUHO-
CT1 IeCAaHTYBaHHS HE BU3HMBA€E CYMHIBY.

Buxkaaa ocHoBHoro marepiany. Cepell po3riissHyTHX BapiaHTIB BUCOTOMIpIB HalOLIbII TpHU-
Ba0JIMBHUM 32 CBOIMU TEXHIYHUMH XapaKTEPUCTUKAMU MU BBAXKAEMO JUCTAHIINHUI pagioBUCOTOMIp
Ha 0a3l CKaHyI40i paJapHOi peuriTKu. PO3riIstHEMO OLIBII AETATBHO CXEMY 3aCTOCYBaHHS TaKOTO
pazapy B IpoLeci 3HIKEHHs 00’ €KTy Ta KpuTepii yBiMKHeHHs nBuryHa [1PC.

Tunosa panapHa peliTka CKaHye MpOCTip Y3[0BXK 3aJaHOi MPSIMOI 13 YaCTOTOIO V, OTPUMYIOUYU
BIAMOBIIHUI MacuB |; BificTaneit 10 3emMili y 3alaHKX HalpsIMKaxX CKaHyBaHHs @i (e i=1...n, ne n —
YKCJIO BUMIPIOBAaHb B1JICTaH1 MPOTATOM OJHOIO CKaHYBaHHS; KyTH @i BU3HAYAIOTHCS MPUIIAJIOM Bij-
HOCHO MEPIEHAUKYISPY O TOPU30HTAIBHOI IUIOIUHHI 00’ €KTY).

Buacninok Toro, 1o npu KO)KHOMY BUMIpIOBaHHI1 BijicTaHi A0 noepxHi 3emii PJIC mpotsrom
MIEBHOI'0 Yacy OYiKy€ Ha MOBEPHEHHS B1JIOMTOrO CHTHAIy, MICJs 4YOr0 NepeHaAAITOBYETHCS HA Ha-
CTYIHHIA HalpsSIMOK BUMIPIOBAHHS, TO MMPOBEJCHHS MTOBHOTO CKaHYBaHHS 3aiiMa€ NEesIKUi TIPOMI>KOK
yacy. Hexail, 7 — cepeaHs TpUBaJIiCTh OHOTO BUMipIOBAaHHS, TO/Ii TOBHA TPUBAIICTh OJHOTO CKaHY-
BaHH# JlopiBHIOBaTUME (N°7). 3p03yMLJI0, 110 MaKCUMAaJIbHA KIIbKICTh CKaHYBaHb, 110 BUKOHYIOThHCS
3a OJIHY CEKYH/y He MOXe NepeBHuIryBaT yncia v = 1/(n-7). HasBHICTh 1UX 3aTpHUMOK pa3oM i3 da-
KTOM HETIEPEPBHOTO 3HIKCHHS MAIlTUHU, IPU3BOAUTH JI0 TOTO, IO BIJCTaH1 /IO TOBEPXHI 3€MITi, BHU-
MIpsIHi IPOTATOM OJJTHOTO CKaHYBaHHS, BiIIOBIAI0Th PI3HUM 3HAUSHHSM ITOTOYHOI BUCOTH (pHC. 1).

HeoOxiaHicTh BpaxyBaHHS 3MIHH BHCOTH HPOTSATOM OJHOTO CKaHYBAaHHS 3aJIEKHUTh BiJ HOTO
MOBHO1 TpUBAJIOCTI (N'T) Ta MIBUAKOCTI 3HIKEHHS .

Skmo, nanpukiam, v =~ 20 m/c, N =5, 1= 0,004 ¢, To 3mina Ah moTo4Hoi BUCOTH 0OHOBOI Ma-
IIIMHU HAJI IOBEPXHEI0 3eMITi POTATOM OJIHOTO CKaHyBaHHs craHoBUTUMEe Ah=0vn-t=20 -5 - 0,004
= 0,4 M, 110 IEpEBUIILYE BEPXHIO MEXY MOXUOKM BUMIPIOBAHHS BijicTaHl. BinoBinHO, y TaKOMY BU-
MaJKy MpY BU3HAYECHHI MOTOYHOI BUCOTH MAIlIMHU HEOOX1THO BPaXOBYBATH 11 BEpTUKAIBHUHN PYyX.

Sxmio xx v =20 m/c, n=5, 1=0,0005 ¢, To Ah = 0,05 M, TOOTO € HEXTOBHO MaJIOI0, & PyXOM
MAaIIMHH MIPOTATOM CKaHYBAaHHS MOYKHA 3HEXTYBATH, BBAXKAIOYH, III0 BOHO BUKOHYETHCS MUTTEBO.

Takum urHOM, BpaxyBaHHs MMOXHOKH BHMIPIOBAHHSI BiJICTaHI BiJl 00 €KTY JI0 MIOBEPXHI 3eMIi,
sIKa BUHHKAE T1]] 9ac CKaHyBaHHsI POCTOPY BHACITIIOK HEMEPEPBHOTO 3HMKCHHS MAIIIHH, MOKE BH-



SIBUTUCSI HEOOXITHMM KPOKOM JIJIs1 3a0€3MeUYeHHs UJIbOBOI TOYHOCTI pOOOTH BUMIPIOBAIBHOI CHC-
TeMu. J{Js JOCTaTHRO TOYHOTO BpaxXyBaHHS JaHOTO (haKTOPY AOCTATHHO 3HATHU JIMIIIE YACOBY 3aTPHU-
MKY MIX MOCTIJOBHUMHU BUMIPIOBaHHSIMH, IIOTOYHY IMIBHJAKICTh 3HWKEHHS MAIIMHHU Ta KyTH O Bij-
HOCHO BEPTHUKAJI, M/l SKUMH MPOBOJIMINCSA BUMIPIOBAHHS (32 BiJICYTHOCTI KPEHY MAIIMHH Ii KYTH
BHU3HAYAIOTHCS BUKIIOYHO HANAIITYBAaHHAMHM pagapy: di = ¢i).

Pucynok 1 — BpaxyBanHs pyXy MallMHH POTATOM CKaHYBaHHS

Jlo mapameTpiB pyXy, TOUHE 3HaHHA SKUX € HAHOUIBII BaXKJIUBUMHU U1 3a0€3MEUEHHS M SIKOTO
NpPU3EMIICHHS, BIJIHOCAThCS MoToyHa BrucoTta N(t) 3HaXOMKEHHS MAallMHU HaJ 3€MJICI0O T4 MHUTTEBA
mBUAKICTB v(t) T1 3HIDKEHHSI, SIKi pa30M i3 Macoro Ta mapamerpamu asuryHa [1PC, Bu3Ha4aTh ONTH-
MaJIbHy BHCOTY (BiJICTaHb JI0 MOBEpPXHi 3emii) ioro yBiMkHeHHs. Sk h(t), Tak i v(t) BUMiproOThCS
6e3mocepeIHbO 3a JOIOMOT'0I0 PaJapHOi CUCTEMH, O/IHAK Ha TOUHICTh 1X BU3HAUEHHSI MOKE ICTOTHO
BIIJIMBAaTH HasBHICTh KpeHY f MaluHu (1, BIANOBIIHO, pajapa) BHACIIJOK ii po3roiiayBaHHs (abo
HEMPaBUIIBHOTO 3aKPIIJIEHHS MapallyTHOI CHCTEMHU TOLIO), HACHIIJKOM 4Oro Oy/ie BUMIpIOBaHHS MO-
TOYHOI BUCOTHU HE Y370BXK BEPTUKAIBHOTO HANPSIMKY, a i JESIKUM KyTOM JI0 HBOTO, Ta (y BUTIAJIKY
MaJIUX 3HA4Y€Hb KYTIB YXWIy MOBEPXHI Y MICLIi MPU3EMJICHHS) OTPUMAaHHA 3aBUILEHUX 3HAYEHb I0-
TOYHOI BUCOTHU. B pe3ynbTari, yBiMkHeHHs JBuryHa [IPC BinOyBatuMeThces 13 JE€SKUM 3aMi3HEHHSM,
MPUBOJISTYM 10 IIBUIKOCTI MPU3EMJIICHHSI, OTBINOT 32 OYIKYBaHY.

®opma penbedy MOBEPXHI 3eMII1 y MiCIll IPU3EMIIEHHS, SIKa MOYKHA OYTH CIPOIIEHO OMHCcaHa
KYTOM YXUJIy ¢ TOBEpXHi 3eMJIi (BiIHOCHO TOPU30HTY), TAKOXK MO’KE BIIYyTHO BIUITMBATU HA PE3YIIb-
TaT NpPU3EMJICHHS.

1. BpaxyBaHHsl BIUIMBY 3aTPMMKH Mi’K BUMipIOBAHHSIMH HA TOYHICTh BHU3HAYEHHSI BHU-
COTH. 32 YMOBH BiICYyTHOCTI PO3rOMJyBaHHS MAIlIMHHM il MOTOYHA BUCOTa N MOpIBHIOE BiJICTaHi 110
MOBEPXHi 3eMJTi, OTpUMaHii P BUMIPIOBaHHI Y30BK BEPTUKAIbHOTO HANpsAMKY (¢ = 0°). I[ToxnOka
BU3HAYEHHS BUCOTH Pai0JI0KALIHHOIO CUCTEMOIO MOXKe OYTH 3MEHIIIEHA 32 PaXyHOK CTaTUCTHYHOTO
yCepeIHEHHs Pe3y/bTaTiB BUMIPIOBaHb, OTPUMAHUX MPOTATOM OJHOTO CKaHYBAaHHS i1 pI3HUMU KY-
TaMH BITHOCHO BEPTHKaJi a00, HaBiTh, IEKUIBKOX IMOBHUX CKaHYBaHb (3aJI€XKHO BiJl iX YaCTOTH V Ta
HIBUAKOCTI 3HMKEHHS 0 MalIMHM). JlaHuil miaxig € oco6JIMBO KOPUCHUM y THX BHUIAKaX, KOJH I10-
Xx1OKa BUMIPIOBAHHS BIICTaH1 Pa/iloIOKalIHOI0 CUCTEMOIO € HOPMAaJIbHO PO3MOIUICHOI0, a TAKOX 32
MOXJIMBOCTI XHUOHUX CHPAIFOBaHb BHACHIJIOK HAsSBHOCTI MOMIX (ZIepeB, KYIIiB, NTaxiB, CKUPT CiHA
TOIIIO).

IIpu ycepenHeHHI IO BUMIPIOBAHHSAM OJIHOTO CKaHYBAHHS [TOTOYHY BUCOTY MOXHA OL[IHUTHU B
TOMY YHCJIi i 110 3HaYEHHS BijcTaHel i, BAMIpSHUX i1 KyTaMH @i BiIHOCHO BEPTUKAII, BIAMIHHUMHU
BiJ1 HYy/1bOBOTO (i # 0):
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h =1 cosg,., (1)
ae hi — BiAmoBiHI OI[IHKK 3HAUYEHHS BUCOTH HaJl TOYKOO MPU3EMIICHHS 32 IPHUITYLICHHS TOPH-
30HTAJIBHOCTI MOBEPXHI 3eMJIi Y Iii MicIii.

VY THX BUmMajKax, Kojau 3MiHa AN TOTOYHOT BUCOTH 3HAXO/KCHHSI MAIIMHU MIPOTSTOM OJTHOTO
CKaHYBaHHS € BITYYTHOIO (III0 BU3HAYAETHCS YaCTOTOIO v MpoBeaeHHs ckanyBaHb PJIC Ta mBHIKi-
CTIO 3HIDKEHHS ), CIIepIy HEOOX1THO MPOBECTH MPHUBEACHHS BCIX OTPUMaHUX 3HAYCHb BHUCOTH hj 110
OJTHOTO MOMEHTY 4acy (TYT HPONOHYETHCS MPOBOJUTH MPUBEICHHS 10 MOMEHTY OCTaHHBOT'O BUMi-
pIOBaHHS: |1 = N, Jie N — MOBHE YKCJIO BUMIPIOBaHb B OJJHOMY CKaHyBaHHi; 1 = 1...N — iHjeKc, 10 HY-
Mepye BUMIPIOBAHHS; T — IPOMIJKOK Yacy Mi MOCIiZIOBHUMH BUMipIoBaHHSAMY; hi” — 3HAaueHHs BU-
COTH, NMPHUBENEH] 10 MOMEHTY IPOBEICHHS OCTAHHBOTO BHMIPIOBAHHS 3 YpaxyBaHHSIM Oe3repeps-
HOT'O 3HIDKCHHS MAIIMHU MIPOTSATOM CKaHyBaHHS):

h' =h —(n-i)or, (2
T0OTO, OCTAHHE OTPUMAaHE 3HAYCHHS BUCOTHU 3JIUIIAETHCS HE3MIHHUM, TIEPEJOCTAHHE 3MEHIITY-
€ThCSI HA BEJIMYHMHY 0°T — BIJCTaHb, MPOIIEHY MAIIMHOIO 32 MPOMIKOK MK BUMIPIOBAaHHSIMHU, 1 TaK

naii. SIKIo * BeTMYMHA 3HMDKECHHSI MAIIMHU TIPOTSTOM CKaHYBaHHS € MaJIO (CKJIaJae OJMHUII ca-
HTHUMETPIB), TOJII MOXKHA BBa)KaTH, 1110

hi* ~h. (3)

B 000x Bumajkax yrouHeHa OIliHKa MOTOYHOTO 3HAUYEHHs BUCOTH Ha MOMEHT 3aBEpIICHHS CKa-

HyBaHHs BU3HAYATUMEThCA SK cepeiHe apudMeTHYHe OTPUMAHMX 3HaueHs h; .
h(t) = average () (4)

2. BpaxyBaHHsl KpeHy MAIIUHU JJIs1 MiABUIIEHHS TOYHOCTI BUSHAYEHHS MOTOYHOI BU-
COTH. SIKIIO MPOTATOM 3HIKEHHS BUHUKHYTH BITUYTHI PO3roiiiyBaHHS a00 BHACIIIOK HEBIPHOTO
3aKpITUICHHS MMapanIyTHOI CHCTEMH YTBOPIOETHCS MIOCTIMHUX KPEH, HaBEICH] BUIIE MipKYBaHHS ITPH-
3BEYTh /10 BUHUKHEHHS CTATUCTUYHOI MOXUOKU Y BU3HAYEHHI MOTOYHOI BUCOTH (B OiK 301IbIICHHS
3HAYCHb ).

OnTUMalbHUM UISXOM BU3HAUEHHS KyTa KPEHY, MiJl SKHUM MPOBOJUIOCS KOKHE KOHKPETHE
BUMIPIOBAHHSI, € 3aCTOCYBaHHSI MarHiTHOTO, MEXaHIYHOTO, €JIEKTPOHHOTO YH T1POCKOIIYHOTO, JaT-
YUKy, Halpukiaj (puc. 2).

Inclinometer DPG-Series In-  6160A-2 Analog
clinometer Tilt Sensor

Pucynok 2 — CyyacHi cepiiiHi JaTYUKU KPEHY

Inclinometer NS-25/DQL2-1XA (Bumiproe KyT HaXuiay Big —25° 10 25° BITHOCHO JABOX OCEi
13 TounicTiO 01151 0.02°);

DPG-Series Inclinometer (Bumiproe kytu Haxmiry Bix —30° 1o 30° BiTHOCHO IBOX OcCeH i3 TOY-
HicTio 110 0,2° 1 yactoToro BuMiproBasb 70 30 ['iy);

6160A-2 Analog Tilt Sensor (MEMS-ceHcop i3 miana3oHOM BUMiproBaHUX KyTiB —15° 10 15°
Ta TouHicTIO OLIst 0,01°).

HaBeneni Mojeni 1aT4uKiB 1 IX aHAJIOTH, MalOTh JOCTaTHHO BUCOKY TOYHICTh CTOCOBHO 3a/1a4l,
10 PO3TJISIIAETHCS, IPH IIHOMY iX I[iHA HE MEePEBUIIYE NEKUTLKOX JIECATKIB TOJIAPIB.

3a yMOBH BIJJOMOTO 3HAYCHHSI KyTa KpeHY [ (BUMIPIOETHCS BITHOCHO BEPTHUKAI1) MOTOYHA BHU-
COTa pO3TalllyBaHHS MAlllMHU BU3HAYaTHMEThCs Ha 0a3i BiACTaHi 10 nepemkoau l;, orpumaniii mpu
BHUMIPIOBaHHI I/ KyTOM (min, HAMOMVKYMM 10 BepTUKai (puc. 3). bibi TouHo:

h= I((Dmin) COSPins ®)
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http://dtsheet.com/doc/1368525/miniature--oem-inclinometer
https://www.te.com/commerce/DocumentDelivery/DDEController?Action=srchrtrv&DocNm=DPG-Series&DocType=DS&DocLang=English
http://www.geokon.com/content/datasheets/6160-6161_MEMS_Tilt_Sensors.pdf

Poin = MIN( |, + S1)- (6)
JU7st iABUIIIEHHS TOYHOCT] OIIHKY BHCOTH MOYKHA CKOPUCTATHCS i CTATUCTUYHUM yCepEIHCH-
HsM (4), YBIBIIIM Y BiAMOBiAHI (hOPMYIIH MOMPABKY Ha KPEH:

h. =1 cos(p. + B); (7)
h™~h —(n-i)or; 8
h(t) = average (h"). 9)

Pucynok 3 — BpaxyBaHHs KpeHy MaIllMHU

3. BusHavyeHHsI KyTa yXWJIy NOBepxHi 3emiii B Micui npu3emieHHs. OkpiM BU3HAUYEHHS 10-
TOYHHUX 3HAYEeHb BUCOTH Ta MIBHIKOCTI 3HWKCHHS MAIllMHU, BUKOPUCTAHHS CKaHYIOUOTO pagapy J0-
3BOJISIE OLIIHUTH 3HAUEHHs KyTa YXWJIy MOBEpPXHI 3eMJjl Y MICI MpU3eMIIeHHs (B IJIOMIMHI CKaHY-
BaHHS pajiapy).

VY HalmpocTimoMy HaOJIMXKEeHHI (BBa)XKalOUYH MOBEPXHIO 0151 TOUKHU MPU3EMIIEHHS IIOCKOIO)
JUTSl IIBOTO JIOCTATHHO 3HATH 3HAYEHHS OJIHI€T BIJICTaH1 10 MOBEPXHI 3eMJli, BUMIPSIHOT MiJT IEIKUM
HEHYJIbOBHUM KYTOM @i BIZIHOCHO BepTHKali (puc. 4) a TAKOK 3HaYeHHs OTOYHOI BrcoTH h, mepepa-
XOBaHE BIJTHOCHO JIaHOT'O BUMIPIOBaHHS. 3aCTOCOBYIOUH TEOPEMY KOCUHYCIB, OTPUMYEMO

s’ =h*+1>—2hl. cosg.. (10)
BianoBigHO, KyT yXUIy o TOBEPXHI IOPIBHIOE
o, =arccos(b, /s) =arccos(l, sin ¢, /s). (11)

BusHaueHi TakuM YMHOM KYTH YXWJIy TOBEPXHI 3eMIll ¢ ISl KOYKHOTO 3 BUMIPIOBaHb BiICTaH1

710 3eMJI1 IPOTATOM MOTOYHOTO CKaHYBaHHS MOKHA YCEPETHUTH (BPaXOBYIOUM HANPSIMHU YXHUITY, K1

MOYKHa BU3HAYMTH, HATIPUKIIAM, 32 JTOTIOMOTOK TEOPEMH CHHYCIB, 00YMCIIIOI0OYH KyT MK h Ta Sj),
MiABUIYIOYH TAKUM YHHOM TOYHICTh BU3HAUEHHS KyTa o

o =average («,). (12)



Pucynok 4 — BuzHaueHHs KyTa yXuiy HOBEpXHI 3eMii

Kyt yxuiy noBepxHi 3emji y HanpsiMKy, NEepHeHIUKYIIPHOMY 10 TUIOIIMHN CKaHYBaHHS pa-
Japy, MO’KHA BU3HAYMTH, BCTAHOBUBIIH III€ OJWH pajap i3 IUIOMIMHOK CKaHYBaHHS, pO3TAIlIOBaHIN
HEePIEHAUKYIISPHO 10 IUIOMIMHU CKaHyBaHHS EpUIOro. 3acTOCYBaHHs IBOX pajapiB € 11ie OLIbII J10-
IITBHAM, OCKUIBKH BOHO 3a0e3meuye JTyOiroBaHHS CHCTEMH BU3HAYCHHS BHCOTH 1 IIBUAKOCTI 3HH-
KEHHsI, TOOTO ICTOTHO MiJABUIILYE HAIHHICTh MapallyTHO-PEAKTUBHOT CUCTEMHU.

SIK1I0 BU3HAYSHHIA KYT YXWITY MTOBEPXHI 3eMJIi B MICIIi IPU3EMIICHHS BUSIBIIIETHCS 3aBEITHKUM,
30UIBIIMTH MWMOBIPHICTh BJIAJIOT0 MPU3EMJICHHS MOKHA IIIIXOM KOPEKIi TPaeKTOpii 3HMKCHHS
00’€KTy 13 ypaxyBaHHSIM OTpUMaHoi iH(popmarii. OMHUM i3 HAUIPOCTININX NIJISAX1B KOPETYBaHHS TPa-
€KTOpIi 3HMKEHHS € 00IaJHAHHS 00’ €KTY HEBETMKUMHU aepOJMHAMIYHUMU elleMeHTaMHu (PYJIsIMH) Ta
€JIEKTPOMEXaHIYHUMH IIPUBOJAMH, 1110 3a0€3MeUyl0Th iX HE0OX1/IHYy OpI€HTAIlII0 Ha OCHOBI Pe3yJib-
TaTiB BU3HAYCHHS penbedy MOBEpXHi pajiosokaropoM. KepyBaHHS UM MPOIIECOM MOXKE BUKOHYBa-
THCS 00UuCTIOBAIbHUM MpucTpoeM cuctemu [TPC aBTomatnuno abo, 3a HEOOXITHOCTI, BIITAICHUM
OIIEpPaTOPOM 32 YMOBH HAJIIHOI0 3aXUCTY KaHaJy nepeaayi 1aHuX.

SIk oWH 13 BapiaHTIB, aBTOPaMHU TPOIIOHYETHCS 3aCTOCYBAaHHS J0JAaTKOBUX PEAKTUBHUX JIBU-
ryHiB [IPC, siki KOHCTPYKTHBHO pO3TalllOBaHi Ha MPOTHIICKHUX CTOPOHAX 00’ €KTY €CAHTYBaHHS Ta-
KHMM YHMHOM, 11100 YTBOPUTH KPYTHUN MOMEHT oOepTaHHs 00’ekTa y npocropi Big 0° 1o 90° B ropu-
30HTAJIBHIN TUIOIIKHI 32 paXyHOK KIHETUYHOI €Heprii pyXy BiJl CIIpallloBaHHS PEaKTUBHUX JBUTYHIB.
MoMeHT crpalfoBaHHs MipPONaTPOHIB PO3PAaXOBYETHCS HA IMIJCTaBl BU3HAYEHHS ONTUMAJIbHOI BiJIC-
TaHi 00’€KTa 10 MOBEPXHI 3eMJli, a TOTpeda y CrpaltoBaHHI MIPOMATPOHIB I PO3BOPOTY 00’ €KTY
(KopuryBaHHS MOrO MOJIOKEHHS y MPOCTOPI1) 3aJI€KUTh BiJl BA3HAYEHOI'O 3HAUEHHS KyTa yXUJIy 10-
BEPXHIi 3eMJI1 Ta HOro MOPIBHSAHHS 13 TOMYCTUMUMHU KPUTUYHUMU 3HAUECHHSIMHU KyTa HaXWIy 00’ €KTa
(110 BiAMOBIgAE BTpaATi 00’ €KTOM J€CAHTYBAaHHS CTIMKOCTI IMiJ] 4ac IPU3EMIICHHS).

BucHoBku. TakuM YUHOM B X0/JIi IPOBEIEHUX JAOCIIIKEHb OyJI0 PO3IIIIHYTO:

- poOOTY CKaHyI04O01 paJapHOi PELIITKU B MPOLIEC] 3HUKEHHS 00’ €KTY;

- METOJI MiJIBUIIEHHS TOYHOCTI BU3HAYEHHS BUCOTH LIUIIXOM CTaTUCTHUYHOIO YCEpEIHEHHs Oa-
raTbOX BUMIPIOBaHb;

- BIUIUB 3aTPUMKH MK BUMIPIOBaHHSIMH MPOTATOM CKaHYBaHHS Ha TOYHICTh BU3HAYEHHS I10-
TOYHOI, BUCOTH;

- IJISIXM BPaxyBaHHs KPEeHY MALIMHHU (B TOMY YHCII1 1 BHACIIJIOK ii pO3roiiiyBaHHs) JuIs Mi1BU-
[ICHHS] TOYHOCTI BU3HAYECHHS TOTOYHOI BUCOTH;

- METOJ] BU3HAYCHHS KyTa YXUIIy MIOBEPXHi 3eMJIi B MICII IPU3EMIICHHS.

OTtpumMaHi pe3yabTaTH JO3BOJIAIOTH MIJBUIIUTHA TOYHICTH pOOOTH PaiiloBUCOTOMIPY Ta ICTOTHO
3MEHIIUTH IMOBIPHICTh HEMPABUIHHOIO BU3HAUEHHS MOTOYHOI BUCOTH 3HAXOJKEHHS 00 €KTy BHa-
CIIIOK HOTO pO3roilyBaHHS UM CTATUYHOTO KPEHY, a TAKOXK CKIIAIHOTO penbedy MicieBocTi. [Ipak-
TUYHUH pe3ybTaT MOJSATAE B MIBUIICHI 3aralibHOT €()eKTUBHOCTI CUCTEMHU Ta 3a0e3MeueHHI1 3aJaHuX
YMOB NPU3EMIIEHHSI 00 €KTYy /J€CAaHTYBaHHs], a MOXKJIMBICTh BpaxyBaHHs KPEHY 00 €KTY JIeCaHTy-
BaHHS Ta OILIHKYU pesbedy MiCIIEBOCTI € TIOJATKOBOIO (10 OMHCAaHUX y poborax [6,7,8]) mepeBaroro
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Anamos 10.1., 1.1.14, nou. bopsik K.®., k.¢-m.H., 1ou. 3aBaibHIok B.B.
YCOBEPIIEHCTBOBAHMS TAPAIIIOTHO-PEAKTUBHON CUCTEMBI 1VIS1 AECAHTHPO-
BAHUsI BOEHHOU TEXHUKH NJIN KPYITHOTI'ABAPUTHBIX OB BEKTOB

B pabome paccmampusaromcsa 60npocsl MOOEPHU3AUUU NAPAULIOMHO-DEAKMUGHOI CUCHIEMbl
(IIPC) c npumeneHuem co8pemeHHbIX PAOUOBLICONOMEPOE C Ue1bi0 NOGbIULIEHUA 001U MAZKUX HPU3EMIe-
HUIl U 00ecneyenus 803MONCHOCMU KOPPEKMUPOGKU NOSIONCEHU 00bEKMa 0eCaHMUPOGAnUs 8 20PU3OH-
MaabHOll NIOCKOCHU 6 3A8UCUMOCIU OM 3HAUEHUSA Y2lld HAK/IOHA NOBEPXHOCMU NepeceyenHOll MeCHHO-
cmu 6 paciemnoii mouke npuzemienus. Kpumuueckue 3nauenus yzia HaK10Ha 00beKmMa 0ecanmuposa-
HUA K 20pU30HMY RPEOIazaemcsa yCmanasaueams Ha OCHO8AHUN YKA3AHHBIX RPOU3E0OUNeleM MAKMUKO-
mMexXHUYecKux OaHHbIX 00beKma 0ecanmuposanusa uiu pacuemusvim nymem. Ilepeoouepeonoii 3adaueii a6-
J1emcsa nogvluieHue MOYHOCHU PAOOMbl 8bICOMOMEPA, OM KOMOPO20 3A8UCUM MOMEHM CPAOAMbIGAHUS
nuponamponoe peaxmugnvix oeuzamesneii IIPC. Agmopul npeonazaiom 3ameny MeXaHu4ecKkozo 6blCOmMo-
Mepa ycmapeguieil KOHCMPYKUUU COBPEMEHHBIM ITIEKMPOHHBIM PAOUOGHICONOMEPOM HA HA3e CKAHUPYIO-
wiell padapHoit pewiemku. B cmamove paccmompensl ocobeHHocmu padomul cKaHupyoweil paoapHoii pe-
WiemKU, Memoobl ROGbLUIEHUS MOYHOCHU ONPedeNeHUA 6b1COMbL (DACCHOAHUA 00 HOBEPXHOCHU 3eMIlU),
HeoOXo0uMocms u nymu yuema KpeHa MAuiuHbl 8 RPOUECCe CHUNCEHUA U 603MONCHOCHb OnpedeieHus
Y2na yKioHa no8EpXHOCMU 3eMaU K 20pU30HmYy 8 mecme npuzemaenus. Ilonyuennvie pesynomamaut no3eo-
JIAIOM NOBLICUMD MOYHOCMb PAOOMbBL PAOUOBLICOMOMEPA U CYULECIMEEHHO YMEHbUMUMb 8EPOANHOCHLD
OWIUO0UH020 Onpedenenus 8bICOMYlL 6C/1e0Cmeue PACKAYUBAHUA UYL CIAMUYECK020 KpeHa 00vekma, a
maKoice blAGAAMY U YUUMBIBGAMb 0COOEHHOCHMU Penbedha mecmHocmu.

Kpome onpedenenus mexkyuwjux 3HaueHuil 6b1COMbl U CKOPOCMU CHUNCEHUA MAUUHDBL, UCNOIb306a-
HUe CKanupyowiezo paoapa no3eo0Jaen OUeHumy 3HaueHue yeina HaK10Ha HO6ePXHOCIU 3eMIU 6 Mecme
npuszemnenus (6 niaockocmu ckanupoeanusa paoapa). Ecau onpedenennwviit yzon yknona nosepxnocmu
3eMIU 8 Mecme HPU3EMIICHUSA OKA3bI6ACMCA CIUMIKOM 00JIbUIUM, YEETUYUMb 6EPOAMHOCHL YOAUHO20
RpU3EMIICHUA MOMHCHO NYyMeM KOpPeKuuu mpaeKmopuu CHUMCeHUs 00beKma ¢ y4emom nojiy4eHHou ul-
dopmayuu. OOHum u3 camplx nPOCMbIX Rymell KOPPEeKMupoeKy MpaeKmopun CHUMNCEHUS eChb 000py0o-
eanue 00veKma HePOTLWUMU AIPOOUHAMUYECKUMY ITIEMERMaMU (PYAMU) U INEeKMPOMEXAHUYECKUMU
npueooamu, odbecneuusarOWUMI UX HEOOXO0OUMYI0 OPUCHMAYUIO HA OCHO8e Pe3YIbMAamos OnpeoeieHus
penvega nogepxuocmu paouonokamopom. Kak ooun uz eapuanmos, agmopamu npeonazaemcs npumene-
Hue 0ononrHumenwvHvix peakmuenvix osuzamenei IIPC, Kkomopvle KOHCMPYKMUBHO PACNOJIOMNCEHbl HA
HPOMUBONONIONHCHBIX CHOPOHAX 00bEKMA OeCAHMUPOBGAHUS MAKUM 00PA30M, UM OoObl 00paA308anmb KpPymsi-
Wil Momenm eépauieHus oovekma ¢ npocmparcmee om 0 ° 0o 90 ° ¢ zopuzonmanvHoll NIOCKOCHU 34
cuem KUHemuyecKoll IHep2ull O8UNHCEHUA Om CPADAMbIBAHUS PeaKMUHbIX guzameneil. Momenm cpaoa-
MbIGAHUA NUPONAMPOHOE PACCUUMBIEAEMCA HA OCHOBAHUU ONpedesenus ONMUMAIbHO20 PACCHOAHUSA
00beKma 00 n0BePXHOCMU 3eMU, A ROMPEOHOCMD 6 CPADAMBIGAHUYU NUPONAMPOHOE 0151 PA38OPOMaA 00b-
eKma (KOppeKmuposKa €20 NON0HCeHUA 6 NPOCMPAHCMEE) 3A8UCUIM OM ONPEOeIeHHOZ0 3HAYeHUA Yy2ia
VKJIOHA ROGEPXHOCHU 3eMIU U €20 CPABHEHUE ¢ OONYCHUMBIMU KPUMUYECKUMU 3HAUCHUAMU Yy2id
HAKI0HA 00beKkma (umo coomeemcmeyem nomepe 00beKnmom 0ecanmuposanis yCmouyugoCmu 60 pems
npu3eMaeHus).

Kntouegvle cnoea: napauilommno-peakmuenan cucmema, CKAHUPYIOwas paoapras peuiemid, y2oJi
YKIIOHA NOGEPXHOCHU 3EMIIU, MEPMUHATbHAA CKOPOCMb CHUNCEHUS, CKOPOCHb CHUMNCEHU .
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Adamov Yu., prof. Boriak K., PhD. Zavalniuk V.
ON IMPROVEMENT OF PARACHUTE-RETROROCKET AIRDROP SYSTEM

The paper is devoted to the study of the prospects for improving the parachute-retrorocket airdrop
system (PRS) in order to increase its reliability and enable the ability to adjust the orientation of a load in
the horizontal plane depending on the slope of the earth's surface at the landing site. The primary task is to
improve the accuracy of the altimeter, which determines the triggering moment of the PRS jet engines. The
replacement of a mechanical altimeter of an outdated design with a modern electronic radio altimeter based
on phased array radar is proposed, which allows to improve the accuracy of determining the absolute alti-
tude (distance to the ground) and to take into account a roll of the load during the descent. The ways of
determining the slope of earth's surface at the estimated landing site are also discussed. The results obtained
make it possible to increase the accuracy of radio altimeter operation and significantly reduce the probabil-
ity of an error in determining the absolute altitude due to rocking or static roll of the object.

In addition to determining the current values of the height and speed of the descent of the vehicle,
the use of a scanning radar makes it possible to estimate the inclination angle of the Earth’s surface at the
landing site (in the radar scanning plane). If a certain angle of inclination of the earth surface at the landing
site turns out to be too large, the probability of a successful landing can be increased by correcting the
object's descent path, taking into account the information received. One of the easiest ways to correct a
descent trajectory is to equip an object with small aerodynamic elements (rudders) and electromechanical
actuators, ensuring their necessary orientation based on the results of determining the surface relief with
radar. As one of the options, the authors propose the use of additional jet engines, which are structurally
located on opposite sides of the object of landing in such a way as to form a torque of rotation of the object
in a space from 0 ° to 90 °in the horizontal plane due to the kinetic energy of motion from the actuation of
jet engines. The triggering moment of the squibs is calculated based on determining the optimal distance of
the object to the ground surface, and the need for triggering the squibs to rotate the object (correcting its
position in space) depends on a certain value of the slope angle of the earth surface and comparing it with
the admissible critical values of the angle, at which the object loses its stability during landing.

Keywords: parachute-retrorocket airdrop system, scanning radar grid, angle of slope of the earth's
surface, terminal descent rate, descent rate.
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METO]I AKYCTUYHOI NEJIEHT ALl JUHAMIYHUX OB’EKTIB 3A JJIOIOMOI' OO
BE3IIIOTHOI'O JIITAJIBHOI'O AITAPATY

Y cmammi onucano cnocié nooyoosu, cmpykmypy ma pooomy memooy 6UHaAUEeHHA HANPAMKY HA
0xicepeno 38yKy. Memoo cnupacmusca HA RPOCMU MAMEMAMUYHULL anapami, Wo 00360J14€ peanizyeamu
11020 HA 00NAOHAHHI MIHIMATILHOT NOMYHCHOCHI, HANPUKIAO HA MIKponpouecopax Arduino. Po3enanymo
KJII0408i ejleMeHmu Memoody ma ymMoeu GUKOPUCHAHHA, W0 6NIU6a0Omy Ha pe3yivmam. /o HUX Hale-
Jcams napamempu 38yUanna yineil, nepul 3a 6ce OCHOGHI YaACMOmMuU ma mpueaIicms 36y4aHHA He0OXiOHi
07151 HAOTIIHO20 6U3HAYUEHHSA HANPAMKY HA 0dcepeno 38yKy. Kpim mozo, 6 memooi nepeddaueno oyintoeanus
napamempie cepeoosuua 3 Memor 6U3HAYEeHHs WEUOKOCHI 36Ky 6 3A/1eHCHOCHLI 810 NO20OHUX YMO8, OCKi-
JbKU pe3yaomamu pooomu memooy CuibHo 3aaexcams 6i0 ybo2o napamempy. Bupobdneno pexkomenoauii
00 bnJIA na akuii mpeba 6yde ecmanosniosamu 001a0HAHHA, MA ORUCAHO CROCIO BUKOPUCMAHHA OJ1A
OMPUMAHHA HATKPAWUX Pe3)Ibmanmis 3 6UZHAYEHHA HANPAMKIG Ha 0xcepena 36yKy. IIpodemoncmposano
006€0eHHA popmyiu, WO 00360J1A€ GUHAUAMU HANPAMOK HA 0XHCEPEIO 36YKY 3 YPAXYBAHHAM 020, W0
naamghopma oe dyoe 3MOHMOBAHO NPOZPAMHO-ANAPAMHUL KOMNIEKC MA€ PYXAMUCA | 6UKOHY8aAmu 8U-
3HAYUEHHA HARPAMKY HA 0xcepeio 36YKYy nio uac pyxy abo, 6 HaAUZipuiomy 6UnaoKy, KOpOMKUX 3A8UCAHb HA
micui. /Ina yiei hopmynu 6uKOHAHO OUIHKY ROMUNKU KYMA 6 2PA0yCcax, 8 3a1edcHOCHI 8i0 mozo, nio AKUM
KYymom 00 HAnpamKy pyxy i, 6i0nogiono, 6azu mixc Mikpoghonamu, Ha0xoo0ums 36yK08a X6UJiA.

Buxonano npomomunyeanusa npozpamHux 3acoois, 01sa noodanvulol peanizayii y eu2naoi nogHo-
UIHHO20 RPOZPAMHO-ANAPAMHO20 KOMNAeKCy 015 ycmanosku Ha bn/lA. Taxosc npedcmaeneno cpaghiunuii
inmepdgeiic npozpammuoi peanizayii memooy. Ilposeoeno mooentosanns pobomu cucmemu 3a yMoGU Pi3HUX
obcmasun. B x00i excnepumenmie eusnaueno nopozoee 3HAUeHHA 01 K0406020 Kpumepito, wio cnupa-
€MbCsA HA CRIGGIOHOUWIEHHA CUZHAT/WIYM, OCKITbKU 6 HAOMO 3AUYMIEHOMY CePedosUlyi Memood npayio-
eamu He 0yoe. IIposedeni excnepumenmu noKazyoms UCOKY 0i€gicmb Memoody 3 ypaxy8aHHaAM 0Co0aU80-
cmell peanbHUX 0xcepest 36yKy.

Knrouoei cnosa: npozpamne 3a6e3neueHns, 6e3ninomuuii 1iimaipvHUil anapam, 6U3HAUEeHHA HANP-
MKy Ha 0xicepeno CUZHATLY, 00POOKa 36YKY.

IocTanoBka npo6Jemu y 3araabHoMy BHIJIsigi. Po3poOka cucteM crioctepexeHHs, 0coOJIMBO Ha
OCHOBI Oe3minoTHHX ditanbHUX anapaTiB (BrJIA), ocranHiM YacoM HaOyna BHCOKOI 3HaYMMOcCTi. OcoOINBO
1I€ CTOCYEThCS HEOOXiTHOCTI BECTH CIIOCTEPEIKEHHS B 001aCTSIX, € HEMAE MOXKIIMBOCTI 3aCTOCYBATH 3BHYAiHI
3ac00H CHOCTEPEKEHHS, K TO, HAPUKJIAJ, B 30HI BeleHHs 001oBuX Aiii. IIpu iboMy, BaXIJIMBUM € CTBOPEHHS
MYJBTHCEHCOPHUX CHCTEM 3 JIOJIaBaHHSM 3ac00iB 3ByKOBOT po3Bijku. Came 3ByKOBa PO3BiJKa IMOTEHIIIHO
MOJKE CTAaTH OCHOBHHMM 3aco00M (hikcamii BUKOPUCTaHHS Ta BiAHAXOKEHHS PO3TAIlyBaHHS 3aMaCKOBaHHX
030po€eHb BOPOXKUX YrpymnyBaHb. Kpim Toro, Tpeba BpaxoByBaTH, 110 HA BiIMiHY BiJl Bi3yaJbHHUX 300pakeHb,
K1, 3a3BUYaH, HE BIAETHCS 3HIMATH Y BCIX paKkypcax Ta JJisi po3Ii3HaBaHHS SKHX HEOOXIIHO TiepeliaBaTh ix
oIepaTopy, 3ByK MOkHa (ikCyBaTH 3 OyJIb-sIKOTO HANPSIMKY Ta BU3HAYATH HANIPSIMOK Ha JKEPEJNo B aBTOMa-
TUYHOMY PEXHUMi 3aco0aMu, 0 po3MilieHi Oe3nocepeanbo Ha 6opty briJIA. 3Hauyna BifgcTaHb NOMMPEHHS
3BYKY, 0COOJIMBO rapMaTHHX MOCTPLTIB [1,2], Takoxk cripusie po3po0Ili 3ac00iB BUSHAYCHHS HAPSAMKY Ha JIKe-
pEeIIo 3ByKY — aKyCTHUYHOT MeJICHTallil.

AHani3 ocTaHHIX HocaiIKeHb i my0jaikaniii, B AKMX 3aM04YaTKOBAHO BUPILLIEHHSI JAHOI NMPO-
osiemu. IcHye psan poOiT, ki IpUCBSYEH] il TeMi, ajle BOHU MEePEBaKHO KOHLIEHTPYIOThCA Ha 3aJa4ax po3Ii-
3HaBaHHS NIyMiB (IIEpII 3a BCE MOCTPIIIB) Ta BU3HAYEHHs KOOPJIWHAT 332 YMOB 3HAYHUX O0YMCIIIOBATBHUX pe-
CypCiB Ta crerjianizoBaHuX 3aco0iB, K TO HampalieHI Mikpodonu [3,4,5,6,7,8]. Ha Binqminy Bij HHUX, naHa
poboTa 30cepeKY€EThCS Ha 331a4i BU3HAUCHHS HAPAMKY Ha JKEPesio 3BYyKY OBUIBHOI MPUPOAM 32 YMOBH
00MEXEHHX PecypciB ba MiHIMaIBHOI Baru arapaTHIX KOMITOHEHT.

Takox, BaXXJIMBUMU €JIEMEHTaMU AOCIIIKEHHS € Te, I110:

OUiKyBaHi JDKepesa 3ByKY €, IepeBa’KHO, BEIMKUMHU, CKIIaJIHUMH 32 CTPYKTYPOIO (KOJIOHA TEXHIKH, 110

MepecyBaEThCs, apTUiIepiiickka 6aTapesi, TOIIO), Ta MOPOHKYIOTh 3BYK MPOTSITOM 3HAYHOTO Yacy;
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raTpopma 3 CEHCOPaMHU € MOOUTBHOIO 1 MOXe SIK TIEpeOpieHTYBaTH cede y MPOCTOpi BiAHOCHO JHKe-
pena 3ByKy, Tak 1 mepeMinryBaTHCh OIMKde A0 JpKepenna 3BYKY, a TaKOXK MaTH Pi3HI MapaMeTpH MOJIbOTY, B
MepUIy Yepry pi3Hy BUCOTY, IIBUAKICTH Ta KYTOBE MOJIOKEHHS;

riaTpopma Moxe OyTH peanizoBaHa Pi3HUM YMHOM, SIK y BUIJISIII KBaAPOKONTEPY, Tak 1 y BUTISAL
BrJIA mitakoBoro Tumy;

BifICyTHI (pi3mdHiI eheKTH TUTIOBI AJIST CUCTEM, IO PO3POOIATHCS ISl IPUMIIIEHb, MTEPII 332 BCE B Ha-
CJIIJIOK BiZICYTHOCTI CTiH, SIKI CIPUYMHSIOTH JOAATKOBI BiIOUTTS 3BYKY [9];

MOJKHA BBaKaTH 0 ()POHT 3BYKOBOI XBHIII Ma€ MpocTy Hopmy, i HeMae MoTpeOr BpaxOByBaTH CKJIa-
nHimi BapiaaTa [10].

Bukaaa ocHOBHOT0 MaTepiary 10CTiIKeHHS.
[epmmM eTamom MeToy BU3HAYCHHS HANPSIMKY 10 JDKepela 3ByKY € (inbTpallis OTPUMaHOTO CUTHAITY JUIS
BU3HAYEHHs po0OYOro AianasoHy 4acToT. JJIs bOro CUrHall HEPETBOPIOETHCS Ha CIIEKTP YacTOT 3a AOIOMO-
roto mBuaKoro nepersopeHtst dyp’e [11]. ng koxxHoi yactotn f n MaeMo .— KOMIUIEKCHY aMILTITyy CHU-
HYCOiTaIbHOT'O CUTHANY, IO Pa30M CKJIaJaloTh BUXiAHUN curHai. OCKIIbKH aMILTITYAH KOMIUIEKCHI, TO TI0
HUM MOXXHa OOYUCIIMTH OJHOYACHO 1 aMILTITYAy, 1 (azy.

ITicyist 90ro 0GUHMCITIOIOTHCS PEabHi 4aCTOTH, 110 BiNOBIAa0Th 3HaYeHHsM X |, 38 Gpopmy-
JI010:

n N-1|

2 )
FSNI\I : N_l}SnsN—l,

F, ,OSns{

> 2

ne N — KUIbKICTh KOMITOHEHT PO3KJIaY;
F; —gacrora curnaiy, o oxepxyerses 3 MIKpo(hoHiB;

3aaeThes IBa MOPOTOBUX 3HAYEHHS, | I, Ta |l — 9acToTy, 1m0 3a1al0Th Aiana3oH, 3a MeXaMu
SIKOTO CUTHAJI pO3riiAnaTtuch He Oyne. BinmosimHo, 3HaquH$[Xn, SIKl BIAMNOBIZAIOTH YacTOTaM
f, <Try, taf, >Tr, obnynsorecsa. BindinerpoBanuii curuan oTpuMyeThes TCHs 3iHCHEHHS

obOepHeHoro neperBopeHHst Oyp’e.

Hpyruii etan MeToly — Oe3mocepeHe BIANIYKaHHS HAPSIMKY J10 JpKepena 3ByKy. Jis 3Haxo-
JDKEHHS KyTa BU3HAYACTHCS MAKCUMAIbHUM JOMYCTUMUI 3¢yB curnaniB A 3a Gpopmysoro:

2|7

ne V— HIBUIIKICTB 3BYKY, Y METpax Ha CeKyH]y;

D- BincTanp Mixk MikpopoHaAMH y MeTpax;

[Ticst goro obumciroeThest GyHKIist kpoc-kopersiii xeox curnaniB XCORR,, (K) mms Beix

k e [— A, A]. OyHKITIST KPOC-KOPETISIii BUMIPIOE TIOJIOHICTh MIXK IIEPITUM YaCOBUM PSIJIOM 1 3CYHYTHMH Be-
PCisiMM 1HIIOTO YacoBOIO PALY SK (DYHKIIO BiJ 3cyBY. BukopucTaHHsa came IbOTO KPUTEPi0 3yMOBIIEHO Oa-

JKAHHSAM CTBOPUTH CHCTEMY, SIKY MOYKHA Oy e peanizyBaTH 3 BAKOPUCTAHHIM MiHIMaTbHHX alapaTHUX 3aco0iB
Ta TOTOBMX KOMIIOHEHT, SIK TO Mikpornporecopu Arduino.

BigxuneHHs CUTHaIIB JiBOTO Ta MIPABOTO MIKPO(OHIB MarOTh BUIJISA;

1 _
o) :\/Nzt'iﬁl(h -1)?%;

1 -
or =\/Nzt”_al(rt 1)
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DyHKITIS KOBapiallii ABOX CUTHAIIB BU3HAYAETHCS 3a (HOPMYJIOLO:

1

Nzt“‘zak‘l(lt —1) (fy — 7).k =0,
COVy (k) =4 N ]
ﬁZt’iak*l(n =) (- 1),k <O.

Toni mykana Kpoc-Kopemsiis JBOX CUTHAJIIB 3alIUCY€ETHCS 3a JOMOMOI0I0 (popmMyIu:

COVir (k) k=0,£1,%2,...N

G|Gy

XCORR, (K) =

ne N — KUIbKiCTh 3Ha4eHb CUTHAITY (JIOBXXKHMHA YAaCOBOTO PSAY), @ TAKOXK KUTbKICTh KOMITIOHEHT
pO3KIaLy;

. . k .
k— iHIeKC YaCTOTH; YacTOoTa, K-ro CUrHaITY TOPIBHIOE —, jie T- Mepioj Yacy, MpoTsIroM SKOTO
T
Opasnucs BXiTHI JaHi;

|, — 3snauenns curnany niBoro mikpodoHy mia 4ac BimTiKyt;

I — 3Ha4YEHHs CUTHAITy IPaBOro Mikpo(oHY Mif 9ac BiUIiKyt;

-1 . .
| = —ziN_ Bllt — CepeIHE 3HAUEHHS CUTHATY JIIBOTO MIKpO(hOHY;
N Zi=
— 1 N -1 .
r= Wzizo I, — CEpPEHE 3HAYEHHS CUTHAITY TIPABOTO MIKPO(OHY.

[Ticnsa oGuucneHHs: GyHKIIT KpOC-KOPEISIT METOJ pO3paxoBye MaKCUMYM (DYHKIIIT KPOC-KO-
pernsnii Ta 3cyB S, Ha sIkoMy 1ieif MakcuMyM jpocsiraethes. Skmo XCORR, (S) menme moporosoro
3Ha4yeHHs 0.2, poOoTa alropuTMy 3aBepIIyeThCS (CHIBBIAHOIIEHHS CUTHAJ/IIYM HAJATO HU3bKE IS
SKICHOTO BU3HAYEHHS HANpPSAMKY 10 3BYKY). 3HaueHHs S>0 03Hauae, M0 CUTHAM BiJ [UKEepela 3BYKY
NepUIMM TIHIIOB 10 MiKpodOHa Ha JIIBOMY KiHIII 06a3M, y TOW 4ac SK BiJi’€MHE 3HAYEHHS CUTHAI3ye
PO Te, 110 MpaBuil MIKPO(OH OTPUMAB 3BYK MEPIINM.

OcTtaTo4yHo KYT OO0 JUKEpEiia 3BYKY BU3HAYAECTHCA 3a Q)OpMyHOIOI

a(S) = —arcsin(i)lio. (1)

Kyt o0uncntoerbes nepneHanKyisipHo A0 0a3u, 1 y BUNAAKY JIBOX MIKPO(OHIB 11€ BIAMNOBIAE
noB310BxkHii oci briJIA. HynpoBuii KyT 03Hauae, 1110 JPKEPENo HIyMy NpsAMo 1o Kypcey. JJonaTHiii Kyt
y 90° o3Hayae, 1m0 HKEPEIo 3HAXOAUTHCS Y HAPSIMKY TIPaBOTO KiHI 0a3u, a KyT -90° o3Hayae, 1o
JDKEPETIo 3HAXOAUTHCS Y HAIIPSIMKY JIIBOTO KiHIIS 0a3u.

VY po3paxyHKax MIBUAKICTh 3BYKY € OJHUM 3 KITFOYOBHUX IMApaMETPiB aJiITOPUTMY, 1 11 TOUHE BHU-
3HAYEHHS € BOYKIIMBUM JJI1 TOYHOTO OOUMCIICHHS TIOJIOKEHHS JDKepena 3ByKy. J{71s o0uucieHHs mBu-
JIKOCTI 3BYKY HalfuacTilie BUKOPUCTOBYETHCS opMyra:

c= Bk (2)

ne p— tuck nositps y [Tackamnsx;
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{0 — T'yCTHHA ITOBITPS;
k— TyT moka3HuK aniabatu, 1o i MOBITPs JopiBHIOE 1.4,

[Ipore nana gopmyna po3paxyHKy HE BPaxOBY€ BOJIOTICTh MOBITPs Ta Horo temmneparypy. Y
po6oti [12] nponoHyeThest Ginbur TOUHKIA MeTo BuMiproBanHs mBuakocti 3Byky C(t, P, X, X.) 3
ypaxyBaHHSIM BOJIOTOCTI Ta TEMIIEPATypH:

c(t, p, X, X, ) = 331.5024 + 0.603055t — 0.000528t2 +
+(51.471935 + 0.1495874t — 0.000782t2)x,, +

+(-1.82-107" +3.73-10 %t - 2.93-10 °t*) p +

+(~85.20931 — 0.228525t +5.91-10°t?)x, —

—2.835149x2 —2.15-10" p? + 29.179762 X2 + 0.000486 X, pX,,

ne t — remrieparypa y rpamaycax Llenbcis;
p— THCK TOBITPS;

X, — MOJIbHA YacTKa BOJAHOI I1apH;

X — MosbHa yacTkaCO2, siky npuiimarors Ha pisai X, = 0.0004 .

MoJbHY X 4aCTKy BOASIHOT Mapy 0OYHMCIIOIOTH 32 GOPMYJIOH0:

X, = hf Pst
p
Jle h — BigHOCHA BOJIOTICTS;
f— dakTop migcueHHs;
Pg, — THCK HACHYCHUX NapiB BOASHOI apH B MOBITPI.

OcranHi Bl BEIMYNHU OOUYUCITIOIOTHCS 32 POopMyIaMu:

f =1.00062 +3.14-10 % p +5.6-107"t?,
Py, = exp(1.28-107°T2 —1.95-10°T +34.05—6.354 -10%/T),

ne T — Temmneparypa y rpanycax Kenbsina.

Takwuii po3paxyHOK Jja€ TOUHE 3HAUEHHs MBUAKOCTI 3BYKY Y Aianazoni 0°C — 30°C. 3a 3amoB-
YyBaHHSAM NPUITYCKAETHCA, 10 MIBUAKICT 3BYKY ckiaaae 340 m/c, sIKIIIO HEMae MOXKIIMBOCTI ii yTo-
YHUTHU. TaKOX 115 IBUAKICTh BUKOPUCTOBYETHCS Y MOAAIBIINX OLIHKAX, AKI MOKYTh 3MIHUTHCS IS
1HIITOT MIBUAKOCTI 3BYKY.

[lepen nmporpaMHOIO peanizalli€ro alropuTMy HeoOXiIHO TaKOK BU3HAYUTH HOTr0O KIIHOYOBI Ma-
paMeTpu: BiKHO (iIbTPYBAaHHS CUTHANIBTr,,Tr, Ta BiICTaHb Mk Mikpodonamu (6a3a B). ¥V saxocri

JDKepelia 3BYKY JUTsl HalallITyBaHHsI alrOpUTMY OyJI0 BUKOPHCTAHO 1IyM KBajipokomnrepy. [licns ana-
T3y CHEKTPaJbHUX XapaKTEPUCTUK 3BYKY BUSIBJICHO, 0 JoMiHyi04l yactotu € 1 kI, 4.5 kI’ Ta
omuspko 8 kI (puc. 1).
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Puc. 1. Anaii3 crieKTpaibHHUX XapaKTEPUCTHK

Yacrotu mrymy (y JaHOMY BHITAJIKY BITPY) 3HaXOIAThCs y Aiana3zoni Hk4de 1 k[ Xoya BUCOKI
4acTOTH MoHaA 8 KI'1I MaroTh 3HAYHO MEHIIMHI BKJIAJ y PE3YJIBTYIOYHN CUTHAT (JOCUThH Majla aMILTi-
TyJa), ajie MIyM TaM TeX HIKYUH. TakuM 4ruHOM, OYJI0 BHPIIIEHO B3STH BIKHO (PUIBTPYBaHHS CHUT-
HaniBTr, = 0.9k, Tr, = 400 xI'm.

JloB>krHA 3BYKOBOT XBUJII CKJIAJIAE:

Mo)=_,

1e ®— yactoTa XBUi y I'epuax;

C— WIBUAKICTh 3BYKY.

Takum ymHOM, nOBXMHA XBHJII Ha yacToTi 1k['11 cknanae 0.34 m. juist BUOpaHOT IMIBUIKOCTI
3BYKY. Y BHUNAJIKY 11€JIbHOIO TapPMOHIYHOI'O CUTHAIIy aJITOPUTM JI03BOJISIE€ 3HANTH 3CyB CUTHAJIB 3
TOYHICTIO JIO MiB JOBXWHU XBWIi. OTKe, He3BAKAIOUM HA Te, 110 301TIbIICHHS BICTaHI MiXk MIKpO-
(oHamu 301JIbIIIyE TOYHICTh BUSHAUEHHS KyTa, 30UIBIIYETHCS TaKOXK 1 IMOBIPHICTh MOMMIIKA. Tomy
y AKocTi 6a3u Oyno oOpaHo Benuuuny B = 0.3 m.

[Ipu Takomy 3Ha4YeHHI 0a3u, IIBUAKOCTI 3BYKY 1 4acTOTi AucKperu3anii curany 44100 ' 3Ha-
YEeHHSI MaKCUMaJIbHOTO 3CyBY A = 40 BiJiKiB, 1 Bcboro MoxnBo [-40, 40] = 81 BapiaHTIB 3Haxo0-
JoKeHHs KyTa. [IpoTe TOUHICTh 3HAaXO0/KEHHS KyTa Majaac 31 301UIbIICHHSIM BIAXUIIEHHS DKeperia KyTa
B1JI MepIreHIuKysipa 10 0azu. Tak, SKIIO0 B3STH PI3HUIIIO MK 3Ha4YCHHSIMH 3a Gopmyioro (1), To
lou(1) — au(0)| =1.43°, Toxi 51K, |au(40) — 0u(39)| =12.65° .

MeTto BU3HAUEHHS HAMPSIMKY Ha JKEPEJIO 3BYKY pO3paxoBaHUIl Ha MOJIT HEBEJIUKOTO Ta He-
mBuKoro briJIA Ha HeBenuKkii BUCOTI, TOOTO [T KBapOKONTEPY. Y TAKOMY BHUIAAKY KyT JI0 JDKE-
pelna 3ByKy IepIll 32 BCE BU3HAYAETHCSA a3UMYTOM 1 JIMILE HE3HAUYHO — KyTOM HaxXWily y cepuyuHiii
crcTeMi KoopAMHAT. BpaxoByrouu, 1110 JKepeno 3ByKY JaBaTUMeE CUT'HAJ IIPOTATOM TPUBAJIOTO yacy,
Ta Te, u10 briJIA 3Mo)ke BUKOHYBAaTH BUMIPH 10 Mipi HaOJIMKEHHS /10 IXKepesia 3ByKY, TO MOXHOKOI0
BU3HAYECHHS HAaNpPSMKY Ha JDKEpeso 3BYKY depe3 HEBPaxOBaHHUN KyT HAaXWIy MOKHA 3HEXTYBATH.
Kpim Toro, brnJIA Mae MOXITUBICTH CKOPUTYBAaTH CBO€ KYTOBE MOJOXKEHHS B IPOCTOPI MICIIs TOTO, SIK
Oyne 3a(ikcoBaHO MOYATOK 3BYKY, a OTXKE II€ JO3BOJHUTH 3HEXTYBaTH MMOMMIIKAMH, L0 3YMOBJIEHI
kyramu Haxuny briJIA (TaHraxy i kpeny).

Bukopucransas Tppox MiKpo(OHIB, pO3TaLIOBAHUX Y BEPLIMHAX PIBHOCTOPOHHBOI'O TPUKYT-
HUKa JI03BOJIIE YTBOPUTH TpHU Oa3u Ta rapaHTyBaTH, 1110 3ByKOBa XBWJIs, sika HaOirae Ha briJIA, 3aB-
KM MaTHMe MPUHANMHI OIHY 0a3y, KyT 110 sikoi ckianae 30° abo menmie. HaiiOnmk4aoMy 3HAYCHHIO
o(S) mo xyra 30° Bianosinae 20 Bigmik. TakMM YUHOM, Y HAUTIPIIOMY BUNAAKY MOMHJIKA ITPH OLTi-

HIOBaHHI KyTa CKJIaJie He OLbIIIe, Hi)K‘(x(Z]_) - oc(20)\ =1.67°, 1110 3HAYHO MEHIIIE 3a IIOMMJIKH, 1110 I10-

POJKYIOTBCS 1HITUMU (pakTOpaMH, sIKi BUHUKAIOTH Mmia dac moiasoTy brnJIA. TlepenbayaeTnces, 1o
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MiCIIs TOTO, SIK onepaTop briJIA BupimmTh, 110 mKepenno 3ByKy Tpeda gociiautu, briJIA 6yne 3opie-
HTOBAHO Ha JDKEPEIIOo, 110 JO3BOJIUTH BUKOPUCTOBYBATH JaHi JIHUIIE 3 ABOX MIKpO(OHIB IS MOAAIb-
IIOT0 CYNPOBOJIKEHHS JKepena.

Sxmo briJTA He MOke 3aBUCHYTH ISl TOYHOT'O BU3HAUEHHS 3BYKY (Hanmpukian, briJIA mitako-
BOI'O THITY), TO 1€ O3Hauae, 1o BuOpaHa 6a3a BUMIPIOBAHHS PyXa€ThCs BITHOCHO 3BYKOBO1 XBHUJI1, IO
Habirae i, BIIMOBITHO, IIOMIJIKa METOAY MOXe€ CKJIQJIaTH 3HAauYHy BennuuHy. [Ipore, HaBiTh Taka mo-
MUJIKA J03BOJISIE€ BIIHAMTU CEKTOP, Y SIKOMY 3HAaXOJUTHCS JDKEPENo 3BYKY Ta 3opieHTyBatu briJIA
Tak, o0 HaMpsAMOK HabiraHHs 3ByKYy OyB sSIKOMOTa OJIIDKYE 10 TIEPIICHIUKYIISIPY 10 BUOpaHOi Oa3u
BHMIPIOBAaHHS.

[Tpu pomy popmyna (2) HabyBae TaKOTo BUTIISIY:

¢ Jﬁ o, ©)

Jna 3actocyBanHst Metony Ha briJIA miTakoBoro tumy 3 npuTaMaHHUMH Takomy Tuiy briJIA
napaMeTpamH i XapaKTepUCTUKAMU MOJBOTY, PO3POOIICHNI METOI Ha0YB MOIATBIIOT0 PO3BUTKY. Bin
nependayae, 1o € HEOOXITHICTh BIACTEKYBATH JKEPEIIO 3BYKY 0€3 TOro, o0 30pieHTyBaTH Hamps-
Mok pyxy BrJIA Ha mkepeno 3ByKy Ta 3a ymoBH, 1m0 briJIA He Moke a00 HE TIOBHHEH 3aBUCATH Ha
Mici (puc.2).

Vo

Z
n
=]
A
0
P
N
o
\ L
a B

Puc. 2. Habiranus 3BykoBoi xBuii Ha briJIA, mo pyxaeTscs

Ha puc. 2 npuitHaTo Taki no3HayeHHs:L, R— niBuit Ta npaBuii MikpodoHH, 5Ki po3TamioBaHi Ha
kpwii brJIA; D — Binctanp Mixk MikpodoHamu (6a3a); B — kyT Mixk 6a3oro (D) Ta Biapizkom B, sikwuii
y CBOIO Yepry napalelbHuil BEKTOpY, 1o € cymoro Bekropis Vg Ta Vp;Vg - Bekrtop, mo 3anae

HAMPSIMOK PYXY 3BYKOBOI XBUIIi; 0 — KyT HalOiranus xsuii;Vp— mBuakicts brJIA, mo Hanpasiena
B310BXK 1oB310BKHL0I oci Y BriJIA. Toni:

V& =Vsina,
V¢ =V cosa,

ne V — MBUIKICT 3BYKY (CKaJIsp).
Posrnsinemo pyx briJIA BigHOcHO (hpoHTy XBHIIi. Toi BekTOp HaOIMKEHHS TOUKU R 10 XBuii
3aITUIIETHCS SIK:
Viet = (V sin o,V cosa +Vp).

3a TeOpeMOI0 CHHYCIB:
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Dsina

~sin(a+B)’
Yac 5o 3ycTpidi Touku R 3 ppoHTOM XBHIII:
B B
A= — -
JWsina)? +(V coso+Vp)2 (V2 + 2V cosaVp +V2
Dsina

(sin c.cosP + cosasin B)yV 2 + 2V cosaVp + Vg
Kyt [ moxmna 3anucatu y BUrmsii:

V cosa +Vp
W2 +2V cosaVp +VE

B =arcsin(

abo:

Vsina
B =arccos(

2 2 )
V< +2VcosaVp +Vp5

Toni yac go 3yctpiyi Touku R 3 GpoHTOM XBUIII IPUITMA€E BUTIISI:

3 Dsina _ Dsina
(sin a(V sin o) + cosa(V cosa +Vp))  V +Vpcoso

Bupazumo Kyt o gepes A:

(V +Vp cosa)A = Dsina,
Dsino —AVp cosa = AV.

[ro popmyny MoKHa HiepenucaTH y BUTIISAIL:

D% + AVE sin(o— ),

Jc:
. AV D
¢ = arcsin(——————) = arccos(——————) = arctan 2(AVp, D),
JD? + AV} JD? + A2
ne:

arctan(x), x> 0;
X
arctan(x) +7m,X<0,y>0;
X
arctan 2(y, x) = arctan(z) +m,x<0,y<0;

7T
— x=0,y=>0;
5 y

7T
-—=x=0,y<0.
> y

Octaro4Ho (opMyJia NIYKaHOTO KyTa 3alMILIEeThCs Y BUTIIAIL:
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o = arcsin( ) +arctan2(AVp, D).

AV
2 272

D+ AVS

JInist TOUHIIIOTO BU3HAYECHHS HAIIPSIMY Ha JDKEPEIo 3BYKY € Oa)KaHUM, aje He 00OB’SI3KOBUM,
nepexia briJIA B pexxum 1iaHepyBaHHs Ha KopoTkuid gac (0,5-2 ¢), o JaBaTUMe HEBUCOKY IIBU/I-
KicTio pyxy brJIA BiZHOCHO JKeperna 3ByKY, 1 1€ JJO3BOJIMTH 3MEHIIUTH OMUJIKY, IO 3yMOBJIEHA
PYXOM BiJIHOCHO JKepelia 3BYKY.

Ha 6a3i 3anmpomnoHoBaHOTO METOLy OYJI0 CTBOPEHO MPOrpaMHe 3a0€3MEUCHHS, 1110 PeaTi3ye Iu-
HaMIYHUH TIOIIYK JDKEpeNa 3BYKY 3a JaHUMHU JBOX MikpodoHiB. Burisia intepdeiicy mokasaHo Ha
puc. 3.

Pair signal cross correlation Angle estimation
[ 1
0t 1
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I |
g . e |
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Puc. 3. I'padiunuii inTepdeiic po3poOIeHOr0 METOTY

VY niBoMy BepXHBOMY BiKHI (puc. 3) BUBOJUTHCS OOUYUCIICHA KPOC-KOPEJSIlis Tapy CUTHATIB.
Ha puc. 3, MakcuMyM J0CATa€ThCS MIPH 3CYB1 CUTHAY 3 paBoro MikpooHa Ha -25 BiamiikiB. Takum
YHHOM, 3BYK Ha MpaBUi MIKpO(QOH MPUXOJUTH PAHIIIE.

VY 51iBOMY HH)KHBOMY BiKHI BUBOJIUTHCSI OOUHMCIIEHA CIIEKTpalibHa I'yCTHHA curHaiiB. Ha imroc-
Tpatlii o0uBa CUTHAJIM MalOTh BUpPaKEHUH MiK Ha yacToTi 4 k[ 'mI.

VY npaBoMy BepXHbOMY BiKHI POBOAMTHCS Bizyasi3allisi 0OOUMCIEHOr0 KyTa y JeKapTOBii cUC-
TeM1 KOOpAMHAT 31 30epeKEHHAM MONepeHIX 3HAYCHb KYTIB.

VY npaBoMy HIXKHBOMY BiKHI BiIOYBa€ThCs aHIMallisl 3MiHM KyTa y MOJIAPHIN cucTeMi Koopau-
HaT.

I1ig yac AMHAMIYHOTO BU3HAYCHHS KyTa BUKOPUCTOBYBAJIOCH IUIaBaloye BIKHO JTOBXHUHOO 0.5
¢ (22050 BimmikiB), sike 3cyBanoch Ha 1000 BiTiKIB KOKHY HACTYITHY IT€paIlifo.

BucHoBknu

B po6oTi Oys0 3anmpornoHOBaHO Ta OTPUMAHO METO/I, IO J030JI5€ 3 JOCTaTHBOIO HAIMHICTIO
BU3HAYaTH HANPSIMOK JI0 JDKepelsa CKIAJAHOTO 3ByKy. Ha BiaMiHy BiJ iIMITyJIBCHOTO 3BYKY (BHOYXH,
MOCTP1JIN), CaMe TaKUi 3BYK Ba)Kue JIOKAII3yBaTH, 3 OTJISAY Ha BIJICYTHICTh YITKO BHPAKEHOTO 3BY-
KOBOro (ppoHTy, sIKMU cnpuiiMaeTbesi MikpodoHamu. Takoxk, 3HaYHA KUIBKICTH YacTOT JKEpena
3BYKY POOUTH BUKOPUCTAHHS O1IBIII MPOCTHX METO/IB, SIK TO (ha30BOro, Hee(PEeKTHBHUMH.
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BapiaHnTt TecToBO1 crcTeMu 3 TpboMa MiKpo(OHaMU J03BOJISIE BU3HAYUTH HAMPSIMOK Ha JIXKe-
pelio 3ByKy 3 TOUHICTIO 10 1.67°.

VY nopanpiioMy IIaHYETHCS MTABUIUTH TOYHICTD JIOKAJI3aIlil JUKepesia 3ByKY IIIIXOM 30171b-
IIEHHS KUTbKOCTI MIKpO(OHIB Ta MOKpAIIEHHS SIKOCT1 3anucyro4oro oonaanannsa. Kpim roro, noaa-
nbina pobota Oyze crpsiMOBaHA Ha MOKPAIICHHS METOJy TAKUM YHMHOM, 100 3a HOTO JIOTIOMOTOI0
MO>KHa OyJI0 BU3HAYATH HANIPSIMKH HA JIEKIJIbKA MEHIINX JDKEpel, 110 3BYy4aTh OJJHOYACHO, OCKUIBKU
3apa3 MeTOJI He nepedavyae BUIUICHHS OKPEMUX MAIIUX JDKEPEN y MeKaX OJJHOTO BEJTHMKOTO JKeperia

3BYKY.
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METO/I AKYCTUUYECKOM NEJEHT AITAU TUHAMUYECKUX OFBEKTOB C

NOMOIIBIO BECITMJIIOTHOI'O JIETATEJIBHOT' O AITITAPATA

B cmamuve onucwvieaemcea cnocod cozoanusn, cmpykmypa u padooma memooa onpeoeseHus Hanpag-
JIeHUA Ha UCMOYHUK 368yKa. Memoo onupaemca Ha RPOCMON MameMamuiecKuii annapam, 4mo no3eo-
Jis1em peanu3oeams e2o Ha 000pyO08aAHUN MUHUMATLHOU MOUHOCHU, HANPDUMED HA MUKDPORPOUECCOPax
Arduino. Paccmompenul Kirouegble 31eMeHmMbl MEMOOA U YC106Us UCROIb306AHUSA, GIIUAIOUIE HA PE3Ylb-
mam. K num omuocamca napamempeul 36y4anus yeseii, npexicoe 6cezo 0CHO8HbIE YACHOMbL U NPOOOJIHCU-
menbHOCmb 38Y4aARUA, HE0OXO00UMbIE 014 HAOEHCHO20 OnpedeeHUus HANPAGIeHUs HA UCHOYHUK 38YKd.
Kpome mozo, 6 memooe npedycmompeno oyeHu8anus napamempos cpeovl ¢ yeablo Onpeoeienus cCKopo-
Cmu 36YKa 6 3a8UCUMOCHU OM NOZOOHBIX YC06UIL, HOCKOTILKY pe3yabmamul papomuvl Memooa CuibHo 3a-
eucam om 3mozo napamempa. Boipabomanvt pexomenoayuu k bn/IA na komopuwtit Haoo 6yoem ycmana-
61ueamo 000py006anue, U ONUCHIEAEMCA UCHOb306ARUE ONLA NOJIYUEHUS JIYUULUX PE3YTbMAm 08 No onpe-
oenenuro nanpaenenuil Ha ucmounuku 3¢yxa. Ipooemoncmpuposano ooxkazamenvcmea yopmynst, no3e6o-
nAouiell onpedenams HanpasieHue Ha UCIOYHUK 38YKA C YUemom moz0, Ymo niamgopma, 20e dyoem
CMOHMUPOBAHO NPOZPAMMHO-ARNPAMHBLI KOMNIEKC 00IHCHA 08U2AMbCA U 6bINOJIHAMb ONpedeeHUs Ha-
npagIenus Ha UCHOYHUK 36YKA 60 6peMA OGUNCEHUA UM, 8 Xyouiem ciaydae, KOPOMKUX 3A8UCAHUTL HA
Mmecme. /[ 3moii hopmynvl 6bIn0IHEHA OUEHKA OWMUOKY Y21a 8 2pAdycax, 8 3A8UCUMOCHU OM M020, HOO
KaKuM y2iiom K HAnPaeieHulo 08UNCeHUs U, COOMEENCMEeHHo, Haze meixcoy MuKpogponamu, npuxooum
36yK06as 601Ha.

Buvinonneno npomomunupoganue npozpammHsIx cpeocma, 014 OaibHenuiell peanu3ayuu 6 euoe no-
JIHOUEHHO20 NPOZPAMMHO-ARNAPAMHO20 Komniekca 03 ycmanoeku na BILIA. Takce npedcmasnienst
2paghuueckuii unmepeiic npozpammnoi peanuzayuu memooa. Ilposedeno mooenuposanue padomot cuc-
memul npu pasnuyHLIX 0dcmoamenvcmeax. B xooe sxcnepumenmoes onpeodeneno nopozogoe 3Hauenue 0
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K/1104€6020 Kpumepus, KOmopoe onupaemcs Ha COOMHOuIeHUe CUZHAT/ UWYM, HOCKONLKY 8 CTUWMKOM 3auLy-
MJIEHHOUL cpede memoo pabomamp He Oyoem. IIposedennvie IKCnepumMenmovl NOKA3bIEAION BLICOKYIO Oeli-
CH18EHHOCHIb MEMO0a C yUemom 0COOEHHOCmeEll PeanbHbIX UCHOYHUKOG 38YKa.

Knrouegwle cnosa: npozpammmuoe obecneuenue, becnuiomHuulii 1emamenbHbulil annapam, onpeoe’e-
HUA HANPABIEHUA HA UCHOYHUK CUZHANA, 00PAOGOmMKa 36yKa.

Prof. Anisimov A.V., Volkov O.E., Ph.D. Linder Ya.M., Ph.D. Taranukha V. Yu.,
Volosheniuk D. O.

THE METHOD OF ACOUSTIC DIRECTION FINDING OF DYNAMIC OBJECTS
USING AN UNMANNED AERIAL VEHICLE

The article describes the method of creation, structure and operation of the method for determining
the direction to the sound source. The method relies on a simple mathematical apparatus, which allows it
to be implemented on equipment of minimal power, for example, on Arduino microprocessors. The key
elements of the method and conditions of use affecting the result are considered. These include the sound
parameters of targets, primarily the main frequencies and duration of sound necessary to reliably determine
the direction to the sound source. In addition, the method provides means for estimating environmental
parameters in order to determine the speed of sound depending on weather conditions, since the results of
the method are highly dependent on this parameter. Recommendations have been developed for UAVS on
which it will be necessary to install equipment, and the use is described to obtain better results in
determining directions to sound sources. Demonstrated proof of the formula that allows one to determine
the direction to the sound source, given that the platform where the hardware-software complex will be
mounted must move and carry out the determination of the direction to the sound source during movement
or, in the worst case, short stops for hovering. For this formula the angle error in degrees is estimated
depending on the angle at which the sound wave arrives relatively to direction of movement.

Software prototyping was performed for further implementation in the form of a full-fledged software
and hardware complex for installation on UAVSs. The graphical interface of the software implementation
of the method is also presented. The simulation of the system under various circumstances was performed.
During the experiments, a threshold value was determined for the key criterion, it is based on the signal-to-
noise ratio since the method will not work in a too noisy environment. The experiments performed shown
the high efficiency of the method taking into account the features of real sound sources.

Keywords: Software, Unmanned aerial vehicle, Definition of the Direction to the Source of the Signal,
Sound Processing.
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VIIK 351.746.1 111, ipod. Boposuk O.B. (HAIICY)
Kyneabcsknii B.B. (HAAIICY)

AJITOPUTMIYHE 3ABE3IIEYEHHSA BUBOPY OITUMAJIBHOI'O
MAPLIPYTY PYXY KOJJOHH TEXHIKA
IMPUKOPJOHHOI KOMEHIATYPHU HLIBUJAKOI'O PEAI'YBAHHSA

Ilpuxkopoonna Kkomenoamypa weuOK020 peazy8ants € CMPYKmMypHUM niopo30inom npUKOPOOHHOZ0
3a20Hy, NPUHAYUEHA 015 3aXUCHY MA NOCUIEHHA 0XOPOHU 8U3HAaYeHoi dinanxu /leprcasnozo Kopoony i
HOGUHHA ONEPAMUBHO 30LHCHIOSAMU NEPEOUCIOKAUTI0 6IACHUX CUJ i 3Cc00i6. YCnix 6UKOHAHHA NHOCIAG-
JIeHUX nepeo niopo30inom 3a80anb 3HAYHOI0 MIPOIO 3A1EHCUMb 8I0 C60EUACHOCHE RPUOYMMA Y MOUKY HpU-
3Hauennsa. Onepamuene nepese3eHHs 3HAYHOI KiIbKOCMI 030PO€HHA, 0C0008020 CKNAOYy ma Pi3HOPIOHUX
6AHMACI6 HA CYXONYMHIN OinAHYI 30IlCHIOCMbCA WAAXOM euUKopucmauna mexuiku. Ha niozomoeuomy
emani opzauizauii nepeeezenb po3e’A3yEMbCA 3a0a4a YOPMYBAHHA ORMUMATILHOZO CKIAOY KOJIOHU mex-
Hiku. Ilapanenvno 3 it eupiuiennam nompeoye po3e’a3yeanHs 3a0aua eudopy mapuipymie pyxy KoaoHu
mexHiKu.

Icuyrwua mepesca aemomodinoHux 0opiz 3abezneyye 00CMAMHBLO 6eAUKY KiIbKICHb Mapuipymie
DPyXy midic euxionum i Kinyesum nynkmamu. Ilpuuomy ye mae micye nagimsv 012 He3HaAUHUX gi0cmaneil
Mixyc moukamu eudymms ma npusHauenus. Bxazane ooymoenioe 6azamosapianmuicmo nio uac euoopy.

Kpim mozo, eudip mapuipymy pyxy 3anexicums 6i0 6a2amvox 00NOMINCHUX YMO8: HAGHUEHOCHII 800ii8,
MeXHIYHUX XapaKmepucmux ma Hadilitnocmi mexHiku, 6e3neKu pyxy, 00pOHCHIX i npUPOOHbO-KaiMamuy-
HUX yMO08, 6i0cmaHi ma mepminie nepeeezenv mouio. Hesaxicne epaxyeannsa yux gpakmopie y cykynnocmi
Modice npuzeecmu 00 6UOOPy HEPAUIOHATILHO20 MAPWIPYMY PYXY, AKUI He 3a0e3neyums c80€4aACHO20 RPU-
Oymmsa niopo30iny 6 nyHKm RPUZHAUEHHS, MA MOIHCe NPU3BECINU 00 3PUGY 6UKOHAHHA GU3HAYEHUX 3A6-
oans. Tomy 3a0aua eubopy onmumanbHo20 Mapuipymy pyxy KOaoHu mexHiku € akmyanovnor. Ha smicmos-
HOMY pi6HI 3a0aua 6u2iA0Ac AK 0OIPYHMYBAHHA MAMEMAMUYHOT MOOeli 6UOOPY ONMUMATILHOZO0 MAPUL-
pymy pyxy KoOJOHU MEXHIKU, AKWL0 KPUMEPIEM ONMUMANLHOCMI GUCHYnAe MIHIMizayia uacy pyxy 3
BUXIOHOT MOUKU 8 NYHKM NPU3HAYEHHS.

Aemopamu chopmosano mamemamuuny mooenv HageoeHoi 3a0aui, 3anPponoOHOAHO An2opUmMM it
uUpienHs 01 MPbLOX 6UNAOKIG: OUCKPEMHO-CHLOXACMUYHO20, OUCKPEMHO-0emePMIHOBAH020 Ma Hene-
DEPBHO-HEBUZHAYEHO020, A MAKOMHC PO3PODOIEHO 8i0n0GiOne npozpamue 3ade3neuenusn. Buoip mapuwpymie
30ilICHIOEMbCA 0151 MPbLOX 6APIAHMIG 3 YPAXYEAHHAM MO20, U0 3MIHA 8a2 pedep Modice 30iliCHI0BAMUCA:

Y MOMeHmU 4acy, Koau KoJ10HA 3HAX00UMbCA 6 NeeHill eepuiuni zpagha, i OHOBNIEHHA Mampuyi 6az
30iticHioemuea came 6 yi momenmu. Ile eunadok, konu pinienna w000 ROOAILULO20 Mapuipymy pyxy ¢o-
DPMYEMBCA Yy MOYKAX PO3ZATIYHCEHHA O0Pi2 3 YPAXYBAHHAM 00CMAHOBKU W000 CHAHY OKPeMUX OUIAHOK,
W0 OUHAMIYHO 3MIHIOEMbCA | OAHI U000 AKO20 3’ AGNAIOMBCA NEPIOOUUHO,

Y MOMEHmMU 4acy, KoJ1u KO0J10HA 3HAX00UMbCs 6 NeeHill eepuiuni 2paga, i 011 YuUx MomeHmie mam-
puyi eaz, AKi MamumMyms micye npu RORAOAHHI KOJIOHU ) 6epuiuny, Hanepeo gioomi. Ile eunaook, koau
PiuleHHA Woo0o Mapuipymy pyxy modice Oymu cqropmosane Ha nOYAMKY Pyxy 3 YPaxy8aHHam 6i0omoi 0o-
CHAHOBKU W{000 CHAHY 00Di2, W0 OUHAMIUHO IMIHIOGAMUMEMbCA, djle OAHI U000 AK020 MOMICYHb Oymu
8paxo6ami 3a64acHoO;

008ITbHUM YUHOM 6 3AIEHCHOCHI 6i0 WBUOKOCHI KOJIOHU Y (DIKCOBAHUII MOMEHM UACY, 015 AKO20
6i00MO10 € YyHKUIA WBUOKOCHI KOJIOHU.

Kniouoei cnosa: mamemamuuna mooesns, anzopumm, Mampuysa, PUKOPOOHHA KOMEHOAMYpPa Wieuo-
K020 peazy8anns, mexmHika, KO10Ha.

ITocTanoBKa nmpodJieMu y 3arajibHOMY BUIJISIIL. Y CIIIX BUKOHAHHS TIOCTaBJICHUX MEPeJ1 IPU-
KOPJOHHOI0 KOMeHaTypoto mBuakoro pearyBanss (IIKILP) 3aBnans 3Ha4HOIO MipOIO 3aJI€KUTH BiJT
cBoeyacHocTi npuoyTTs niapo3autis [IKIIP y Touky npuznauenHs. OnepaTuBHE NepeBe3eHHS 3HaA-
YHOT KUJIBKOCTI 0CO00BOTO CKiany Ta pizHopiaHux BaHTaxiB [IKIIIP Ha cyxonmyTHiil ainsHI 37ikc-
HIOETHCS IIJIIXOM BUKOPHCTAaHHS TPAHCIIOPTHUX 3ac001B. Ha mifroroByomy erari oprasizanii nepe-
BE3CHb PO3B’S3yEThCs 331a4ya (JOPMYBaHHS ONTHMAIBHOTO CKJIATy KoJoHH TexHiku [14]. [Mapane-
JILHO 3 ii BUPIIMIEHHSAM MOTPeOye po3B’I3yBaHHS 3a7ja4a BUOOPY MapIIPYTIB pyXy KOJOHH TEXHIKH.

IcHyroua mMepeka aBTOMOOUTBHUX JOPIT 3a0e3Meuye JOCTaTHbO BEIHMKY KUIBKICTh MapIIPYTiB
PYXy MK BUX1HUM 1 KIHIICBUM MyHKTamu. [I[pudomy 11e Mae miciie HaBiTh JIJIs1 HE3HAYHUX BiJICTaHEH
MK TOUYKaMH BHOYTTS Ta MpU3HaYeHHA. Bkazane o0ymMoBiioe OararoBapiaHTHICTb ITiJT 4ac BHOOPY.
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Kpim Toro, BuGip MapmipyTy pyxy 3aJIeKUTh BiJl 0ararbox JOMOMIKHHUX YMOB: HABUEHOCTI BO-
1B, TEXHIYHUX XapaKTEPUCTHK TEXHIKH, EKOHOMIYHOCTI, O€3MeKH PyXYy, JOPOXKHIX 1 TPUPOTHO-KITi-
MaTUYHUX YMOB, BiJICTaHI Ta TEPMiHIB ITepeBe3eHb Tol0. HeskicHe BpaxyBaHHs ITUX GaKTOPIB y Cy-
KYITHOCTI MOK€ TIPU3BECTH JI0 BUOOPY HEPAI[IOHATLHOTO MapIIPYTy PyXY, SIKAH 3a0€311eYUTh HECBOE-
YaCcHICTh MPHUOYTTS MiAPO3I1TYy B MYHKT MPU3HAUYEHHS, Ta MOXKE IPU3BECTH JI0 3pMBY BUKOHAHHSI BU-
3HA4YEeHUX 3aBAaHb. ToMy 3a/1aua BUOOPY ONTUMAIBHOTO MApIIPYTy PYXY KOJOHU TEXHIKH IPUKOP-
JIOHHOT KOMEHJIaTypH IIBUJIKOTO PearyBaHHS € aKTyaJbHOIO.

AHaJi3 OCTaHHIX AOCJiIXKeHb i my0aikaniii, B AKMX 3al04YaTKOBAHO BHPIIIEHHA AaHOI
npoodJemu. [TutaHHsIM BHOOPY MapmIpyTiB pyXy KOJOHH TPAHCIIOPTHHUX 3ac001IB /ISl €(hEKTHUBHOTO
MepeMIIIIEHHsI BaHTaXIB, a TAKOX CYMDKHHMM 3ajJadaM MPUAULUIAch yBara y psiai pooit, 30Kkpema B
pobotax [1-14].

[Tiaxing momo BHOOPY MapipyTy, sIKHil IpyHTyeThes Ha edgelabels, naBenenuit y mparni [1].
Moro 3acTocyBaHHs J103BOJISE IIPUCKOPHUTH HOLIYK HaiikopoTmoro musxy B 500 pasiB y nopisHaHHi
31 CTaHIAPTHUM aaropuTMoM JIeHKCTpH Hax BeTUKuM rpadom. Y po6oTi [2] HaBeAeHO alropuT™ ISt
BUOOPY ONTHMAaJIbHUX MapUIPYTIB Y MYJbTUMOAAIEHOMY PEKUMI MEPEki rpoMaJICbKOTO TPAHCIIO-
pTy. 3a pe3yapTaTamMu IIbOTO JOCIIKEHHS M1AX1/] 010 MapUIpyTH3allii TPaH3UTHUX BY3J1iB OyB aja-
NITOBAaHWM ISl TUIAHYBAHHS TICPEMIIICHHS] TPOMAJICBKUM TPAHCIIOPTOM. Y HAyKOBid mpari [3] s
MOMIYKY HAWKOPOTIIIOTO IUIIXY 3aCTOCOBAHO METOJ iepapXii KoHTpakiii. Y mociimkenni [4] Ha oc-
HOBI 3actocyBanHs anroputMy SHARC HaBeeHO MOKIIMBOCTI 3 BiIITYKaHHS HAHKOPOTIINX [UISXIB
JUIS TOBUIBHUX 3aC001B MEpEMIIIeHHs] Y TPAaHCHIOPTHIM Mepeki KOHTUHEHTAILHOTO MaciTaly. Y Ha-
yKoBi#i npatii [5] mocmimpkeHo npoOieMy IUIaHYBaHHS MYJIbTUMOJAIbHAX MaplipyTiB. Y poOoTi [6]
HaBEJICHO MOJIeJb JIJIs OLIHKH TpadiKy 3aTPUMKH TPAHCIOPTHUX 3aC00iB 3 ypaxyBaHHSIM JOBITbHUX
HaBaHTaXXCHb Yy IIPOIieci pyxy. Y HociikeHHi [7] HaBeaeHe IaHyBaHHS MapIIPYTiB /IS BIHCHKOBUX
HA3eMHHUX TPAHCHOPTHHUX 3ac00iB Ha 1ol 0010. Y poOOTI MPOBEIECHO MOIETIOBAHHS HEBU3HAUCHOC-
TEH, 110 MalOTh MICIIe Ha JOPOXKHIM MEPEXKi, 3a JOIOMOI0OI0 HAa0Opy AMCKPETHUX CIICHAPiiB. 3ampo-
MMOHOBAHO METOJ| BIAIIYKaHHA HAWKOPOTIIOTO MUISIXY JJIS KOXKHOTO OKPEMOT0 TPaHCIOPTHOTO 3a-
coOy. Pe3ynbTaTti po3paxyHKiB CBi4aTh PO T€, IO 3alPOMOHOBAHUN METOJ MOXKE 3a0€3MEUUTH
SAKICHE PIIIeHHS JIUIIE I MEPEX 3 HEBEIMKOIO KIJTbKICTIO BY3JiB. Y HayKoBiH mparii [8] po3pobieHo
QJITOPUTM PO3B’SI3yBaHHS 33/a4l MOIIYKY HaHKOPOTIIMX 3@ YAaCOM IIISAXIB Y MICBKMX MapHIPyTHUX
Mepekax TPAHCHOPTY 3aralbHOTO KOPHCTYBaHHS 3 ypaxyBaHHSM TPHBAJIOCTI MEpPECajiok METOJIOM
BITOK 1 MEX.

V mxepenax [9-11] onucyrOThCsSI MOKITHBOCTI 3aCTOCYBaHHS Te0iH(pOpPMAIifHAX MTPOrPAMHUX
npoaykTiB ArcGIS ans BimmrykaHHs parioHaIBHUX MapmipyTiB pyxy. Mapmpytauii ananiz ArcGIS
JI03BOJISIE€ 3/1MCHIOBATH TMOIIYK HAWIIBU/IIOTO 32 YacOM, HAHKOPOTILIOTO 3a BiJICTAHHIO a00 HaBITh
HaNHOUIbII KUBOMMCHOIO MapIIPyTy 3 BUX1HOI 0 KIHLEBOIT TOUkH. J[o mapaMeTpiB aHaii3y Mapli-
PYTY MOXYTh BXOJUTH 4ac MOYATKYy PyXy, 4ac A0OH, TOYHA Jara, AeHb THXHs Toio. [Ipu Bubopi
MapHIpyTy pyXy BpaxOBYIOThCA 0ap’epu — 00’ €KTH, sIKI 0OMEXYIOTh, YCKJIQIHIOIOTh UM 3MIHIOIOTh
MapuIpyT pyxy. 3a pe3ylbTaTaMu OOYUCIICHHS 3 YpaxyBaHHSAM BUXITHUX MapaMeTpiB Ta 0OMexXeHb
MIPOTPAMHUM TIPOIYKTOM (POPMYETHCS IEBHUI MapIIpyT PyXy.

VY nocnimkenHi [12] chopmoBaHO Ta JOCTIKEHO BapiaHT MOJIEIi IUTAHYBaHHS BaHTaXKoIepe-
BE€3€Hb, MPEJICTABICHO MPHUKIIAJHY IIPOTpamMy JJIsl 3HAXO/KEHHS y TPAHCIIOPTHINM MEpPeXki ONTHMAaITb-
HOTO MapHIPYTY MEePEeBE3CHHS BAHTAXKIB BiJl OJTHOTO MOCTAYaTbHUKA JI0 KUTHKOX CIIOKHBAYiB.

VY mpaui [13] 3agaua BuOOpy HaAMKOPOTIIOr0 MapuIpyTy po3B’s3yBajach 3a KpUTEPIEM MaKCH-
Mi3alii piBHS TOTOBHOCTI TPAHCIIOPTHHUX 3aC001B Ta MiHIMi3allil MApOYHOTO CKJIaay i KUIBKOCTI Tpa-
HCIOPTHUX 3ac001B y KoJIoH1. OOMEXEHHS MOJIEN1 CTOCYBAJIUCS 3a0e3MeueHHsI HOpMaTUBHO BCTAHO-
BJICHUX YacCy Ha [IepeBE3eHHs Ta Koe]ilieHTa TOTOBHOCTI TEXHIKH, IEpEeBE3E€HHs KOJIOHOK 0COO0BOT0
CKJIa/ly 3aJIaHOi KIJIBKOCTI Ta BaHTaXYy, 3a/1aHO1 MacH 1 006’eMy, BUTPAT PI3HUX BUJIIB MAJLHOTO, 1110
HE MEePEeBUIIYIOTh BCTAHOBJICHUX 3HAU€Hb, HE 3HIKEHHS 3a11acy X0y M0 MOTOpeCypCy KOKHUM Tpa-
HCIIOPTHHUM 3aC000M 31 CKJIaay KOJIOHH.

B aBropchkiit podoti [14] Oyno 3xificHeHO (opMalizaiilo MOCTAaHOBKU 3a1adi pO3MiYeHHS
rpada 3 HEOJTHOP1THUMH peOdpaMu Ta OOTPYHTOBAHO METO/I 1i BUPIIIIEHHS Y JBOX PI3HUX BHUITAJIKaX: Y
BUIIA/IKY, KOJH MOKJIMBUM € PO3OUTTS TOBUILHOTO pedpa A0CTiKyBaHOTO rpada ToUKamH, o Bij-
MOB1AAI0Th MOMEHTAM 4acy, KOJIH MIBUIKICTh KOJOHU AUCKPETHO 3MIHIOE CBOE 3HAUEHHS, a TAKOXK Y
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BHIAJIKY, KOJIM PO30UTTSI pedpa TOUYKaMH, IO BIATOBIAAIOTh MOMEHTAM 4acy, KOJIM MIBUAKICTh KO-
JIOHU JMCKPETHO 3MIHIOE CBOE 3HAYCHHS, € TPOOJIEMHUM, A€ IIPH [IbOMY HIBUKICTh KOJIOHH Y KOXKEH
(hiKcoBaHU MOMEHT Yacy € BiJJOMOIO.

3 HaBEJICHOTO BUILTUBAE, IO y MPOAHATI30BaHUX MPAIIX 3aJIMIIAINCA 11032 YBAaror HacTYIHI
acIIeKTH, K1 NOTPeOyI0Th ypaxyBaHHs IPU BUOOP1 ONTUMAIBHOTO MAapIIPYTy PyXy KOJIOHH TEXHIKHU:

- IepeBe3eHHsI BIHCHhKOBHX IMiPO3/1IiB BUMArae JOTPUMaHHS BUMOT PEKHUMHOCTI, TOMY 3aCTO-
CYBaHHS 3arajbHO/IOCTYIIHOTO IPOIPaMHOI0 3a0€311€YEeHHS 3 BEIMKOIO IMOBIPHICTIO MOX€E CTBOPIO-
BaTH NEPEAYMOBH JUIsI IPOTHO3YBAaHHS BUOOPY MapLIpyTy pyXy WMOBIpHUM HPOTHBHUKOM abo Mo-
PYLIHUKOM;

- TIEpeBE3EHHS BIHCHKOBUX ITIIPO3/ILIiB MOTPeOyE MPOrHO3YBaHHS 3MiHU JOPOKHBOT 00CTaHO-
BKH 3 YpaxyBaHHJIM KOMIUIEKCHOI CTaTHCTUYHOI iH(opMarii momo npobieMHUX CHTYyalid (aHami3
JTII na MapmpyTi pyxy 3a MUHYJUN piK, iHGOpMAIIii 111010 TPOBEACHHS PEMOHTHHX POOIT, Bpaxy-
BaHHS MPOTHO3Y MOTOJH Ta iH.) HA YChOMY MapuIpyTi pyXy 3 METOI CBO€YACHOTO BHXOJly Y BU3HA-
YEHUU paiioH;

- BIICHKOBI TIepeBe3eHHs Mepe0avyaroTh MepeMilleHHs] 3HAYHOT KUTBKOCTI 0COOOBOTO CKIIany
Ta crienn(iYHMX BAaHTAXKIB SK Ha HEBEJIMKI, TaK 1 HA 3HAYHI BIJICTaHI,

- y 3B’A3KY 31 crienuikoro BiiCbKOBUX 3aBJaHb ITiJ1 Yac IMePEBE3CHHS BiliCHKOBHX IAPO3LTIB
CYMICHO 3aCTOCOBY€THCS HE TUIbKHM PI3HOMApOYHa, ajie i JOCTaTHBO PI3HOTHUITHA TEXHIKA;

- BUKOHAHHS TIEPEBE3CHb Iependadae MuUPOKe 3aCTOCYBaHHS OyIb-IKUX JOPIT, B TOMY YHCII
IPYHTOBHX, @ 1HOJI 1 0€310PIXKKSL.

OTxe, MiIX0AM Ta METO/IH, SKi MPOAaHATI30BaHi y HaBeIEHUX BHUIIE POOOTaX, HE MOKYTh OyTH
3aCTOCOBHI JIJIs1 PO3B’sI3yBaHHA JIOCIIKYBaHOi 3a1a4l 6e3nocepeinbo. PazoM 3 THM, 3anponoHoBa-
HUil y mipaiti [14] meTos € 6a30BUM i TaKKM, 1110 JJO3BOJISE BIPHUTYJI HAOIU3UTHCS 10 BUPILICHHS 3a-
nadyi BUOOPY ONTHUMAJIBHOIO MapLIPYTY PyXy KOJOHU TE€XHIKM INPUKOPJOHHOI KOMEHAATYPH IIBH/]I-
Koro pearyBaHHs. OcoOIMBICTB JOCTIIKYBaHOI 3a7aui moisirae B He(hiKCOBAHOCTI Bar pedep, siKi
OIUCYIOTh OKpeMi TUISTHKH MEpEeXkKi 10pir, y MpoLeci pyXy KOJOHH.

Mera crarTi. TakuM 4YMHOM, METOIO AaHOI poOOTHU € Gopmatizallis 3a7a4i BUOOPY ONTHUMAIIb-
HOT'O MapuIPYTy pyXy KOJIOHM TEXHIKH MPUKOPJOHHOI KOMEHJATypu LIBUAKOIO pearyBaHHs 3 ypa-
XYBaHHSAM OCOOJIMBOCTEM, MOB’3aHUX 13 3a0€3ME€YEHHSM JO0CTOBIPHOCTI IOYAaTKOBUX JIaHUX, Ta aJl-
ropuTMizalis MeToay ii po3B’s3yBaHHS.

Buxiaan ocHOBHOro marepiany aociigzkeHns. Jjis nocaraenHs copMyiboBaHOi METH BOa-
YaeThCs 3a AOLUIbHE HacaMIlepe/] 31CHUTH TOCTAaHOBKY 3a/1a4i, 1110 a/IeKBaTHA pealbHOMY IPOLIECY,
(dbopMmai3zyBaTH ii, a Aaji 3alpONOHYBAaTH AJITOPUTMH i1 BUPILLICHHS.

ITocTanoBka 3ajauyi, 110 aleKBaTHA peajbHOMY npouecy._Hexail 3a1aHO KOJIOHY TEXHIKH,
sIKa TOBUHHA BUOYTH 3 IMyHKTY BIAIpPaBJIeHHS (TOYKU A) Ta MpUOYTH B MyHKT NMPU3HAYECHHS (TOUKY
B). YMoBuU dopMyBaHHS CKIaay KOJIOHHM aHAJIOT1YHI BU3ZHAYeHUM y po0OoTi [2]. Hexaii Takox 3a1aHO
MEpEXKY JI0pIr, 110 3B’A3yI0Th TOUkH A Ta B. MaremaTnuHa Mozens Mepeski JOpir sBJsie OO0k po-
3MiYeHHH Tpad, Bara pedep SKOro SBIIs€ yac pyxy KOJOHU B3JIOBXK HHX.

HeoOxiaHo 3HalTH ONTUMaTbHUN MapIIpyT PyXy, SAKIIO KPUTEPIEM ONTHUMAIBLHOCTI BUCTYIAE
MiHiMi3allis 4acy pyXxy 3 TOUKH A B TOuky B.

[Tpu mpoMy ciig BpaxyBaTH, IO B TPOIIECI PyXy KOJIOHM Yac PyXy B3JOBXK OKpeMHX pedep
Moyke OyTu 3MiHHUM. Taka yMOBa BU3HAUAEThCS BIIMBOM Ha 4ac PyXy B3JIOBXK OKpeMoro pedpa pi-
3HHMX YMOB, HAPUKJIAJ, KIIMAaTHYHUX (JOIL, OXKeJeb, TYMaH TOIIO0), TEXHOT€HHHUX (3aBaJId JOPOXK-
HBOT'O MOJIOTHA, HOT'O MOIIKO/KEHHS BHACIIIOK MiATOMJICHHS AUISTHKY MiCLIEBOCTI TOIIO), 3MIHU T1€-
piony 1o0u (ieHb, HIY) TOLIO.

Taxox ciix BpaxyBaTy, 110 3MiHa Bar pedep Moxe 3/11HCHIOBATHCh:

1. ¥ MomeHTH yacy, KOJIM KOJIOHA 3HAXOJUTHCSA B TIEBHINM BepiiuHi rpada, 1 OHOBJICHHS MaT-
pHIIi Bar 3iiiCHIOEThCS caMe B LI MOMeHTH. Lle Bunasok, Koy pillieHHs 100 MOJAIbIIOr0 Mapl-
PYTY PyXy OpPMY€ETbCs y TOUKAX PO3Tally’KEHHsI JOPIT 3 ypaXyBaHHSIM OOCTaHOBKH I110/10 CTaHY OK-
pPEMUX IJISHOK, IO JUHAMIYHO 3MIHIOETHCS 1 JaHi MIOA0 SIKOTO 3 SBISIOTHCS nepiogudno. Llei Bu-
[a/I0K y HOJAbIIOMY Ha3UBaTUMEMO JUCKPETHO-CTOXACTUYHUM;

2. Y MOMEHTH 4acy, KOJIM KOJIOHA 3HaXOAUTHCS B MEBHIH BepiuHi rpada, i 11 IMX MOMEHTIB
MaTpHIll Bar, Ki MATUMYTh MICII€ TIPH MOTaJJaHHI KOJIOHH y BEPIIMHY, Hanepea Binomi. [le Bunanox,
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KOJIM PIIICHHS 1100 MapIIPyTy pyXy Moxe OyTu chopMOBaHE Ha MOYATKY PyXY 3 ypaxyBaHHSIM
BiJOMO1 OOCTAHOBKH IIOJ0 CTaHy JOPIr, [0 JMHAMIYHO 3MiHIOBaTUMETHCS, ajie JaHi 100 SKOTO
MOXKYTh OyTH BpaxoBaHi 3aBuacHoO. L{eit Bunagok y nojaibiioMy Ha3uBaTUMEMO AUCKPETHO-AETEp-
MIHOBAHHM,;

3. JIoBITbHUM YMHOM B 3QJICKHOCTI BiJ] IIBUJKOCTI KOJIOHU Y (PIKCOBAaHMI MOMEHT 4Yacy, IS
SIKOTO BIZJOMOIO € (YHKIIisI IBUAKOCTI KojioHu. [lel BUMaIoK y moIainbIioMy Ha3UBATUMEMO HETIe-
PEPBHO-HEBU3HAYCHHM.

dopmaJtizanisi 3a1a4i, 1110 aJJeKBATHA peajbHOMY NpoIlecy._3BaKalOUu HA Te, IO 3a7a4a,
sKa aJIeKBaTHA pealbHOMY MIPOLIECY, MOKE MAaTH MICIE Y TPhOX MOCTaHOBKaX, HEOOX1IHUM € popmy-
BaHHS MaTEMaTUYHOI MOJEN Ui KOXKHOT 3 HUX.

Bunasok 1 - AUCKPETHO-CTOXACTUYHHUIA.

Hexaii 3a1ano po3miueHnii rpad, KiIbKiCTh BEpIIMH SKOTO piBHA N.

I mexail v, - nesixa BepiMHa rpada.

Martpuns Bar rpada mae Burisim W 0 = (Wi(ji))nxn' Tyt Wi(ji) - Bara pe0pa {vi WV } Y MOMEHT IIe-
peOyBaHHs y BEpIIUHI V, .

HeoOxiaH0 3HAWTH HAHKOPOTIINN NUISAX BiJ 33JaHOI MOYATKOBOT BEPIIMHU & 0 3a/1aHOT Bep-
IIUHY Z , SIKIIO BEJIMYHUHU Wi(ji) Harepe] HeB1I0Mi 1 CTal0Th BiIOMUMHU JIUIIIE B MOMEHT NepeOyBaHHs
y BEpIINHI V, .

Bumasnok 2 - TUCKpeTHO-AeTepMiHOBAHUH.

Hexaii 3amano po3MideHwuii rpad, KUTbKICTh BEPIIMH SIKOTO piBHA N .

I Hexaii Vv, - nesika BepuIMHa rpada.

Martpuus Bar rpada mae Burmsg W 0 = (Wi(ii))nxn' Tyt Wi(ji) - Bara pebpa {Vi WV } Y MOMEHT Ile-

peOyBaHHA y BEpIIUHI V, .
HeoOxiaHo 3HalTH HAWKOPOTIIUN UIAX BiJ 33JaHOI MOYAaTKOBOT BEPIIMHU @ 0 3a/1aHO1 BEp-
WIWHH Z , SIKIIO BEJIMYUHU Wi(j') Hanepes BiAOMI.

Bunasiok 3 — HenepepBHO-HEBU3HAYCHUH.
Hexaii 3a1an0 po3miueHnii rpad, KiIbKICTh BEpIIMH SKOTO piBHA N.
I Hexaii V; - neska BepuIMHa rpada.

Matpung mBHIKOCTEHN pyXy B3A0BK pedep rpada mae surisg V = (vij )M . Tyt v;; - mBHAKICTH
PYXY B3J10BX pedpa {vi WV } y hikcoBanuii MoMeHT t, T06TO V;; = f; (t). Dynxuii f; (t) MoxyTh GyTH
PI3HUMU B 3aJIEKHOCTI B1J] TOTO, B3JIOBXK SIKOTO pedpa 3/11MCHIOETHCS PYX.

Heo06xinHo 3HalTH HAWKOPOTHINI NUISIX B 33J]aHOT TTOYATKOBOI BEPIIMHUA & JI0 3a/1aHO1 BEep-

IIAHU Z , IKIIO BEIIMYMHA IJIAXY BU3HAYAETHCA YaCOM PYXY B310BXK HBOTO.

AJroputMizauisi MeToay po3B’SI3yBaHHSl JAOCJTIIKYBaHOI 3a1aui. 3 ypaxyBaHHSIM (i3uu-
(i)

HOTO 3MICTY 3aJ]a4i MOKHa CTBEPJKYBaTH, III0 MaTpPHIls Bar w = (Wij )n _ MOXe OyTH pI3HOO B
X

3aJIeKHOCTI BiJl 4acy, KOJIM KOJIOHA nepedyBae y BepiiuHi V; . ToMy OpHUpOAHO, 110 MaTPUIIO Bar

CIIiJl AMQEpeHIIIoBaTH B 3aJIe)KHOCTI BiJ] yacy rnepeOyBaHHS KOJIOHH Y MEBHIN BEpIINHI.
Leit nmpouec peanizyemo Tak. [louaTkoBHif MOMEHT Yacy BBa)KaTUMEMO HYJIbOBUM eTarnom. Mo-
MEHT 4Yacy, KOJIM KOJIOHA TepeMiCTuIacs B3J0BXK OJHOro pedpa 1 3HaXOIUTHCS y JEsKid BEepIIMHI
rpada, BBaKaTUMEMO NEpUIMM eTarnoM. MOMEHT 4acy, KOJIHM KOJOHA MepeMiCTHIIAcs B3JOBXK JIBOX
pedep 1 3HaXOAUTHCS Y JIesKiil BeplInHi rpada, BBaXKaTUMEMO JIPYTUM €TaroMm 1 T.1.
(i-k)

3 ypaxyBaHHSM 1IbOTO, MATPHIIIO Bar y nojajibiioMy nosHayarumemo W (i) = (Wij )nxn . Tyt k

BH3HAYA€E €TaIl peanizailii pyxXy KOJIOHH.
OTxe, y pO3rOpHYTOMY BHIJISJI TOYATKOBI YMOBH 33/1a4i MOXKHA TMPEACTABUTH Y BUTIIAIL Aa-
HUX TaOm. 1.
Tabmuns 1
[ToyaTkOB1 yMOBH JOCIAKYBaHOI 3a/1a4l sl BUTIAAKIB 1, 2 1040 MaTpuill Bar rpada B 3aI€KHOCTI
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B1JI BEpIIWHU, B 5Kl mepeOyBae KOJIOHA, Ta eTany ii pyxy

Bepmuna, B siKiif 3HaX0AUTHCS Eranu pyxy KojloHU
KOJIOHA 0 1 2
v, W0 — (Wi(jl.o)) Wwe — (Wi(jl.l)) W2 — Wi(jl.z))
v, W(z.o) _ (Wi(jz.o)) W(Z.l) _ (Wi(jz.l)) W(z.z) _ (Wi(jz.z))
v, W(n 0) _ (Wl(JnO)) W(n 1) _ (WI(Jnl)) W(n 2) _ (WI(JnZ))

ITpu npoMy citijy 3a3HaUUTH, 1110 U1 (OpMYBaHHS MaTpULb Bar Tab1. 1 Moxe OyTH 3acTocoBa-
HUH MiaXia, SsKuid onucanuil y po6oti [9] 1 BUOip CKIaJ0BHX SKOTO 3aJISKUTH BiJ OYaTKOBHX YMOB
3a/1a4i, 10 MTPOAHAIII30BaH1 y LiH mpaiii, Ta (i3UIHOT0 3MICTY JTOCTIKYBAHOI 3a/1a4i.

Bunasok 1 - AUCKPETHO-CTOXACTUYHHUIA.

HaBenena maTemMaTiuHa MOJIeIb TOCIIIKYBaHOI 3a1aul y BUNajiky 1 103BoJisi€ 3pOOUTH BUCHO-
BOK, 1110 JUIsl i1 pO3B’sI3yBaHHsI MO>KHA cKopucTaTucs MmerosioM [eiikerpu [10] nomyky HallKOpOTIIOi
BIJICTaHI MIX 33JaHUMU BepirHaMu Tpada a i z . [Ipu npoMy MaTpuis Bar rpada MaTume BUTIIST
OJIHI€T 3 MaTpHIlb, 110 HABEIEHUI Y NEpUIOMY CTOBIILI TOYAaTKOBUX yMOB Ta0:1. 1. fIkoro came Oyne

MaTpHIIA Bar, 3aJIe)KaTUME BiJ] TOTO, 3 IKOT BEPIIUHH PO3MOYNHAETHCS pyX. [103HAUMMO 1110 BEpIINHY

(0). To6To0, Ans gocaiaKyBaHOi 3a1a4i & = V(O).

Takum ynHOM, 3acTOCYBaHHS AITOPUTMY JleHKCTPH JO3BOJISIE BCTAHOBUTH ONITUMAIBHUK Map-
mpyT pyxy mis etamy 0. OnHak e MapmpyT He Oy/ie ONTUMAIBHUM B IUIOMY IS 3a/1a41, OCKUTBKH

.o .. 0 .
MaTpuls Bar y MOMCHT nepe6yBaHH;1 KOJIOHHM Y HACTYITHIN BEPIINHI I1CJIS BEPIHIMHU V( ) 3MIHUTBCA.
3 YpaxyBaHHSM ObOI'0, IJIA CTAIly 1 BiI[OMOIO 6yzLe KiHI_IeBa BCPIIMHA rpa(1)a, sKa 3aJIMIIa€ETbCA
HE3MIHHOIO (BepHII/IHa z ), a TaKOK IIOYAaTKOBA BCPIIMHA, AKa BU3HAYATUMETHCA 3 OIITUMAJIBHOTO Ma-

)

puIpyTy, oTpuMaHoro aius eramy 0, sik ioro npyra BepumnHa. [lozHaunmo ii uepes V.
3 ypaxyBaHHSIM TOT0, III0 B MOMEHT NepeOyBaHHs KOJIOHU Y MEepIiid BepIiirHi eTamny 1, To0To B

.1 . . . .
BCPIINHI1 V( ), MaTpulA Bar SMIHUTBCA 1 MATUME BUTJIA OHI€1 3 MATPUILlb, IO HABEACHUU Y IPYTOMY

CTOBIILI TOYaTKOBUX YMOB Ta0. 1 (sKoro came Oyae MaTpHIs Bar, 3ajie)kKaTUMe BiJ TOTO, 3 SKOi Be-
PIIMHU PO3MOYMHAETHCS PYyX), 3a/1a4y BU3HAUEHHS ONTHMAJIbHOIO MapLIpyTy MOKHA Jajll pO3TJs-

aK V

JaTu SK 3a7ja4y NOUIYKY HAWKOPOTILOi BIICTaHI MK BEpPIIMHAMU Wiz,

Jns i1 po3B’s13yBaHHS 3HOBY MOXHA CKOpPHCTaTHCs anroputmoM JleiikcTpu, sk 1 Ha monepen-
HbOMY €eTalni. 3aCTOCYBaHHS I[bOTO aJITOPUTMY J03BOJISIE BCTAHOBUTH ONTUMAJIbHUI MapLIpyT PyXy
uist etany 1.

Takum yrHOM, 1714 €Tamy 2 BIIOMOIO OyJie He JIUIIe KiHIeBa BepilinHa rpada, sika 3aUIIacTbCst
HE3MIHHOIO (BEpIIMHA Z ), a i MOYaTKOBA BEPIIMHA, KA BU3HAYATUMETHCS 3 ONTUMAIBHOTO Maplil-
pyTY, OTPUMAHOIO JUIs eTany 1, sik oro apyra BepmuHa. [lo3Haunmo ii uepes v,

3 ypaxyBaHHSM TOT'0, III0 B MOMEHT NepeOyBaHHs KOJIOHHU Y MEepIliii BepIIrHi eTany 2, TOOTO B

. 2 . . . e v
BEpILKHI vl ), MaTpULIs Bar 3MIHUTHCS 1 MATUME BUTJISA]] OJIHI€T 3 MAaTPHULIb, IO HABEJCHUH Yy TPETHOMY
CTOBIILII MOYaTKOBUX YMOB Ta0u. 1 (sikoro came Oyze MaTpHIIs Bar, 3ajie)kKaTUMe BiJl TOTO, 3 SIKOi Be-
PIIMHU PO3MOYMHAETHCS PYyX), 331a4y BU3HAUEHHS ONTHUMAJIbHOIO MapLIPyTy MOXKHA Jlaji po3Iiis-

(2)

JIaTH K 3a7a4dy MOIIYKY HaAlKOpOTIIOT BiICTaH1 Mk BepuIMHamMu V iz,

3 HaBeIEHOTO MOYKHA 3pOOUTH BHCHOBOK, III0 METOJ PO3B’3YBaHHsI 3a/1a4i AJIs1 BUMAIKY | 1mo-
JSIra€e B iTepalifHOMY 3aCTOCYBaHHI alropuTMy JIeHKCTpH 13 3MiHHOIO MEPILO0 BEPUIMHOIO Ta Pi3-
HUMH MaTPUIIMH Bar Ha OKPEMHX €Tarax Horo 3aCTOCyBaHHSI.

SIK110 BBECTH MO3HAYEHHI, 110 Z = V(g) , TO O3HAKOIO 3YIIMHKH 3alIPOIIOHOBAHOI'O aJITOPUTMY €

(9-1) i V(g)

CYMIXKHICTh BEpUIMH V B ONTUMAJILHOMY MapIIpyTi (g —1) -TO eTaiy.

Harnsiine npeacraBieHHs] HABEICHOTO aJiTOPUTMY MOYKHA OLIIHUTH 3 Ta0I. 2.

Tabmums 2
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Eranu peasnizartii iTepariiftHoro 3aCTOCyBaHHS aaropuTMy JIeHKCTpH 13 3MIHHOIO TIEPIIIOIO BEPIIIH-
HOIO Ta PI3HUMH MaTPUISIMHU Bar Ha OKPEMHUX eTarax Horo 3acTOCYBaHHS

Ertan BeplunHy ONTHMAIBHOTO MapIIPYTy PyXy B 3aJICKHOCTI Bift eTairy
a z
0 y© v
1 v v@
2 v@ ve
g-1 NERT v

Takum YUHOM, ONITUMATILHUNA MApIIPYT PYyXY KOJIOHU y BUNAAKY | sIBASSTUME COOOI0 HACTYIHY
- Ca=y® YO @
JOBHICTh BepuiH: =V, V7 V

A oTxe, onTHMalbHAa TPUBANICTh PYXy KOJOHU Yy JOCHIJ)KYBaHOMY BUIAJKy CTaHOBHUTH
91 ,
Vi) Vi) j . (i)« i+2)
T= E W\E(”v“*)l) , J€ W\E<i>v<i21> - Bara peOpa Mix BepiuuHamu V' 1V

i=0

V(g—l)’ v =7

’ ERRES]

marpuii Bar W (V(i)'i).

Bumaiok 2 - AMCKPETHO-IETEPMIHOBAHMIA.

HaBenena maTemMaTuyHa MOJIEIH JOCIIKYBAHOT 3a/1a49i y BUMIAJIKY 2 TO3BOJISIE 3pOOUTH BUCHO-
BOK, 10 JIJIs1 11 pO3B’sI3yBaHHs MOKHA CKOPUCTATHCS METOJIOM, AJITOPUTM SIKOTO TOJISITAE Y MOOYI0BI
Ha MOYaTKOBOMY €Talll YCiX MOKJIMBHUX IUISXiB MK 3aJJaHUMH BeplIuHamMu rpada a i Z , BCTaHOB-
JICHHI CYKYITHOCTEH MaTpHIlb Bar il KOXKHOTO 3HAMIEHOTO NUIAXY, IO BiAMOBIAAI0TH KOXKHINA Bep-
IIMHI HA BIAMOBITHOMY €Talli, MOoajIbIIOMy BU3HAYEHHI TPUBAIOCTI pealizailii KOXKHOTo NUIIXY Ta
BHOOPY HAWKOPOTILIOTO 3 NUISAXIB HA OCHOBI IMOPIBHSHHS 3HAWICHIX TPUBAIOCTEH.

Inero MeToy MOXKHA OLIIHUTH 3 IPUKIIAAY, IO CTOCYETHCS BUIIAAKY, KOIU A =V, 1 sIKU HaBe-
neHuit y tadm. 3-5.

Taomms 3
[Tpuknan MOKIMBUX aJbTEPHATUBHUX LUISIX1B MK BeplIIMHamMu rpada a 1 z
Howmep anbrepHaTBHOrO HUISIXY MIXK BEpIIMHAMU Tpada ETanu pyxy KojoHu
aiz 0]1]2]3[4]|5]6
1 Vil Vv, |V, |2
2 Vi | Vs |V, | Ve | 2
3 Vi |V, | Ve | Vs |V, | | 2

Cin 3BepHYTH yBary Ha Te, 1110 IpU MOOYAOBI aIbTEPHATUBHUX BapiaHTIB MOMIIMBUX IUIAXIB
MIDX BepIIMHaMHU rpada He BapTO PO3IIISAATH Ti 3 HUX, K1 MICTATh IOBTOPH BEPILIUH, Y SIKUX KOJIOHA
BXKe moOyBara.
Tabmuis 4
[TocnigoBHOCTI MaTpUIIb Bar, 110 BiAMOBIAAIOTH KOKHINM BEPIIMHI HA BIJMIOBITHOMY €Tari s KOX-
HOTO 3HAMJICHOTO NUISIXY 1 CTOCYIOTHCS IPUKJIAAY, 0 HaBeIeHU y Ta0. 3

Howmep anbTepHaTHBHOTO MUIAXY MiXK Eranu pyxy KonoHu
BepIIMHAMU Tpada a 1 z 0 1 2 3 4 5 6
1 W (1.0) W (2.1) W (4.2) 7
2 W (1.0) W (31) W (42) W (6.3) 7
3 W (1.0) W (2.1) W (3.2) W (5.3) W (7.4) W (6.5) 7

Hexait TV - ne TPUBAIICTH peaizailii | -ro albTepHATHBHOTO NIISIXY MK BepHUIMHaMK Tpada
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aiz

Toxi TpuBaicTh peanizauii KOXHOTO HNUIAXY JUIS PUKIALy, 10 HaBeACHUH y Ta0u. 3, MOKHA
OLIIHUTH 3 Ta0I. 5.

Tabmums 5
TpuBanicTh peaizaliii KOXKHOTO NUIIXY JJIs PUKIIAy, 0 HaBeACHHH y Ta0. 3
Howmep Tpu- CxutazioBi (T0JIaHKH) TPUBAJIOCTI peaizallii ambTePHATUBHOTO IIJISXY MiX
anpTep- Ba- BepmmHaMu rpada a i z, m1o MOB’sI3aHi 3 eTanaMu pyxy KOJOHU
HATHB- | JICTh 0 1 2 3 4 5 6
HOTO peai-
HUTSIXY 3amii
MIDXK Bep- | anbTe-
IMHAMH | pHa-
rpada a | TUB-
11z HOTO
HUISIXY
MIXK
BEp-
1K~
HAMH
rpada
aiz
B RES
2T e e | W
S TO Ly wE el W | w

3 Tabun. 5 BUILIMBAE, 110
_(10) (2.1) 4.2
TO =W, + Wy, + Wz(t.z )

T = Wi Wi

£ w

T = wi Wi e wE e wi e w

A oTKe, MiHIMaIBHUI 9ac pyXy KOJOHU MiX 3aaHuMu BepinuHamu rpada d i z piBHa
T =min {[(1); T®@: T6. }

Tomi, sxkmo T = T® | 1o i-it MapIIpyT € ONTUMaJIbHUAM.

Bunasnok 3 — HenepepBHO-HEBU3HAYCHUH.

Hagenena maTemMaTiaHa MOJIENb TOCTIKYBAHOT 33/1a41 y BUMAIKY 3 T03BOJISIE 3pOOUTH BHCHO-
BOK, 1110 JUIA i1 po3B’sI3yBaHHS MOXHA CKOPUCTATUCS METOAAMH, 3alIPOIIOHOBAHUMHU JIJIsl BUMAIKIB 1
a00 2 3 ypaxyBaHHSM IIIX01y 10 po3MideHHs Tpada, o HaBeaeHUH y poooTi [9].

3acTocyBaHHS OHOT'O 3 METO/IiB, 1110 3aITPONOHOBAHI ISl BUNAJIKIB 1 200 2, 3aJ1eXKUTh BiJl TOTO,
B1JIOMHMH YU HEBIJIOMUMHU € MOMEHTH TIepeOyBaHHS KOJIOHHU y BepIIuHax rpada.

V pa3si, SKIIO0 3aBYaCHO BiJJOMi MOXJIMBI MOMEHTH INepeOyBaHHS KOJOHU Y KOXKHIN BepIINHI
rpada, TO 3aCTOCOBYIOYH METO/I, 110 ONMHUCAHKK y poOoTi [9], MOKHA 3aBUaCHO BCTAHOBUTH MATPHII
Bar rpada, copmyBaBiu Tadu. 1 10 MOYaTKy pyxy KOJOHHU. A OTXKe, B [IbOMY BUIAAKY JUIS BiAIITY-
KaHHSI ONITUMANIBHOTO HUIAXY PYyXY KOJIOHM MOKHA CKOPHCTATUCS METOJIOM, 1110 3alIPOIIOHOBAHUN Y
naHiil poOOTI s BUNAAKY 2.

SKI1o X MOXJIMBI MOMEHTH TepeOyBaHHSI KOJOHHM Yy KOXKHIM BepIInHI rpada 3aB4acHO HEBi-
JIOMi, TO 3aCTOCYBaHHS METOIY po3MidueHHs Trpada, 1o onucanuii y podoti [9], MoxIiMBe Ha eTarmi
nepeOyBaHHS KOJIOHH Y TIEBHIN BEPIINHI. A O0TXKE, B I[bOMY BUITAJIKY IS BIIIITyKAaHHS ONITUMAJIBHOTO
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LUIAXY PyXy KOJIOHU MO>KHa CKOPUCTATHCS METOAOM, IO 3alpONOHOBAaHUN Yy AaHiil poOOTI uisl BU-
naaky 1.

Takum 4HOM, METO/ PO3B’SI3yBaHHS IOCIII)KYBAaHO1 3a/1a4i y BUMAJKY 3 MOJIATa€ B KOMILIEK-
CYBaHHI aJITOPUTMIB pO3MideHHs rpada Ta 6e3mocepeJHb0 BU3HAYCHHS ONTUMAIIFHOTO UISAXY B 3a-
JISKHOCTI Bij yacy ¢opMyBaHHS MaTpHIli Bar rpada.

BuchoBku. O1xe, y pe3ynbTaTi IpOBEIEHOTO TOCTIKEHHS: 3A1iCHEHO MOCTAaHOBKY 3ajadi
BUOOpY ONTUMAIBHOIO MapIIPyTy PYXYy KOJOHU TEXHIKU MPUKOPJOHHOI KOMEHAATYPU IIBUIKOTO
pearyBaHHS 3 ypaxyBaHHSIM OCOOJMBOCTEH, MOB’3aHMX 13 TMOMEPEIHIM BCTAaHOBICHHSM 1 3a0e3me-
YEHHSIM JIOCTOBIPHOCTI TOYATKOBUX JIAHKX ; TOOYI0BAHO MaTeMaTHIH1 MO AOCTIHPKYBAHOT 3a1a9i
JUIS TPhOX BUMAJKIB (JUCKPETHO-CTOXACTUYHOTO, IUCKPETHO-IETEPMIHOBAHOIO Ta HETIEPEPBHO-HE-
BU3HAYEHOT0), K1 3aJIeXkKaTh BiJ 0COOIMBOCTEN peartizallii pyxy KOJIOHH; 3alIPOIIOHOBAHO AITOPHUTMHU
BUOOpY ONTUMAIBHOIO MApIIPYTy PYXY KOJOHHU TEXHIKH MPUKOPJAOHHOI KOMEHJATypH HIBUAKOTO
pearyBaHHs 7151 KOKHOTO 3 MOXJIMBUX BUIA/IKIB, IO IPOAaHAIi30BaHi B pOOOTi.

Hanpsimamu nojanbiimx AOCHIKEHb aBTOpaM BOAYaeThcs aBTOMATHU3allis 3alIPOIIOHOBAHUX
ATOPHUTMIB Ta X anpoOarlis Ha TUITOBHUX MPUKIAIaX.
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A.T.H., mpo¢. bopoBuk O.B., Kyneancskuii B.B.
AJITOPUTMHUYECKOE OBECIIEYEHUE BbBIBOPA OIITUMAJIBHOI'O MAPUHIPYTY IIEPE-
MEIIEHUSA KOJJOHHbI TEXHUKH NOTPAHUYHOM KOMEHJIATYPbBI BBICTPOI'O PEA-
I'MPOBAHUA

Ilozpanuunas komenoamypa 66iCmpozo Peazupoanus AGAAEMCA CIMPYKMYPHbIM ROOPa3denenuem
ROZPAHUYHO20 OMPAOA, NPEOHAZHAYEHA 0J1A 3aUiUMbL U YCUTCHUS OXPAHbI ONPEOETeHH020 YUACMKA 20CY-
0apCmeeHHOU ZPAHUNBL U 00TIICHA ONEPAMUBHO OCYULECIETIIMb NEPEOUCIOKAUUIO C6OUX CUTL U CPEOCE.
Ycnex gvinonnenus nocmasnennvix neped noopazoeneHuem 3a0ay 60 MHOZOM 3A6UCUM OM CB0EBPEMEH-
HOCMU npudbLIMUs 6 MOUKy Ha3HaueHus. Onepamuenvie nepeso3KU 3HAYUMENbHO20 KOIUYECHEA 800Dy~
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JHCeHuUsl, TUUHO20 COCMAB8A U PAZHOPOOHBIX ZPY306 HA CYXONYMHOM YUACHKE OCYULECMGIAEHC NymeM UC-
nonvzoeanusa mexuuku. Ha noozomoeumenvnom smane opzanuszayuu nepeso3oK peuiaemcs zaoaua gop-
MUPOBAHUA ONMUMANILHO20 COCHAEA KOJIOHHbI MEXHUKU.

Cywiecmeyouias cemov agmomooOuIbHbIX 00po2 odecneyugaen 00CMamouno 601buioe KOau4ecmeo
Mapuipymos 08UMHCeHUsA MexHcoy UCXOOHbIM U KoHeuHbim nynkmamu. Ilpuuem smo umeem mecmo oadxrice
0711 He3HAYUMEIbHBIX PACCMOAHUI MeHcOy MOUYKAMU 6blObIMUA U HA3HAYEHUA. YKa3aHoe o0ycioenu-
eaem MHO208APUAHHIHOCHLL HPU 8blOOpeE.

Kpome mozo, éb160p mapuipyma 08uicenus 3a8Ucum onm MHOZUX 6CHOMOZAMENbHBIX YC10GUIL: 00)-
ueHHOoCmU 6o0umelneil, mexXHU1YeCKUX XapaKmepucmuK U HA0eHcHOCIMU MeXHUKU, 0e30NACHOCIU O8Udice-
HUs, 00POHCHBIX U NPUPOOHO-KIUMAMUYECKUX YCA06UIL, PACCHOAHUSL U CPOKO8 NEPEBO30K U MOMY HO000-
Hoe.

He kauecmeennoe yuema 3mux pakmopoe 6 cO80KYRHOCHU MOMCEN RPUGECHU K 6b100DY HepaAuUO-
HAIbHO20 MAPWPYMA 0BUINCCHUA, HE 00eCne Um C60e6PEMEHHOZ0 NPUOLIMUS ROOPA30E/ICHUA 6 NYHKM
HA3HAUEHUSA, U MOXNCEM NPUBECHIU K CPbIEY 8bINONIHEHUs OnpedeneHHbIX 3a0ay. Iloamomy 3a0aua evifopa
ONMUMATILHOZ0 MAPUIPYMA 0BUIHCEHUS KOJIOHHbI MEXHUKU ABIACMCA AKMYAIbHOIL.

Ha cooeprcamenvrom ypogne 3a0aua 8vi2is10um Kaxk 000CHOGAHUE MAMEMAMUYECKOU MOOeNU 8bl-
00pa onRMUMAILHOZ0 MAPUWPYMA OBUNCEHUSL KOJIOHHbI MEXHUKU, eC/IU KpUmepuem onmumaibHOCHu 8bl-
cmynaem MUHUMU3AUUSL 6DEMEHU QBUNCCHUSA C UCXOOHOU MOYKU 8 NYHKM HA3HAYCHUSL.

Aemopamu cghopmuposan mamemamuiecKyro Mooenb nPUEEOeHHOI 3a0aiu, HPed10HCeH AlN20PUmMm
ee peuwienHus 01 mpex cayuaes: OUCKPEMHO-CIOXACMUYECK020, OUCKPEMHO-0CMEPMUHUPOSAHHO20 U
HEnpepvIBHO-HEONPEOeICHHO20, A MAKIHCE PA3PAOOMAHO COOMEEMCMEYIouiee RPOZPAMMHOe obecheueHue.
Buibop mapuipymoe ocywiecmensemcs 0111 mpex 6apuarn o8 ¢ y1emom mozo, Umo usmMeHeHue 6ecos pevep
MOdHCEm OCYULeCMBIAMbCA:

6 MOMEHmMbl 8PEMEHU, KO20A KOJIOHHA HAXOOUNICA 8 ONPEOeIeHHOI sepuiune zpaga, u 0d6Ho6NeHUE
MAmMpUUbl 8€CO8 OCYULECMEAACHICA UMEHHO 8 IMU MOMEHMbL. IMo Ciyuail, Ko20a peuierue 0 OajibHeluem
Mapuipyma 08uxceHus Qopmupyemcsa 6 mouKkax pazeemeieHus 00poz ¢ yuemom 06CmanoéKu no cOCmos-
HUIO OMOEIbHBIX YUACHKO8 OUHAMUYUHO MEHACHCA U OAHHBIE N0 KOMOPOMY NOAGIAIOMCA REPUOOUHECKU;

6 MOMEHmMbl 6PEMEHU, KO20A KOJIOHHA HAXO00UMCA 6 ONPEeOeNeHHOoll eepulliHe 2paga, u 0nsa IMux
MOMEHMO8 MAMPUYBL 6€CO8, KOMOPbIE 0YOYM UMEmb MeCo HPU NORAOAHUU KOJIOHHbL 8 6ePULUHY, 3apa-
Hee u3zeecmHbvl. IMo cayuail, Ko20a peuieHue 0 Mapuipyme O0GUICEHUA MOolcem Oblmb CHopMuposano 6
Hauane OGUNCEHUSA C YUEeMOM U3BECMHOU 00CMAHOBKU O COCHOAHUIO 00P02, OUHAMUYUHO MEHAMbCA, HO
OaHHble O KOMOPOMY MOZYHL Oblb YUMEHbl 3apaHnee;

HPOU3B0ILHBIM 00PA3OM 8 3A6UCUMOCHIU OM CKOPOCMU KOJIOHHBL 8 (YUKCUPOBAHHDBLIL MOMEHM Pe-
MeHU, 011 KOMOopo2o U386eCMHA YYHKYUA CKOPOCHU KOJIOHHBL.

Kntouegnle cnosa: mamemamuueckas mooeisb, ai2opumm, mampuyd, ROZPAHUYHAA KOMeHOamypa
Obicmpo2o peazupoeanus, mexHuKa, KOJ10HHA.

Dr.Sc. Borovyk O.V., Kupelskiy V.V.
ALGORITHMIC SUPPORT FOR SELECTING OPTIMAL TRAFFIC ROUTE OF MOTOR CON-
VOY OF RAPID REACTION BORDER COMMAND POST

The rapid response border commandant’s office is a structural unit of the border detachment, de-
signed to protect and strengthen the protection of a certain section of the state border, and must quickly
redeploy its forces and assets. The success of the tasks assigned to the unit depends largely on the timeliness
of arrival at the destination. Operational transportation of a significant amount of weapons, personnel and
dissimilar cargoes on land is carried out using equipment. At the preparatory stage of the organization of
transportation, the problem of forming the optimal composition of the convoy of equipment is solved.

The existing road network provides a sufficiently large number of traffic routes between the starting
and ending points. Moreover, this takes place even for insignificant distances between points of departure
and destination. The specified conditions for multivariance in the selection.

In addition, the choice of the route of movement depends on many auxiliary conditions: driver train-
ing, technical characteristics and reliability of vehicles, traffic safety, road and environmental conditions,
distance and timing of transportation, and the like.

Poor accounting of these factors in the aggregate may lead to the choice of an irrational route of
movement, will not ensure the timely arrival of the unit at the destination, and may lead to the failure to
fulfill certain tasks. Therefore, the task of choosing the optimal route of movement of the column of equip-
ment is relevant.
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At the substantive level, the task looks like the justification of the mathematical model for choosing
the optimal route for the column of equipment, if the criterion of optimality is minimizing the time it takes
to move from the starting point to the destination.

The authors formed a mathematical model of the given problem, proposed an algorithm for its solu-
tion for three cases: discrete-stochastic, discretely-determined and continuously-indefinite, and the corre-
sponding software was developed. The choice of routes is carried out for three options, taking into account
the fact that the change in the weights of the ribs can be carried out:

at times when the column is at a certain vertex of the graph, and the update of the matrix of weights
is carried out precisely at these moments. This is the case when a decision on the further route of movement
is formed at the road branching points, taking into account the situation, the status of individual sections
changes dynamically and data for which appears periodically;

at times when the column is at a certain vertex of the graph, and for these moments, the matrix of
weights that will occur when the column hits the vertex are known in advance. This is the case when a
decision on the route of movement can be formed at the beginning of the movement, taking into account
the known situation on the state of the roads, dynamically change, but data on which can be taken into
account in advance;

randomly depending on the speed of the column at a fixed point in time for which the column speed
function is known.

Key words: mathematical model, algorithm, matrix, border commandant of quick reaction, equip-
ment, column.
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I'yp6a O.B. (depxKKb «JIyuy)

KpuxaniBebkuii €.C. ([IepxKKDb «JIyu»)

OIITHKA E®GEKTUBHOCTI PEMOHTY KEPOBAHUX ABIAIIIIMTHUX 3ACOBIB
YPAXKEHHA

Y cmammi naeeoeno 3zazanvui eumozu 00 piensa naditinocmi Keposanux agiayiiinux 3acooie ypa-
scennsa (KA3Y), aki moscymo 6ymu npeo’asieni na 0CHO8i 6UM02 00 NOKA3HUKIE ehexmuenocmi giynKui-
OHYGAHHA 8 NPOUeECL eKCNIyamayii, Wio 6 6010 Uepzy 3aaecams 6i0 CyKynHOCHI MaKmuKo-mexXHiyHux ma
excnayamauinnux xapakmepucmuk KA3Y, axi eusnauaroms pieens ix mexniunoi 0ockonanocmi, a ma-
K0 MemoouKy OyiHKu eheKmugHocmi Keposanux agiayiltHux 3acooie yparcenHns, 6 0CHO8y AKOI nokna-
0eHO Memoo0 RPOZPecyo o20 emaioHy.

Po3zenanymo oyinky xoeghiyicnma mexuiunoi oockonanocmi spaska OBT, axa nonsazace ¢ ouinui ix
PieHa po3eumky i 30ilicHIOEMbCA cmocoeno ix knacugixauii. ITio yac nposedennsa ananizy 20106HuUM 4u-
Hom po3zenaldaioms naieaxycaueimi TTX 3paszkie, AKi eusnauarms 0CHOGHUIL 00puc 0ano2o udy (muny)
030POCHHA | HAUOITLIMUM YUHOM GHJIUBAIOMb HA XAPAKMEP GUKOHAHHA 3A60a4Hb 3 00108010 GUKOPUC-
mannsa. Ocnosu ix YyHKUIOHY8AHHA MaA NOPAOOK IX UKOPUCHIAHHSA 34 NPUZHAYEHHAM OiNbUl NOBHO PO32-
JAHYmMO 6 pAodi dxcepen. Pozpobnena memoouka nopiensanvnoi ouyinku KA3Y npusnauena 0nsa nopieHAHHA
MOHCTTUBUX 8APIAHMIE MA 003801€ GUHAUUMU KOMNIEKCHI HOKA3HUKU AKOCHI, U{0 HAIOLTbULO0I0 MIPOIO
eépaxoeyioms yci icnyioui enacmueocmi KA3Y, ouinumu 8ionogionicmo pizHOPIOHUX 3a MIUNOM GUPOOIE
KA3Y makmuko-mexHiuHUM 6UMO2AM, KITbKICHUM UMO2AM MEXHIUHUX YMOG | 0ePHCAGHUX CIMAHOAPMIE
ma npogecmu nOPiGHAIbHY OUIHKY GIMYUIHAHUX ma ino3emHuux 3paskie. Hasedeni ochosni makmuko-me-
XHiuHi Xapakmepucmuxu agiauiiinux keposanux paxkem knacy «lloeimpsa-Ilosimpsa» manoi oansHocmi 3
iHpauepeonumu 201i6KAMU CAMOHABEOEHHA ma iX 3aKOPOOHHI ananozu. Memoro oanoi cmammi € npoge-
O€HHA NONEPEOHbO20 PO3PAXYHKY PIGHA MEXHIYHOT 00CKOHAIO0CMI Ma aHAi3y NPIOPUMEMHUX HANPAMKIE
Ppo3eumky agiauiiinux keposanux paxem kaacy «llosimps-Ilosimpsa».

Kniouosi cnoea: excnepmua oyinka, kepoeani agiayiitni 3acoou yparicents, Koegpinicum mexHiunoi
00CKOHAIOCH, MEMOO NPOZPECYIOU020 eMAIOHY, MEMOO PAHIICYBAHHA, NOKAZHUKU e)eKmUeHOCmi, makK-
MUKO-MEeXHIUHI XapaKmepucmuKu.

IHocranoBka npo6jemu. Cydacai KA3Y npencraBisioTs co00K0 CKIIaHI TEXHIYHI CUCTEMHU,
eJIEMEHTaMU SIKMX € MEXaHI4YHi, eIEKTPUYHI, paJi0eIeKTPOHHI, JIa3epHi Ta 1HIIII CKJIaJJ0B1 YacTHHU. B
OCHOB1 METOJIOJNIOT1 iX AOCIIIKEeHb, NOIITFHO BUKOPUCTOBYBATH CUCTEMHUH MIX11, SKUM niepeada-
Yae BpaxyBaHHS B3a€MO3B’SI3KiB 1 B3aeMO/Iill efeMeHTIB cucteMu. [Ipu oMy 06’ €KTH cUCTEMHU PO3T-
JSAAI0THCS HE SIK CAaMOCTIHHI, a SIK Ti, 10 CKJIAJJAl0ThCS 3 MIACUCTEM, SIK1, Y CBOIO Uepry, CKIa1al0ThCs
3 OKpEeMHUX CKJIa10BUX 4acTuH [1, 2]. B ocnoBy nocnimkens KA3Y 6yB noknaaenuit npuHuum QyH-
KIII0HAIbHO-MOP(OJIOTTUHOT 1EKOMITO3UILi1, IKa 3HAWIIUIa IIMPOKE PO3IMOBCIOIKEHHS 3aBSKU CBOTH
HAOYHOCTI, OCKUIBKH cIliBIaAae 3 (izuuHoro peanizamiero KA3Y Ta pekoMeHIyeTbCcsl BAKOPHCTOBY-
BaTH TpH OIliHIl edexkTuBHOCTI [3].

AHaJii3 ocTaHHIX A0CaiI:KeHb i myOaikauniil. AHami3 CBITOBOTO AOCBITY MIATPUMAHHS CIIPaB-
HOCTI 3aco0iB ypaxkeHHs (3Y) 3acBiiguye, 110 Ha 030pOEHHI MPOBIAHUX KpaiH MPOJOBKYIOTh 3HAXO0-
autucs 3Y, ki BATOTOBJIEHI 11e 10 mo4yaTtky 90-x pokiB MUHYJIOTO cTopiudst. Takuii miIxia, Hampa-
BJICHUI Ha 3MEHILEHHS BUTpAT BINCHKOBUX BIJOMCTB, IpUTaMaHHUI O6araTboM KpaiHam cBiTy. Tak,
Mino6oponu CIIA Buminse 46,7 MiTbiiOHH /10J1apiB Ha MPOBEACHHS MMOBTOPHOI cepTudikarii i Mo-
JiepHi3alii pakeT A 3eHiTHO-pakeTHUX KoMmiuiekciB (3PK) “IlaTtpioT”, skl Takox 3HaAXOASATHCS Ha
030poeHHI apMmiit 12 nepxkas €Bpomnu 1 A3ii. KpiM Toro, Ha cboroiHi OCHOBY Mapky amiatiinux 3Y
MIPOBITHUX KpaiH CKJIaal0Th BUPOOU, BUTOTOBJICHI 1€ 10 OYaTKy 90-X pOKiB MHUHYJIOTO CTOPIYYS.
ITpu npoMy iX yacTka y 3arajJbHOMY MapKy npuoiausHo ckianae 43 % y Crnonyuenux LlrtaTis Ame-
puku i maibke 100% y kpainax €Bponu. BUHATKOM Ha 3araibHOMY TPEH/I1 € 3aKyMiBIII HOBUX 3Pa3KiB
aBlalliifHUX KEpOBAHUX pakeT Kiacy “moBiTpa-noBiTps”: AIM-120A (Cronyueni Llltatn AMepukn),
PBB-AE (Pociiiceka @eneparrisi) Ta MIKAIS (Ppaniiis) Toro, sika 3M1HCHIOETHCS HEBETUKUMH TTap-
TiSIMH y 3B’3KY 3 X BHCOKOIO BapTicTio. TakuM 4MHOM, nepeBaXkHa OUTBLIICT KPaiH CBITY, MaKCH-
MaJIbHO BUKOPHUCTOBYE PECYPCHUI MOTEHIIaN ICHYI0YOro napKy 3V 10 JOCATHEHHS HUMU I'PaHUYHO
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JTOMyCTUMHX MEX eKCILTyaTallii, y>Ke OCTYIMOBO 3aMiHIOIOYM CTapilOuMii TapK HOBUMH 3pa3KaMH.
[Tpu upoMy miATPUMAaHHS cIpaBHOCTI HuX 3Y 3abe3nedyeTbes X po3pOOHUKAMH Ta BUPOOHUKAMH,
SIK1 BOJIO/IIFOTH BiJTIOBIAHOIO KOHCTPYKTOPCHKOO, TEXHOJIOTTYHOIO 1 PEMOHTHOIO JIOKYMEHTAIII€F0, Te-
XHOJIOTIYHUM OOJIaJJHAHHSAM, JaHUMH 10 HaJiiHOCTI 3V 3a BeCch MepioJl eKCIUTyaTallil, JTaHUMHU TI0
pe3yibTatax 00HOBOTO 3aCTOCYBaHHS TOIIO. Takoro MOTYXHOTO KOHCTPYKTOPCHKOTO, TEXHOJIOTIY-
HoOro Ta iH(popMarliifHoro 3a0e3nedeHHs B YKpaini Ha mo4yatok 90-X poKiB MHHYJIOTO CTOpidYs HE
oyimo [1-3].

Came 11e BUKJIMKAJIO HEOOX1IHICTh CTBOPEHHS B YKpaiHi CUCTEMH MiATPUMAaHHS CIipaBHOCTI 3Y
0e3 yJacTi iX po3pOOHHKIB Ta BUPOOHHKIB, IUITXOM MaKCUMaJIbHOTO BUKOPHUCTAHHS HayKOBO-TEXHi-
YHOTO TIOTEHIIIaTy BITYM3HIHHUX MIANPHEMCTB Ta HAYKOBO-IIOCIIIHUX YCTAHOB, PO3POOKH Ta y3aKo-
HEHHSI HA 3aKOHOAaBYOMY PiBHI MPaBMII iX B3a€MO/II1.

MeTta po60TH — IPOBEICHHS TIONEPEIHBOTO PO3PAXyHKY PIBHS TEXHIYHOT JOCKOHAJIOCTI Ta aHa-
T3y NPIOPUTETHUX HANIPSIMKIB PO3BUTKY aBlallifHUX KepoBaHuX pakeT kiacy «llositps-IloBiTpsi».

OcHoBHMI MaTepiaJ 10c/iIzKeHb. 3araibHi BAMOTH 10 piBHSA HagiiHOCTI KA3Y MoxyTh OyTH
npen’ siBJICHI Ha OCHOBI BUMOT JI0 TIOKAa3HUKIB €()eKTUBHOCTI (PYHKI[IOHYBaHHS B IPOLIEC] eKCILTyaTa-
uii. B cBoto uepry, mokasHuku eheKTUBHOCTI 3aJIeKaTh BiJl CYKYIMHOCTI TAKTUKO-TEXHIYHUX Ta €KC-
roTyaTaiiaux xapakrepuctuk KA3Y, mo BU3Ha4aloTh piBEHb X TEXHIYHOT TOCKOHAIOCTI. [lst orri-
HKH PIBHSI TeXHIYHOI JockoHanocTi KA3Y BUKOpUCTOBYIOTH KOEPIIIEHT TEXHIYHOI JOCKOHAJIOCTI
K, [4-6].

PospaxyHok K, BU3HA4aeThCs 32 HOPMYIIOHO

N
KTZZ :ZQ' X i (1)
i=1
ne Q, — MOKa3HUK eeKTHBHOCTI | -ro 3paska KA3Y; g — ysaraabHeHe 3a pe3y/ibTaTaMH eKC-

[IEPTHOTO ONMUTYBAHHS 3HAYEHHS BaroBoro koedirienra i-ro 3paska KA3Y; N — kinskicts KA3Y,
1110 aHAJI3y€ThCS.

Jlns Bubipku BapiantiB Oynu oopani KA3Y, sxi 3a GyHKIIOHATEHUMU O3HAKaMU PO3/1JIEHI Ha
OJTHOTHUIIHI BUPOOH (IOJaJIbIII MPOLEYpH MPOBOAMUIHMCS TIIBKH MIXK OHOTUITHUMHU BUPOOAMH).

CTpyKTypHO-JIOTIYHA CX€Ma METOJMKM TpE/ICTaBlieHa Ha puc.l Ta peami3yeThCsi B HACTYIHIN
MOCH1I0BHOCTI.

1) BusHaueHHs BUXITHUX JaHUX. B SKOCTI BUXIIHUX JaHUX JUIsl POBEJCHHS PO3PAXyHKIB Ta
nopiBHsAHHSI KA3Y OyneMo BUKOPUCTOBYBATH B110MI TOKa3HUKHU €(PeKTUBHOCTI (HapuKiaa, HMOBI-
PHICTH 0€3B1IMOBHOI POOOTH, TOUHICTh NMONAJAAHHA B LILJIb, JAJIbHICTh 00MOBOr0O 3aCTOCYBaHHS, pa-
Alyc ypaxkeHHs 00HOBOi YaCTMHHU TOLIO).

Jns onHotunHux KA3Y BcTaHOBIIOETHCSA NMEBHUI MEpENiK MOKAa3HUKIB, 110 B1I0OpakaroTh iX
BJIACTUBOCTI, Ta y3araJIbHIOIOTHCS YUCEIbHI 3HAUCHHS {Aij} — XapaKTEePUCTHKH JUIst KokHOro KA3Y.

2) OriHKa MPIOPUTETHOCTI | -01 XapaKTepUCTUKU. J{Jisi BU3HAYCHHS MPIOPUTETHOCTI XapaKTepH-
CTUK f j 33CTOCOBYETBCS METOJ PAHKUPYBAHHS. [Tig pamXupyBaHHSIM PO3yMIETHCS MPOLEAYpPA

BCTAHOBJICHHS 3HauyIIOCTi Xapaktepuctuk KA3Y Ha mifcrasi ix ynopsakyBaHHs [7].
Jlnst 11bOro MPOBOAMTHCS ONMUTYBaHHs rpynu 13 G ekcreptiB. Koxen § -# ekcriepT BU3Havyae HaOip

YHCcen ng ,

KA3Y, posramoBye iX y nopsaKy 3HaUMMOCTI (BaXJIMBOCTI) Ta MPUIHCYE KOKHOMY 3 HUX YHCIIa
HaTypaJbHOTO psay: 1, 2, 3 Tomo. PaHr nokasHuka BU3HAYAETHCS MO0 HOMEPOM, SIKIIO HAa HOTo
MiCll B pAy BIACYTHI OyAb-ski iHII. Konyu Ha ogHOMY MICII MaEMO JI€KUIbKa MMOKa3HMKIB, 110 HE
PO3PI3HAIOTECS (MAIOTh 3B’513aHI pPaHTU), TO PAHT KOXHOTO 3 HHUX JIOPIBHIOE CepelHbOAPHUPMETHY-
HOMY X HOBUX HOMepiB. [Ipu IbOMY KiNTbKICTh PaHTiB MOKa3HUKIB J0piBHIOE R

j =1,J , aKi BinoOpaxaroTh HOT0 MOTJISIT PO MPIOPUTETHICTD TEXHIYHUX XapaKTEPUCTHK
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BU3HAYEHHS BUXI/ITHUX JJAHUX
BUOIp j-x THrnoBux KA3Y;
BUOIpKa NepetiKy XapaKTepUCTUK I TOPIBHAHHS

OUIHIOBAHHS ITPIOPUTETHOCTI XAPAKTEPUCTHUK
[ BU3HAYAETHCS. METOJIOM PAH)KUPYBaHHSA

J L

MNOKPOKOBE INIOPIBHAHHS KA3Y 3 YMOBHO-ETAJIOHHUM
BHOIp HAWKPAIIOro 3HAYCHHS BEKTOPa KOXKHOI 3 XapaKTEPUCTHUK; BU3HAYCHHS B1JTHOCHHX
HEepCOHAIBbHUX MTOKa3HUKIB KOkHOro KA3Y 3a 00paHuMu xapakTepucTUKamu 0
(MeTo1 MPOTPECYYOro €TaNIOHA)

BU3HAUYEHHS KOE®IIIEHTA TEXHIYHOI JOCKOHAJIOCTI KA3Y
PO3paxyHOK CepeHbO3BAXKEHOI'0 MIOKA3HUKA TEXHIYHOTO PiBHS 00paHuX BUPOOiB; HOp-
MYBaHHS 3Ha4€Hb CEPEIHBO3BAKECHOTO IOKA3HUKA TEXHIYHOTO PiBHS
obpannx KA3Y - Qj

PE3YJIBTATHU
ynopsakyBanHs oOpanux KA3Y; BuGip Haiikpamux xapakrepuctuk KA3Y Ta oOrpyHTy-
BaHHS KOMIUIEKCY PillleHb MO0 PEMOHTY (MOJIepHi3allii), ClipSIMOBAHOI Ha TTiIBUIICHHS
MOKa3HUKIB €(heKTUBHOCTI1

Pucynok 1 — CTpyKTypHO-JIOTi9HA CXeMa METOIMKH MOPiBHSILHOI OlliHkn KA3Y

ITpu Bu3nHavenHi koedimientis C;, npuitMemo, 0 MiX PaHTOM i BaXKITHBICTIO XapaKTEPUCTHKH

KA3Y icuye niniitna 3anexnicts. Toi BusHaueHHs koedinientiB C;; MoxkHa BU3HAUHTH 33 HOpMY-
010 [7-9]

C. =1--9 2

ne T, —panr BianosigHoi | -oi xapaktepuctuku KA3Y 3a gymkoro g -ro ekcrepra; R — Kinb-
KicTb panris [10].
IMicnst wporo 3HauenHs C;; HOPMyIOTBCS
J

C.Q
.= J y ig =1
ﬁ]g J C ;ﬂ (3)

ig

=L
OcraTouHO 3Ha4YeHHs KoedilieHTiB BaxIUBOCTI f; 3a BITOMOCTSMH O0UHCITIOIOTHCS LIIIXOM

yCEepeIHEHHS 3HAUCHb [, , AKi HAIXOMATh BiJl yCiX eKcrepTiB. SIKIIO KOMIIETEHTHICTh €KCIIEPTIB Y

ig >
IpyIIi BBAKAETHCS OTHAKOBOIO, TO CIIpaBeAuBHil Bipa3 [11]:
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G)Il—\

; 0=1G. ()

JIOCTOBIpHICTH PE3yJIbTATIB EKCIIEPTHOI OLIHKH 32 BiJOMOCTSIMH XapaKTEPU3Y€ETHCS CTYIICHEM
Y3TOPKEHOCT] OLIIHOK, SIKi Ha/IAal0ThCs eKcnepTaMu. J{Jis IbOro BUKOPUCTOBYETHCS KOSPIIIEHT KOH-

koppartii (W), sikuii Bu3Ha4aeThes 3a hopmysioro [7]

W= 12B . 4-ic

G2 (R3-R)-G-D'T, | (5)

ne G — KinbKicTh ekcnepriB; R — KUIbKIiCTh paHriB; T, — MOKa3HUK 3B’I3aHMX PaHTIB Yy § -My

pamXHpyBaHHI, 1[0 BUSHAYAETHCS SIK

Tg z(h¢g hwg)’ (6)

ne H, — KUIbKICTb TPYH PIBHUX PAHTiB Y { -My paH)XKHpYBaHHI; h{p ¢, — KUIBKICTh DIBHUX PaHTiB
y ¢ -i TpyIi paHXKUPYyBaHHS 3B’ SI3aHUX PAHTIB IIPH PAHXKHUPYBAHHI { -M €KCIIEPTOM.
Sxmo panru, o 36irarThes (3B’s13aHi1), BiACYTHI, ToAl T g= 0. Cyma kBazpariB BiaxujieHHs

paHriB BiJ] cepeiHboi CyMu panriB B Bu3HavaeTbes 3a dopmyoro

B= IZan Zan . 1=1R, Q)

1=1 g=1

zie f,— paHr BianoBiaHoi | -oi xapakrepuctuku KA3Y 3a ominkoro g -ro ekcrepra.

3HaveHHs KoedilieHTa KoHKopamii 3HaxoauThes B aianasoHi 0 <W < 1. [Ipu W = 0 maemo

MOBHY TIPOTHJISKHICTh PaH)XUpyBaHb, a Tpu W = 1 — nmoBHe 30iraHHs paHXHPYBaHb.
SIKI10 XapaKTepUCTHKY 33 BaXKJIMBICTIO BBaXKAKOTHCS PIBHUMHU MK CO00I0, TO MOKa3HUK Ipio-

. ; o 1 .
PUTETHOCTI KOXKHO1 3 HUX BU3HAYAETHCS CIIIBBIAHOIICHHAM TUITY 3 , A€ J — 3araigbHa YHCEIbHICTH

XapakTepuCTHK oliHoBaHUX KA3Y.

3) [oxpokose nopiBHsAHHSI KA3Y 3 yMOBHO-eTalOHHUM. J1J11 KOXKHOI XapaKTepUCTHUKU BCTa-
HOBJIIOETHCSI KpUTEpiaibHE MPABUIIO, 32 SIKUM 31 BCi€i BUOIPKH OKPOKOBO 0OMpaeThcs Hallkpamui
(ymoBHO-eTasioHHH) KA3Y 3a KOXKHOIO 3 XapaKTepUCTUK

A, =max A;,1=1..N, 8)
abo
A, =min A;,i=1.N, 9)
ne Ajj — abCcoroTHe 3HAUEHHS j-i BiacTHBOCTI y | -oro KA3Y, 1110 mopiBHIOETHCS; Aej— aBCOITIO-
THE 3HAYEHHS Li€]1 BIACTUBOCTI y €TaJIOHA.

4) BuzHauaHHS B1IHOCHHX MEPCOHAIBHUX MOKa3HUKIB KOkHOTO KA3Y nns koxkHOi XapakTte-
pUcCTUKH. [[n151 BIIacTUBOCTEN "6iJILH1e-KpaH1e" Bi;[HOCHI/Iﬁ IIOKa3HHUK Ma€ BUJ

Amx Ar.n
a Ji7Is BIacTuBOCTeH "Ounpie-ripie"
Amx - Ai
Gy=7 (11)
Anax - A’rin

n.n

J171s1 BJIACTUBOCTEM, SIK1 BUPAXKAIOTHCA y BUTIIAL "'€" un "Hemae" BiIHOCHUHN TTOKAa3HUK Ma€ BU]Y
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1 A - e,
g; = J (12)

0, AJ— - "Hemae"
Jist Oynb-sikux BnactuBocter ¢ =1, axkmo A; =A,; =..=A,; =A; #0.

5) Po3paxyHOK cepeIHh03BaKEHOTO KOMILUIEKCHOTO MTOKa3HUKa e(heKTUBHOCTI KOXKHOTO KA3Y.
Kommtexcunii mokasuuk i-ro KA3Y Q, Bu3Ha9aeThCS K

Qi :Z:quij’ (13)

ne f; — KoeQilieHT BaroMoCTi j -0i BIIACTMBOCTI (ITapaMeTpa, TEXHIYHOI XapaKTEPUCTHKHM); (;
— BiIHOCHMI OJMHMYHUI TOKA3HUK | -0i BiacTuBocTi | -ro KA3Y.
6) HopmyBaHHS 3Ha4YeHHs KOMIUIEKCHOTO mokaszHuka Q.. OTpuMaHi 3HaUCHHS KOMILIEKCHOTO

MOKa3HUKa e(eKTUBHOCTI KO’KHOTO KA3Y 110 BIIHOLIEHHIO JI0 HaiOUIBIIOr0 3HAUYeHHSI HOPMYIOThCS
HACTYIHUM 4YuHOM [12]:
K= (14)
max Q,

B pesynbrari mpoBeAEHOTr0 pO3paxyHKy BU3HAYAETHCS PiBeHb TeXHIUHOI tockoHanocTi KA3Y, po-
OUTHCS BUCHOBOK IIPO MPIOPUTETHICTH OLIHIOBAHUX BapiaHTiB, BU3HAYAIOTHCS IIEpEeBard Ta BUMOTH JI0
XapaKTEPHUCTHK, 10 MOTPEOYIOTh MOKPALICHHS.

Po3poGiena meroanka nopiBHsuIbHOI ouiHKU KA3Y npusHaueHa [uis MOpPIBHAHHS MOXIIMBUX
BapiaHTIB Ta JJO3BOJISE:

- BU3HAUUTHU KOMITJIEKCHI MOKAa3HUKH SKOCTI, 1110 HAOLIBIIIOI0 MipOI0 BPaxoBYIOTh yCi iICHYIOUI
BiactuBocti KA3Y;

- OLIIHUTH BiJIOBITHICTh PI3HOPITHUX 32 TUIIOM BHPOOiB KA3Y TakTHKO-TEXHIYUHUM BUMOTaM,
KUIbKICHUM BUMOT'aM TEXHIYHHUX YMOB 1 JIEp’)KaBHUX CTaHAAPTIB;

- IPOBECTH MOPIBHAIbHY OIIHKY BITYM3HSIHUX Ta IHO3EMHUX 3pa3KiB.

B saxocti npuknany, 1uist OLIHKA TeXHI4HOT fockoHanocTi KA3Y Gynu BiaiOpaHi aBiamiiiHi Ke-
posani paketu (AKP) knacy «lloitps-IloBiTps» Manoi nanbHOCTI 3 1H(QpPaYepPBOHUMH TOJIIBKAMU
camoHnaBefieHHs (IY I'CH) Tta ix 3akopnonH1 aHanoru. OCHOBHI TaKTUKO-TEXHIYHI XapaKTEPUCTUKU
ux paker HaBeaeHo y Tabiuui 1 [13]. OcHOBHI TakTHKO-TeXHIUHUX XapakTepucTuk KA3Y Oymu
PO3MOAUICHI TAKUM YHHOM: TIOpakaroua Jiisi, JAIbHICTH Jii, TOUHICTh HaBEJICHHS, MAaHEBPEHICTh, Ha-
IHHICTD.

Taomums 1
OcHoBHI TakTUKO-TeXHIYHI XapakTepuctuku KA3Y knacy «IloBitps — [loBiTps» Manoi gansHO-
CTi
OCHOBHI XapakTe- P-73 AIM-9X ASRAAM A-DARTER IRIS-T “ITuton-5”
PUCTUKH (Ha 030poenHH | «Caiigyingep» AIM-132 (IOAP) (Himewqunna) (I3pains)
3C Ykpainn) (Cl1Aa) (AHrmis)
AepoanHaMiuHa Kauxa Hopmanbha HopmainbHa HopmainbHa HopmainbHa Kauka
cxema
Maca, kr:
cTapToBa 105 85 87 89 87 105
00i10BOT YaCTUHHU 8 10,15 7 11 114 11
JloBxuHa, M 2.9 2.9 2.9 2.98 3 3
Hiamerp, MM 170 127 166 166 127 160
IIsuaxicts, M 3 2.5 3 2 3 4
Tun CrepxHeBa CrepxHeBa Ockonouno- | Ockono4yHo-¢y- Ockoso4Ha- CrepxHeBa
0010BOT YaCTHHU ¢yracHa racHa ¢yracHa
Cucrema  HaBe- Inepuianeha + | Inepuianbha + InepuianpHa InepuianpHa InepuianbHa +
JIEHHS M TCH MaTpu4yHa MaTpu4yHa + U I'CH + MarpuyHa | JBOXCIEKTPallb-
M TCH M TCH (bicriexTpanbHa MTCH Ha MaTpU4YHa
(128x128) (128x128) MaTpHIs) (128x128) U TCH
(320x240)
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OCHOBHI xapakTe- P-73 AIM-9X ASRAAM A-DARTER IRIS-T “IInToH-5”

PHUCTHKH (Ha 030poenHi | «Caiixyingep» AIM-132 (IOAP) (Himewunna) (I3pains)
3C Ykpainn) (CHIA) (AnrTis)

Kyt BigxuneHHS

KOOpJUHATOpA, +45° +90° +80° +90° +90° +100°

rpa.

MaxkcumaibHa J1a-

JBHICTH  3aXBaTy 12...20 14...18,5 14...18 20 25 20

LT, KM

MaxkcumanbHa Ja-

JIBHICTB ITyCKY, KM 20 18,5 18 20 25 20

3axBaT mim  Imig

HOCIEM € € € [ € €

3axBaT wim Ha

TpaekTopii He mae € € € € €

3riaHo i3 criBBinHOMWEHHAMH (2) — (14) MeToMKM U1 0OpaHKMX paKeT BU3HAYEHO Ky , IO MOKa-

3aHO Ha puc. 2.

0,9
0,8
0,7
0,6
0,5
04
03 016 0,16 0,16 916 0,15
0,15 L | - L |
0,2
01 0,22 0,22 0,22 0,23 0,22 0,23
: 0,17
P-73 AIM-9X
: AlM-132 =
{ & An =
(Ha . «Canpyinaep ASRAAM A 'DART‘ER : IRIS-T “ITUTOH-5" Efioit
036poeHHI » (Asrsis) (HOAP) {Himeuuwna) (Iapains)
3C Yupaitu) (CLUA) HI A 3pains
B ToukicTs HaseASHHA 0,11 0,21 0,2 0,21 0,21 0,22 0,22
B [lanbHicTs gil 0,18 0,16 0,15 0,18 0,21 0,18 0,21
B MNopasxarua aia 0,13 0,16 0,14 0,17 0,18 0,17 0,18
O MasespekicTs 0,15 0,16 0,16 0,16 0,16 0,15 0,16
B HapiHicb 017 0,22 022 0,22 0,23 0,22 0,23

Pucynok 2 — Po3paxyHkosi 3Hauennst K, oopanux KA3Y

Amnati3 pe3ynbTariB po3paxyHKiB K, IMOKa3as, 0 NPIOPUTETHUMH HarpsiMamu po3BUTKy AKP

P-73 knacy «Ilositps-I1oBiTpsi» Manoi ganeHOCTI, 110 3HaXOAAThCA Ha 030poenH] 3C Ykpainu €:

- 30UTBIIICHHST MAKCUMAJIBHOI TATBHOCTI TycKY (OuThIIe 20 KM);

- BUKOPHUCTAHHA Cy4acHHX iH(ppayepBOHUX rOTIBOK CAMOHABEACHHS 3 MATPUYHUMH (POTONpHIiMA-
JEHUMH TIPUCTPOSIMH Ta ITU(GPOBOIO 0OPOOKOIO CUTHATY JIJIsl PO3ITi3HABAHHS LTI Ta IT1BUIIICHHS TOYHO-
CT1 T HaBEIECHH;
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- 3aXBaT IIUJTl HA TPAEKTOPIi 3a paXyHOK 3aCTOCYBaHHS BHCOKOTOYHHUX 1HEPITIAIbHUX CUCTEM Ta CY-
YaCHHX aJITOPUTMIB HaBEICHHS,

- MIJIBUIICHHS TIOTYXKHOCTI 0OMOBUX YaCTHH;

- ONTUMI3aIlig Maco-TabapUTHUX XAPaKTEPUCTHUK 32 PaXyHOK IHTerparlii eIeMEeHTIB araparypH i
BUKOPUCTAHHS Cy4acHOI €JIEMEHTHOT 0a3u.

BucHoBKkH. TakuM YMHOM, 3aIPOIIOHOBAHA METOAMKA IIPU MPOBEICHHI POOIT 3 BiIHOBJIEHHS CIIpa-
BHOCTI KA3Y nae MOXIHMBICT 00’ €KTUBHO BCTAHOBHUTH MPIOPUTETHICTD 1 AJIbTEPHATUBU MOKIIUBUX Ba-
piaHTIB MOKpAIIEHHS 1X TAKTHKO-TEXHIYHUX XapaKTEPHCTHK Ta BU3HAYUTH BUMOTHY JI0 HUX, BIIPALIIO-
BaTH TEXHIYHI PIIIEHHS 1 TEXHOJIOTI, III0 MOXYTh OYyTH 3aCTOCOBaHI Ipu po3poo1i HoBux KA3Y.
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A.T.H., mpo¢. umano M.A., K.T.H., ¢.H.c. 3y0apeB O.B., I'yp6a O.B., Kpu:kaniscbknuii €.C.
OLEHKA D®®EKTUBHOCTHU PEMOHTA YIIPABJISIEMbIX ABUAIIMOHHBIX CPE/ICTB
MOPAKEHUS

B cmamve npugedenvt odugue mpedosanus K ypoGHIo HAOEHCHOCMU YRPAGIACMBIX AGUAYUOHHDIX
cpedocme nopadicenusn (YACII), komopwvie mozym 0vimp npedvaeieHvl Ha OCHOBAHUU MPeOOBAHUIl K NOKA-
3amenam Ipghekmusnocmu QYyHKyuOHUPOBAHUA 8 npoyecce IKCRIYamayuu, 4mo 6 céoio ouepeos 3asu-
cum om COBOKYRHOCHMU MAKMUKO-MEXHUYECKUX U IKcnayamayuonnvix xapakmepucmuk YACII, komo-
pble onpeoensiom ypoeeHs ux MexHu4ecKozo co6epuieHcmea, a maKiice MemooOuKy oyeHKu Iggpexmugno-
CMU yNpagnaemolx asUAUUOHHbBIX CPEOCH 8 NOPANCEHUA, 8 OCHOBY KOMOPOU HOTIOHCEHO MEN 00 NPOPecCi-
Pyiouiezo smanona.

Paccmompena oyenka korgppuyuenma mexnuueckozo cosepuiencmea oopasua BBT, komopas 3a-
KJ1I04aemcs @ OyeHKe Ux yPOoGHs Pa3eUumus U OCyuecmeasiemcs co2iacho ux Knaccugurayuu. Bo epemn
npoeedeHun AHAIU3A 2IAGHBIM 00pa3om paccmampusaiom eadxcHeiuiue TTX odpa3nos, Komopwie onpede-
1AM OCHOGHOI 00pUC OAHHO20 6UOA (MUNA) 80OPYIHCCHUA U KPYRHEUUWIUM 00pA30M 6IUAIOM HA XAPAK-
mep GbINOAHEHUA 3a0aHUA RO 60e6oMYy UCnOIb306anul. OcHo6bl UX QYHKUUOHUPOGAHUA U NOPAOOK UX
UCNONIb306AHUA NO HA3HAYEHUIO D0T1ee NOJIHO PACCMOMPEHO 6 pAde ucmounukos. Pazpabomannas memo-
ouka cpaguumenvroil oyenku YACII npeonaznauena 011 CPAGHEHUA 603MOICHBIX 6APUAHMOE U NO360-
Jiem onpeoenums KOMNIEKCHble HOKA3amelu Kayecmea, Komopbwle 001buieit Mepoil y4umaléaiom ece cy-
wiecmeyroujue ceoiicmea YACII, ouenumov coomeemcmeue paznopoousix no muny uzoeauit YACII max-
MUKO-MEXHUUECKUM MPedOoSanusm, KOJIUYECHEEHHIM MPEDOGAHUAM MEXHUYECKUX YC108UTL U 20Cy0ap-
CMGEHHBIX CIAHOAPMO8 U RPOGECIU CPAGHUMENbHYIO OUEHKY OMeYeCmEeHHbIX U UHOCIMPAHHBIX 00pa3-
yoe. Hasedenvl ocnosnvle makmuko-mexnHuiecKue XapaKkmepucmuKky asuayuoHHbIX YAPAGAAEMbIX Pa-
kem kKnacca «Bo3dyx-Bo3oyx» manoii oansHocmu ¢ UH@PAKPACHBIMU 207108KAMU CAMOHABEOCHUA U UX
unocmpannsle anano2u. Ilenvro oannoit cmamou ecmsv npogedenue npeogapumenbHo20 paciéma ypoeHs:
MEXHUYECKO020 COBEPUIEHCMEA U AHANU3A RPUOPUIMENHBIX HANPAGTEHUIL PA36UMUS A6UAWUOHHDBIX YRPAG-
aaemulx pakem Kiaacca «Bo3oyx-Bo3oyx».

Knrwouesvie cnoga: sIxkcnopmuasn oyeHka, ynpagiaemvle a6UAYUOHHbBIE CPEOCHEA NOPAICEHUA, KOI(-
duyuenm mexnuueckozo coeepuieHCmea, Memoo nPoOzPeccupyioniezo CoBEPULEHCmed, Memoo PanIicupo-
6anus, nokazamenu IQheKkmuenocmu, MaKmuKo-mexHuyecKue XapaKmepucmuKu.

Prof. Shyshanov M.O., PhD, Zubariev O.V., Hurba O.V., Kryzhanivskyi Y.S.
ASSESSING THE EFFECTIVENESS OF REPAIR GUIDED AVIATION MEANS OF DESTRUC-
TION

The article presents the general requirements for the level of reliability of guided aviation means of
destruction (GAMD), which can be applied based on the requirements for performance indicators of oper-
ation. This depends on the set of tactical, technical and operational characteristics of GAMD, which deter-
mine their level technical excellence, as well as a method for assessing the effectiveness of guided aviation
means of destruction, based on the progressive standard method. The estimation of the coefficient of tech-
nical excellence of samples of armaments, which reveal their level of development and is carried out in
relation to their classification, has been considered. During the analysis, the most important performance
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characteristics are considered. They define the basic architecture and design of this type of armaments and
have the greatest influence on their combat missions.

The basics of their functioning and the order of their intended using are more fully considered in a
number of sources. The developed method of comparative estimation of GAMD is intended for comparison
of possible variants and allows to define complex indicators of quality that take into account most of all
existing properties of GAMD, to assess its conformity to tactical and technical requirements, quantitative
requirements and state standards. Moreover, it allows conducting a comparative assessment of domestic
and foreign samples of armaments. The basic performance characteristics of short-range guided aviation
missiles of the Air-to-Air class with infrared heads and their foreign analogues are given. The purpose of
this article is to conduct a preliminary calculation of the level of technical excellence and analysis of the
priority directions of development of air guided missiles of the Air-to-Air class.

Keywords: expert assessment, guided aviation means of destruction, coefficient of technical excel-
lence, progressive standard method, ranking method, performance indicators, tactical and technical char-
acteristics.
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OPTIMIZATION OF MAINTENANCE COMPLEX OBJECTS OF
RADIO ELECTRONIC EQUIPMENT

The article discusses models for optimizing the maintenance eservice process (MS) of complex objects
of radio-electronic technics (RET). The statement of the problem determining optimal parameters of objects
MS is formulated for the case if the state maintenance strategy MS (MSS strategy) is used.

As a criterion of optimization, the requirement minimum unit cost of operating an object for a given
period of its operation is used, provided that the required level of failure-free operation of the object is
estimated as estimated by “mean time on failures”. The objective functions of the optimization task are
determined by modeling the process of MS and repair (MSandR) of the object. This circumstance explains
the choice of a search method for an approximately optimal solution to the problem: simplest relaxation
method of direct enumeration is used, controlled by a human expert who solves this problem in the interac-
tive dialogue mode between the user and the computer.

The methodology for determining approximately optimal parameters of strategy MSS described in
this article is intended for use in the development of object RET. The methodology allows the early stages
of development to pre-evaluate possibility of increasing level reliability of the facility due MS. At later stages
of development, when all technical solutions have already become known, elements for which there are
measurable determining parameters become known, preliminary estimates of the necessary parameters
MSS can be refined and corrected design decisions. Corresponding refinement of calculations should be
made every time when accurate data on the reliability of component parts appear.

Software (SW) was developed for computer support of the solution search process. SW developed by
Delphi programming tools.

Key words: object of radio-electronic technics, maintenance, mean time on failures, unit cost of op-
eration, simulation statistical modeling.

Introduction and statement of the problem. A complex object of radio-electronic technics
(RET) is understood to mean a technical device consisting of a large number (tens, hundreds of thou-
sands) of various types components (mechanical, electromechanical, radio and optoelectronic, hy-
draulic, etc.). Examples of complex RET objects include radar stations, elements of anti-aircraft mis-
sile systems, electronic warfare stations, etc. The operation of various components of such objects is
based on different physical principles, have significantly different reliability indicators and, therefore,
require different terms and volumes of work for their maintenance.

Maintenance (MS) of complex RET facilities is intended to ensure the required level of their
failure-free operation. Carrying out maintenance always requires certain costs (time, cost, electricity,
etc.), so the task of minimizing these costs naturally arises. To solve this problem, it is necessary to
build a mathematical model in which the goals of the optimization problem (objective functions) and
the parameters of these functions should be optimized in a formalized form.

With this in mind, we will use the following indicators as objective functions in the problem
under consideration:

T, - average time between failures of an object [1];

c, - unit cost of operating RET object at a given time interval.

Using these notations, the problem of optimizing the parameters of the selected MS strategy in
a formal form can be written as follows:

To(P) 2T,
c,(P,) > min , (1)
where P_ - is the designation of the generalized parameter of the maintenance strategy, the
specific content of which is determined by the selected maintenance strategy;
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T,” — required value of the mean time between failures of the facility.

P" —is the optimal value for the parameter.

The most common in practice are two fundamentally different MS strategies: the maintenance-
by-status strategy (MSS strategy) and the maintenance-by-resource strategy (MSR). The strategy
MSS is more effective than strategy MSR (in terms of influencing the facility's failure-free level).
However, strategy MSS, as a rule, requires significantly greater economic costs, since it requires the
presence of additional hardware necessary to determine the actual technical condition of object during
its operation.

In this article we will consider only strategy MSS. Let us denote the set of all structural elements
objects, by the state of which the TC of the object is determined E, (E,— these are the elements

included in the structural diagram of the reliability objects). We assume that only a part of them
undergo maintenance during operation. The set of serviced elements is denoted by E_ (E,, < E,).

Analysis of recent research. Recently, more and more attention has been paid to improving
the technical operation of complex equipment. A special “niche” is the issues of optimizing the
maintenance parameters long-term use of electronic equipment. For the developer of these processes,
it is important to have methodologies for a qualitative assessment of the mechanism influence of
individual processes on the degradation and failure of RET.

A lot of research has been devoted to questions of calculating and predicting reliability, as well
as creating models (including simulation ones). In work [2], a method has been proposed for devel-
oping modern methods for assessing reliability based on numerical modeling. In work [3], a method
for calculating reliability based on graphs was proposed. In work [4], MEMS structural reliability
modeling method is presented and the FORM method is described for obtaining the reliability index
and its sensitivity with respect to input random variables and their parameters, which can not only be
used to assess the reliability of an object, but can also help determine key factors for additional struc-
tural improvements. In work [5], Weibull — Corrosion extended covariance model is proposed for
assessing the reliability of a system that faces operational stresses. A combination method for ana-
lyzing the reliability of a multivariate system was proposed in work [6]. The method is based on a
combination of BDD and MMDD models. In work [7], it is proposed to use a semi-parametric bayes-
ian approach to obtain reliability indicators of multilevel hierarchical systems, both with parallel and
serial connection of components.

In these works, the methodology for determining reliability indicators of system for given set of
failing elements and their characteristics is described in detail, but the problem of choosing this set
and its effect on reliability indicators is practically not addressed.
rae {E, } - MHOXecTBO Bcex MHOXeCTB E

TO !

The main results of study. By determining parameter (DP) we mean the physical or functional
parameter, value of which determines the operability of element [8].

The normalized DP value of the i-th element is denoted by u,(t) (u,(t) €[0,1],i=L|E,_|). The
value 0 corresponds to the nominal (required) value of the parameter, the value 1 is the boundary
value, upon reaching which the element is considered to be failed (inoperative). Random DP values
u, (t) describe the physical process of element degradation. All values u,(t) <1 correspond to the

healthy state of element.
We introduce the concept of a maintenance level as u, , follows (u; , <1). If the value at a certain

point in time (operating time) t reaches a level (level of maintenance), then at this point in time,
maintenance (replacement) of this element is required.
Taking into account the introduced concepts and notation, the generalized parameter of the strat-

egy MSS P, is represented by the following set [9]:
Py =P ={Ep0 Uno T}, 2)
where E_ —is the set of serviced elements; U ={u, ;i =1,?T0} T_— a vector of normalized
values determining parameters of the serviced elements (vector of MS levels), upon reaching which
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element MS is required; T_ — frequency of monitoring the vehicle. When monitoring the vehicle’s
vehicle, the values of all serviced TC elements are measured and, based on the measurement results
u; (t) , a decision is made about the need for maintenance.

Taking into account definition (2), the statement of optimization problem (1) can now be written
as follows:

*

To(Ero U
CB(E:O’U*

TO !

T)>T,7;
T.))—min , (3)
where, E_ , U and T. - are the sought optimal values parameters of strategy MSS.

The main features of problem (3) are two: firstly, there are no analytical expressions for the
objective functions that would associate their values with the parameters of the functions, and sec-
ondly, this is a complex structure of the space optimized parameters P__ (according to (3) this space

TOC

is three-dimensional and heterogeneous). These features do not allow the use of standard classical
optimization methods to solve problem (3).

The space in which the search for optimal values E’ , U’ and T, should be carried out is a
cartesian product of the following form (Fig. 1)

{E.1x[0.1/x[0,0), @)
LELY
where {E_} - isthe set of all sets E_;
[O,l]‘E“" - hypercube, each point in which is a vec-
[0, <) tor of dimension |E, |, elements of the vector are num-
bers belonging to a segment;
[0 1]|Em| [0,0) - numerical axis containing all positive num-
’ bers.
Fig .1. The search space for Searching in such a space for a “point” representing
optimal solution an optimal solution P, = {E,,U", T, | is a difficult task

requiring use of non-standard approaches.
The article discusses the methodology for approximate solution of problem (3), based on the
application of the ISM, which is implemented in the ISMPN program [10]. With the help of the ISM,
the estimates of the objective functions T, and c, taking into account the maintenance are determined

by modeling. The problem is solved in the mode of interactive user dialogue with a personal computer
(PC).

The idea of the methodology consists in the sequential (step-by-step) formation of set E_ by
including in it at each step one element taken from the base set E_ of all potentially serviced ele-

ments. The set E__ is set by the user (E,, < E,) [11,12]. It is assumed that before starting to solve

the problem, a database (DB) was created (using the ISMPN program), into which all the necessary
information about object RET for which this problem is solved is entered. The content of the meth-
odology is most conveniently stated by presenting it in the form of an algorithm (Fig. 2). Let us briefly
consider the operation of this algorithm.
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7. :c,(T,)) > min
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7 ‘+
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Determine T, =T, (T, )

TO TO

To '_UTOIT

K

No decision

Figura 2. Algorithm for determining pameters

with a constant

freguency of control

Each point on the graphs u’
average, obtained by varying parameter u

TOI

TOi

Operator 1 indicates preparatory op-
erations: auxiliary sets E; wu U are cre-

ated (in the PC memory) and in which the
corresponding elements of the future solu-

tion E, u U’ will be formed and. At first

they are empty. The variable i is initiated,
with the help of which the number of com-
pleted steps in the process of solving the
problem will be calculated. Operator 2
generates number of the next step.

At the beginning of each step, one

element e, must be added to the set E.

TO !

taken from the set E__ (operator 3). These

actions are performed by the user "manu-
ally" in the Database mode of the ISMPN
program. The choice of elements to in-
clude them in the set is recommended to
be made in order of increasing level of re-
liability.

After adding a new element to set
E,. , calculations are carried out using the
ISMPN program (in Optimization TO |
TO “by state” mode). In fig. 2, these ac-
tions are presented by operator 4. As a re-

sult of the calculations, function u_;(T,),

c,(T.) and T, (T,) schedules are gener-

ated, and in a given range of control
D(T,) periodicity values.

The results obtained during the
modeling process always contain a ran-
dom component, therefore, these graphs
are formed as average estimates accumu-
lated by the results repeated repetitions of
calculations. The user monitors calcula-
tion process and interrupts calculations as
soon as he considers achieved accuracy of
the graphs sufficient for practical solu-
tions. The form of obtained graphs for ex-
ample considered below is shown in Fig.3.

(T.), c;(T,) and T, (T,), and it turns out as the accumulated
(level of MS element e, ), added in E,

in current step.

As a conditionally optimal value of MS u_, level, value corresponding to minimum of indicator is

selected ¢, (EJ ;U5 i.To):

Uroi(Te)iCy (Efoi Ui T) > min |
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where U ={u’ ,...,u’. ,,u_.} —is vector in which u’

Toi

., u’. . —are conditionally optimal values

TOl7" TOI-

of MS u_; — levels found in the previous steps and stored in database, is value of MS level of i-th
element varied in the current step.

Ongraphs ¢, (T,) and T, (T,) displays estimates of the corresponding indicators and found as
T.)and T, (E;
trol T, is carried out in a user-defined range of values D(T ). The range of variation D(T ) is se-
lected by the user in such a way as to ensure that a minimum of function ¢ (T,) (if one exists) falls

within him and an acceptable accuracy of solution.
Based on obtained schedule c; (T, ), conditionally optimal value of the monitoring periodicity

a result of modeling are displayed c, (E T.) . Varying frequency of con-

TOi ! Tol’ TOi ! Tol’

is determined T.” (operator 5):

T :c/(T)=min c'(T). (6)

T.eD(T,)

For the found value T.” from graph u_,
MS u;, =
performed by the user “manually” in Database mode [10]. After that, value u’ . is stored as i-th

(T.), determine the conditionally optimal value of level

Toi

" (T.") (operator 6). Save obtained value u’ in database (operator 7). This operation is

TOI |

element of vector U

Toi *
Then, according to schedule T, (T.), determine value T,” - mean time between failures
achieved in current step (operator 8).
Check compliance with the requirement T,” >T,® (operator 9). If this requirement is fulfilled,

process of solving problem is completed, conditionally optimal parameter values are obtained, E’ ,

U’ and T  are accepted as approximately optimal values E , U’ and T (operator 11), an ap-

TO !

proximate solution is obtained P, {E U..T, }

If condition T,” > T," is not fulfilled, it is necessary to check if there are more elements that can
be included in set E (operator 10). If there are any, it is necessary to continue the process of
searching (forming) a solution to the problem, proceed to the next step of solving the problem (oper-
ator 10 transfers control to operator 2). Otherwise, if all potentially serviced elements E_ have been

exhausted, it is concluded that there is no solution to problem (3) under given conditions.
In fig. 3 shows the view of the PC screen after completion of the simulation at the next step of
solving the problem (after executing operator 4).

49



ISMPM: MNMomok onTHEAOEKHEX Napase Tpor T0 no cocToayMmp (Rapsyporadve Lito+Te)

Difemict! TECTORLIA NMPAMED [CHET O 2 A bl fea TO To=T100884 Cu=000894 @ 4 M poas AT | 10
;
TO "no cocTonHHEG" uml(Tk) COTHMSNEHDES sHAYSHME ypoBeHA TO
0,51 T T T
Epurepuf (min Cu - e i i i .50
588 Beimon
0.5 - . -
Bapuvponanie yponia TO 2000 R A gon & oo & D00 0:00:32
-
Haua M HGE SHaEH S 0,30 Unoi
ESHBHHEE 3 HE S A 0,70 c(T) YASMEHSA CTOHRMYCTE SRCNNYATaLAA, Y.
HMHrepean nameHsHqa |00

0,006G ; : ' .
! ! ! oo0ee0 < & T
HapoypoBsanqe Te 0,00565 L I g

240000
) . | e
Eauanbnoe EHausHMes | 2000 0 n06E T, - - \ T
: E000 T U f
SHENREs BHAuSke 2 o0 3 000 4 000 5 oo & o
T @pm & ek | 200
TD" (TK) CREgHAA HRPASOTEE H OTKRE, S
1 000
o0 + .
10959 «————
600 : To' (T
400
200
: o - - -
LR EE S, B AErART N, = 0o - 4 o0 = oo & ooo
rooon.o 1
+ J=E RIS d 3
K?* (TK) KoL s e T TE SRS KD D HE N0 NS0 SN
0 e I f B .
01,2966 : - - - T i 035853 <—— K (T,7)
08965 _,_.__,_._.a—'-" i !
08984 et
[eR==l=te] i
.-"'f
2 a00 A aon 4 000 £ 000 & 000
CroumocTe koHTponm, ym 1 mps = 0125

Mpoaons. KOHTPOAA. FHH 1.0

Figure 3 - The view of PC screen after completing calculations in the 1-st step

Findings. The methodology for determining approximately optimal parameters of strategy MSS
described in this article is intended for use in the development process of RET object. The technique
allows the early stages of development to pre-evaluate the possibility of increasing the level of relia-
bility of an object due to maintenance. At later stages of development, when all technical solutions
have already become known, elements for which there are measurable determinative parameters be-
come known, preliminary estimates of the necessary parameters of MSS can be refined and corrected
design decisions. Corresponding refinements to calculations should be made each time when accurate
data on the reliability of component parts appear. Thus, the developed technique and its supporting
software can be an effective means of reliable analysis of the RET object at all stages of its creation.
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OIITUMIBALISA TEXHIYHOI'O OBCJIIYI'OBYBAHHSI CKJIAJHUX OB'€EKTIB PAIIOE-
JEKTPOHHOI TEXHIKH

Y cmammi pozenanymi moodeni onmumizauyii npoyecy mexuiunozo oociyzosysannsa (TO) cknaonux
06'exkmie paodioenekmponnoi mexnixu (PET). Cpopmynvoeano nocmanogky 3adaui 6u3HaueHHs Onmu-
MmanvHux napamempie cucmemu TO 06'ckma onn eunaokxy, akuio 3acmocogyemuocsa cmpamezia TO 3a cma-
Hom (cmpamecia TOC).

B akocmi kpumepito onmumizayii 6UKOPUCHOBYEMBCA BUMO2A MIHIMYMY RUMOMOT 6apmocmi exc-
niayamauii 06'ckma Ha 3a0anomy nepiooi 1020 ekcnayamauii 3a ymosu 3ade3neuents HeoOXiOH020 pieHA
be3eiomoeHocmi 00'ckma, wio OUIHIOEMBCA NOKAZHUKOM (CEPEOHE HARPAUIOBAHHA Ha 8iomoeyy. Llinboei
Gynxuyii 3a0aui onmumizayii eusnavaromoca wiaaxom mooenioeannsn npovecy TO i pemonmy (TOIP) 06'e-
kma. Ilicto 06cmasunoro nosacnioemoca udip memooy ROULYKY HAOIUIHCEHO ORMUMATIbHO20 PDileHHA 3a-
0ayi: UKOPUCHOBYEMbCA HAUINPOCMIWIUIL PEeNIAKCAUTIHUIL MEm OO NPAMOZ0 nepedopy, KeposaHuil iroou-
HOI0-eKCnepmom, UPIAIbHUM Ue 3A60aHH 8 PeXHCUMI IHRMEPAKMUBHO20 0ia102Zy KOpUcCmysaua 3 Komn'-
omepom.

Buxnaoena 6 oaniii cmammi Memoouka 6U3HAYEHHA HAOIUINICEHO ORMUMATbLHUX RAPAMEMPIs
cmpamecii TOC npusnauena ona 3acmocyganna é npoyeci po3pooku 06'ckma PET. Memoouka 0o3éonae
Ha PaHHiX cmaodiax po3poOKu NONEPeoHbO OUIHUMU MONMCTUBOCHI NIOGUWLEHHA PIiGHA 0e38i0MO6HOCHI
006'ekma 3a paxynok nposedeunsn TO. Ha 6invu niznix cmaoisax po3pooku, Koau eyice Cmaronms i0omMumu
6ce mexHIuHi piueHHsA, CIaloms i0OMUMU elleMeHmU, 013 AKUX € GUMIPIOGAHI 6U3HAUAIOMb RAPDAMEmPU,
nonepeoni oyinku Heooxionux napamempie TOC modicna ymounioeamu i KOpekmysamu KOHCHIPYK-
mopcuKi pinienns. Bionogioni ymouneHHsA pO3PAXYHKIE C1i0 NPOBOOUMU KOMCEH PA3 NPU HOAGI yMOUHEHUX
OaHUX PO HAOIHHICMb KOMNJIEKMYIOUUX e/IeMeHmIs.

Pospooneno npozpamme 3abvezneuenns (I10) ona xomn'romepnoi niompumku npouecy nOUWLyKy
pimenns. I10 pozpooneno 3acovamu npozpamyseanns Delphi.

Kniouoei cnoea: 06'ekm paodioenekmponnoi mexHiku, mexniune o6ciyz08y8anHs, cepeoHe Hanpa-
UI0BAHHA HA 8I0OMOEY, RUMOMA éapmicmyb eKxcnayamayii, imimayiiine cmamucmuune Mooear08anHs.

1.T.H., mpo$. Jlenkos C.B., k.T.H ban3ak I'.B., k.T.H., c.H.c. 2Kupos I'.b.,
K.T.H., C.H.Cc. OxpamoBuuy M.H., k.1.H. [Ipouenko SI.H.
OINITUMMBAIINA TEXHUYECKOTI'O OBCJIY KUBAHUSA CJIOKHBIX OBBEKTOB PA-
JTUODJIEKTPOHHOM TEXHUKHA

B cmamove paccmompenst moodenu onmumusayuu npouyecca mexuuyeckozo oovcayycusanusn (TO)
CNLOIHCHBIX 00BeKmoe paduoinekmponunoi mexnuxu (PIT). Cdhopmynupoeana nocmanoska 3adauu onpe-
OeleHusn OnmumanbHbix napamempos cucmemvt TO odvekma 0nsa cayuasn, eciu npuUMeHAemMca cmpame-
eus, TO no cocmosanuio (cmpamezusn TOC).

B kauecmee kpumepus onmumu3zayuu UCHONABL3YENCA MPEOOGAHUE MUHUMYMA YOETbHOU CHIOUMO-
cmu IKCRAyamayuu 00veKma Ha 3a0aHHOM REPUOOe €20 IKCHIIYAMAUUU RPU YC108UU 0Decnedenus mpe-
0yemozo yposusa 6e30MKA3ZHOCIMU 00beKma, OYeHUBAeMblil NOKA3amenem «CpeoHsas HapabomKka Ha om-
ka3». Ileneevle hynkyuu 3a0auu onmumuzayuu onpeoensiomcsa nymem mooeauposanus npovecca TO u
pemonma (TOuP) ob6vexkma. Imum 06cmoamenbcmeom 00vbACHAEMCA 6blOOP Memooa NOUCKA npuodIu-
HCEHHO ONMUMATIbHO20 PEUIeHUA 3A0a l: UCROTIL3YENC RPOCM eliuiuil PeNaKCcayuoHHbLIL MEm o0 RPAMO20
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nepebopa, ynpasiaemblil 4e108€KOM-IKCREPHOM, PEUlalouum OAHHYI0 3a0auy 6 pexcume UHMePaKmue-
HO020 0uan02a nOIL308amMeNs C KOMNbLIOMEPOM.

H3znoscennan 6 0aHHOII cmambove MemoOuKa onpedenenHun nPUOIUNICEHHO ORMUMATILHBIX NAPaAMent-
poe cmpamezuu TOC npeonaznavena 013 npumeHenus ¢ npoyecce paspavomku oovexma PIT. Memo-
OuUKa no3eoJiaem HA PAHHUX CHAOUAX PA3PAOGOMKU NPEOAPUMETIbHO OUEHUMb 603MOMCHOCHLL NOBbIULE-
HuA ypoeHa dezomkazHocmu oovekma 3a cuem nposedenus TO. Ha 60nee no3onux cmaousax pazpaoomku,
Ko20a yice CMAHOBAMCA U3GECHHbIMU 6Ce MEXHUUECKUe PeuleHUsA, CMAHOGAMCA U3BECMHbIMU Jile-
MeHmbl, 011 KOMOPbIX UMEIOMCA UmMepaeMble onpeoeiaoujiie napamempsl, npeosapumeibHble OUeHKU
Heobxo0umbix napamempos TOC MoxcHo ymouHAmMb U KOPPEKMUPOBAMb KOHCMPYKMOPCKUE peuleHusl.
Coomeemcmeyoujue ymouHeHua paciemos ciedyem npou3so0ums Kaxcowlit paz npu noA6IAeHUU ymou-
HEHHBIX OAHHBIX 0 HA0EHCHOCMU KOMNIEKMYIOUWUX IT1eMEeHM0G.

Pazpabomano npozpammnoe odecneuernue (I110) 011 KOMRbIOMEPHOTL NOOOEPIHCKU RPOUECCA NOUCKA
pewenus. I10 pazpabomano cpeocmeamu npocpammuposanus Delphi.

Knioueevle cnosa: o6vekm paouoirneKmpoHHoil mexHuKu, mexHuueckoe o0cayicusanue, cpeoHsas
HApabomKa Ha omKa3z, yoeabHAA CHOUMOCHb IKCHAYAMAYUN, UMUMAYUOHHOE CHAMUCIMUYECKOe MOoOe-
Jauposanue.
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MODELING OF HARDWARE SPECTRUMS OF CdZnTe- DETECTORS

This article has developed a technique for modeling the instrumental spectrum obtained by measuring
the intrinsic gamma radiation of spent nuclear fuel with different burnup depths and the degree of leakage
fuel cladding. The spectrum model of the studied fuel assembly made it possible to determine the sensitivity
of measurements and choose the optimal algorithm for processing the spectra. Due to this, costs of
developing hardware and software components of the nuclear fuel condition monitoring system have been
reduced.

The difference between this technique and the known ones is that they did not use the simulation of
the distribution of electric field strength in the volume of the sensor crystal and did not use the Monte Carlo
method to simulate electric charge induced during the initial interaction of gamma radiation with the
crystal. An experimental verification of the technique using the example of modeling the radiation spectrum
of *¥'Cs source confirmed the effectiveness of the use of the spectrometer based on the CdZnTe detector
created in this work: compliance with the requirements for monitoring the state of nuclear fuel in real time;
identification of fuel assemblies containing fuel elements with an unpressurized cladding; determination of
fuel burnup based on the activity of fission products.

For the first time, a method has been proposed for processing large packets of the spectra of the own
gamma radiation of spent nuclear fuel. A distinctive feature of the method is the two-stage processing of
the spectra: at the first stage, parameters are determined that describe the measured spectra and are
necessary for the operation of the algorithms for their processing by methods of numerical differentiation;
at the second stage, using these methods, large arrays of spectra are automatically processed in real
time.This method increases the accuracy of measurements and the completeness of the distribution pattern
of burnup over the fuel assembly volume. This is the technological basis of the tomography method created
in this work.

Keywords: parametric reliability, photodetectors, performance criterion, ionizing radiation, crystal
structure

Formulation of the problem. The aim of this work is to develop new improved methods and
means of controlling nuclear materials and the state protective barriers at nuclear power plants. Cre-
ation of new generation radiation sensors and measuring systems based on them.

Analysis of recent research. Methods for tomographic analysis objects of different physical
nature, i.e. the restoration of the physical structure an object from physical fields measured outside
the object, as a rule, on a closed surface, originated in the 70s of the 20th century. in connection with
the construction of x-ray tomographic images of human organs [1]. In the 80s tomographic methods
were widely used in industry for flaw detection [2, 3]. Most of the methods developed to date, as a
rule, use active tomography, which assumes the presence of a radiation source passing through the
object being examined, and a receiver (or group of receivers) recording the radiation transmitted
through the object. To analyze the state of nuclear fuel (NF), in particular, fuel assemblies, it is ad-
visable to use passive emission tomography, based on the registration of its own gamma radiation
from fission products (FP) NF, followed by determination of their activity inside the studied fuel
assembly.

A rather limited number of papers are devoted to the actual tasks passive emission tomography
of nuclear fuel. All of them are made at Uppsala University (Department of Radiation Sciences, Upp-
sala, Sweden). In particular, in the most thorough pioneering work, as in the subsequent works of
Swedish researchers, task was to substantiate theoretically passive emission tomography of the BWR
fuel assembly produced by ABB Atom, Sweden of a square form containing 8x8 = 64 round fuel rods
[4]. The goal of this work was to establish the absence of one or more fuel rods in the fuel assembly,
since the task of nuclear fuel imaging was solved within the framework program for ensuring the non-
proliferation of nuclear materials.

The analysis of state questions led to the following conclusions:
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— there is a fundamental possibility of using emission gamma tomography of nuclear fuel in
order to restore the distribution of fission products by the example of a fuel assembly of a BWR
reactor with 64 fuel rods;

— for a fuel assembly of WWPR-1000 reactor containing much more structural elements, de-
velopment of a new, more efficient tomography algorithm is required;

— from point view of real-time tomography implementation when performing routine opera-
tions with nuclear fuel, in particular, overloading, is required sufficiently high computational effi-
ciency of the algorithm.

Main part. In this work, the main principle of constructing a spent nuclear fuel (SNF) control
system was chosen to increase the efficiency of measuring the spectra of our own gamma radiation
from the spent fuel assembly (SFA). At the same time, from the point of view of minimizing the time
spent, it is optimal to carry out such a measurement directly in the process of SNF overload: during
vertical movement from the rack of the holding pool [5-7].

This choice is due to the significantly higher information content measurements of the own
gamma radiation of SFA. Such measurements make it possible to determine the burnup, holding time
and initial enrichment of a controlled SFA without using additional information. In contrast, the data
obtained using the existing methodology — measuring the total neutron count rate — make it possible
to estimate SNF burnup with the use of additional information on the exposure time and initial en-
richment [8, 9]. However, since the overload time is strictly regulated, operations to control burnup
depth of nuclear fuel, the exposure time and the initial enrichment should be coordinated in time with
the schedule of overload process. Therefore, the main criterion in determining the structure of burnup
depth control system should be chosen to work in real time.

As a result of passage gamma radiations through the detector and subsequent processing of the
received signal, it is possible to obtain an instrumental spectrum, which is a direct reflection of the
interactions of gamma rays with a detecting medium. It provides the primary information used for
further analysis of gamma radiation.

The hardware spectrum is complex due to the peculiarities of registering gamma radiation with
proportional detectors. In addition, there are both natural and technological limitations on how accu-
rately a detecting system can detect gamma radiation energy. A natural limitation arises mainly due
to statistical fluctuations associated with the processes of charge formation in the detector. The posi-
tions of the total absorption peaks can also be distorted by such electronic effects as noise, pulse
superposition, incorrect installation of the pole-zero circuit, etc. In addition, the real spectrum of
gamma radiation of the sample can differ significantly from the spectra obtained in laboratory condi-
tions.

Therefore, in this work, to analyze the possibility of using the manufactured spectrometer in a
radiation-technological monitoring system for the state of nuclear fuel, to refine and debug algorithms
and programs for processing the measured spectra, we developed a technique for modeling instrument
spectra when measuring the own gamma radiation of spent nuclear fuel at various burnup depths and
leaks fuel cladding [10]. This significantly reduced the development of hardware and software com-
ponents of the radiation technology control system, since the theoretical spectrum model of fuel as-
sembly under study allows one to determine measurement sensitivity and select the optimal spectral
processing algorithm.

When developing the methodology, the statement was used that the changes in the measurement
conditions correspond to linear irreversible transformations of the space of the instrument spectra,
and the spectrum of i-th component under arbitrary measurement conditions can be represented as:

L
pla)= Yapla) a=1 1)
i=0
where @; (a) — linearly independent spectrum obtained by preliminary measurements, and the
coefficients a, are ame for all components.

The technique for simulating instrumental spectra is based on the following procedures:
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1. The spectrum of isotopes with a large number lines is represented as a linear combination of
monoenergetic spectra taking into account the quantum yield in geometry of the "narrow beam"; for
each isotope, self-absorption in fuel assemblies is not taken into account.

2. The change in the monoenergetic spectrum is simulated due to interaction with the material
of surrounding technological environment and the fuel matrix.

3. The first and second procedures are used to form the instrumental spectrum of a mixture
isotopes.

The instrumental spectrum of monoenergetic gamma radiation in the “narrow beam” geometry
consists of three main components — the peak of total absorption, the peak of emission, and the
continuous distribution on the left side due to Compton scattering.

The peculiarity of the detector used is that the analogous representation of the total absorption
peak is not a simple Gaussian due to the physics of the process of collecting charge arising from the
interaction of the gamma quantum with the detector material.

There are several methods for modeling the hardware gamma-ray detection spectra with detec-
tors based on CdZnTe and CdTe [11, 12]. This method differs from the known methods in that it did
not use the simulation of the distribution of electric field strength in the detector volume and did not
use the Monte Carlo method to simulate electric charge induced during initial interaction of gamma
radiation with detector material [10]. This is due to the fact that applied system of electrodes uses an
electrode system that creates spherical geometry of the electric field. Verification of the fulfillment
of the quasisphericity conditions for the collection of charge carriers is a key link in the manufacture
of the detector. In addition, the peak of departure is modeled, and this does not provide for any of the
mentioned methods.

Common to all techniques for modeling the total absorption peak in CdZnTe-based detectors
are taking into account the “pulling” of left half total absorption peak due to the contribution of the
slower “hole” component, as well as the use of experimental parameters. This is due to poor
knowledge processes of growing homogeneous defect-free single crystals of CdZnTe and CdTe and,
as a result, the inability to describe band structure of a specific sample from which the detector will
be made from generalized electrophysical characteristics. In addition, presence and quantitative char-
acteristics of defects, differences in the mobility and configuration of electric field, and influence of
the site primary interaction gamma quantum with the crystal cannot be foreseen. At the same time,
general view of the hardware spectrum for detectors made using the same technology is same.

When modeling the spectrum in this work, we used the analytical representation of the peak of
total absorption:

L 2
n(Ej)=ng exp{—(E'EzO)} +noFt (Ej): )
20
C(E;j-Ep)?
where Ft(Ei):{A-exp[B(Ei—Eo)]} 1-exp '—2 O is a function describing the left
26

“tail” of peak total absorption formed due to later collection of charge by holes ( F — symbol t from
“tail” — remainder); N(E;j) — number of samples in the channel corresponding to energy of gamma
rays E; ; Ny — peak amplitude; E0 — centroid peak; 0'2 — dispersion of the Gaussian distribution;
FWHM =20+vIn2 — full width of photopeak at half its height; A — parameter determining ampli-
tude of the function Ft ; B — parameter that determines decline of the function Ft ; C — parameter

defining “cutoff” of the function F ; 6=1 at Ej<Eq and 6=0 at E;>E,.

In this case, the peak of emission is described by a Gaussian distribution similar to the first term
of equation 2, shifted by the value of the experimentally determined parameter [11].
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The dependences of the values of parameters A and B obtained from laboratory energy with
exemplary sources are shown in Figures 1 and 2, respectively. The values for the two types of radia-
tion detectors based on CdZnTe and CdTe are given. The parameters were determined by comparing
the experimentally measured spectrum with the calculated model spectrum for various values of the
studied parameters. The obtained dependences are in good agreement with the data presented in [12].
This is because the detectors are made from raw materials produced by eV PRODUCTS. The litera-
ture indicates that the value of the parameter C, which determines “cutoff” of the function Ft ,150.7

for a large set of investigated detectors [12].

To represent Compton distribution u (E, E; ) we used the statistical test method (Monte Carlo
method), the most effective when considering radiation transfer in matter due to the statistical nature
of this process. This is explained by the fact that elementary scattering events occur on a free electron,
and therefore the properties of the crystal are not significant. In addition, scattering has a continuous
spectrum of secondary particles, and more statistics are needed for its correct presentation. Therefore,
it is optimal to use the Monte Carlo method, in which random motion of a particle is considered as a
certain trajectory, and its state at each nodal point is played using random numbers from the corre-
sponding distributions. It has been shown that modern implementation algorithms for this method
make it possible to achieve modeling accuracy of up to 1-2% [6, 11].

The distribution ,u(E, Ei) is the probability of scattering secondary electrons in the energy

interval and is determined by the Klein-Nishina formula:
W(ocl)docl = A(oc))[(a,al)dal,

f(a,al):“uh[l_lJ[% 11 J

a o1 a o1 o Ooq

SOL]_SOL,

(3)

where ¢, a1 — energy before and after scattering in units of electron mass; A(a) — normali-
zation constant.
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Figure 1 —The dependence of parameter A, which determines the amplitude of the function F, ,

on the energy of detected radiation: 1 — prototype crystal with a quasispherical contact design; 2 —
prototype crystal with planar contact design

In this case, maximum energy of a Compton electron is determined by the formula:

E . 4

Ex max = o2 @
1+i
2-E
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For monoenergetic gamma radiation, the maximum energy E of the Compton electron is calcu-
lated by the formula (4), and then the Monte Carlo model is used to construct a model of the Compton
distribution. When simulating the required portion of the instrument spectrum, the resulting distribu-
tion is multiplied by a correction factor, which is the detector constant and determines its character-
istic as “compton / peak’ ratio.
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Figure 2 — The dependence of parameter B, which determines the decay of the function Ft :

on the energy of detected radiation: 1 — prototype crystal with a quasispherical contact design; 2 —
prototype crystal with planar contact design

Then differential energy spectrum do(E)/dE for a large number of gamma rays in the decay
scheme has the form:

M
do(E)/dE= 3N (E)+Nesc (E)+r(E.Ej)] )
i=1
where M is the number of gamma lines in the decay scheme of the studied isotope.
The experimental spectrum S 5 (E) has a discrete character, therefore, the theoretical spectrum

is converted into a discrete form with a given energy window AE :
¢(E) = (dp(E)/dE)AE . (6)

A model of instrumental spectrum obtained by measuring the intrinsic radiation of a fuel
assembly can be obtained using expression (5) based on simulation results of the instrumental spectra
for each isotope present under the cladding of a fuel rod. In addition, in order to take into account
influence of isotopes present in small quantities, a correction in the form of a continuous distribution
was introduced during modeling. In order to ensure that the spectrum obtained on the basis of (5)
corresponds to the instrumental spectrum when measuring gamma radiation of spent nuclear fuel,
contribution of scattering in the fuel matrix and environment was additionally taken into account. The
resulting distribution is normalized to determine the absolute values; therefore, reference data on
differential cross sections for the interaction of gamma radiation with matter are used [10].

Based on the developed methodology and experimentally determined characteristics of
spectrometer, instrumental spectrum were simulated under various measurement conditions with
subsequent processing of obtained model spectra.

To verify the correct implementation, the spectrum of a **’Cs point source with random noise
was superimposed (Fig. 3). For comparison, Figure 4 shows the measured 137Cs spectrum from a
set of gamma-ray spectra. A characteristic feature of model is a more pronounced peak in the region
of maximum energy of Compton electrons.
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In addition, a peak in region of 210 keV and peaks in the X-ray region should be noted in the
experimentally obtained spectrum. The peak in the region of 210 keV is due to gamma rays, which
were subjected to Compton scattering in one of the materials surrounding the detector. Gamma rays
scattered by more than 110-120 °, will have almost the same energy values in the range from 200 to
250 keV. Consequently, the contribution of the monoenergetic source will be represented by many
scattered gamma rays whose energy is close to this minimum value.
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Figure 3 — Model of instrumental spectrum when measuring **’Cs point source
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Figure 4 — Hardware spectrum for measuring **’Cs point source

Conclusion. X-ray peaks are associated with the peculiarity of the organization of
measurements — location of the source, detector and protection, and are caused by the characteristic
radiation of lead from which the protection is made. Unfortunately, such peaks are rather difficult to
model, but this is not necessary, since in real conditions a collimator is used and these peaks are
absent.

The results of modeling the instrumental spectra during measurements of intrinsic gamma
radiation of SNF are close to those obtained previously. This confirms the conclusion that the
CdZnTe-based spectrometer made in this work satisfies the requirements for monitoring the state of
SNF in real time, identifying fuel assemblies containing fuel elements with an unpressurized cladding,
and determining the burnup of nuclear fuel using analysis of the activity of fission products.
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MOJIEJIOBAHHS AITAPATYPHHUX CIIEKTPIB CdZnTe-IETEKTOPIB

Y oaniit cmammi po3pobrena memoouxa mooeno6anHa anapamypHux CneKmpie, 00epicy8aHux
HpU GUMIPIOBAHHI 81ACHO20 2AMMA-GUNPOMIHIOBAHHA BIONPAUBLOBAHO20 A0EPHO20 NATUGA 3 PIZHOI0 2TUOU-
HOI0 8U20PAHHA | CMYnEeHem HezepmemuyHocmi 000oaouku meena. Mooenwv cnekmpy 0ocnioxzcysanoi men-
106UOINAIOUOT 30ipKU 00360UNA GUHAYUUMU YYMIIUGICIMb GUMIPIOBAHD | GUOPAMU ONMUMATLHUILL 4120~
pumm 00podKu cnekmpis. 3a paxyHoK yb020 CKOpOYeHi eumpamu Ha po3pooKy anapamuoi i npozpamuor
CK1A006UX CUCIEMU KOHMPOII0 CINAHY A0€PHO020 RATUGA.

Biominnicmo 0anoi memoouxu 6i0 i0oMux comoum é momy, wi0 He UKOPUCHLOBYBANOCA MOOe-
JII06AHHA PO3NOOLTY HANPYHCEHOCMI eNeKMPUUHO20 NOAA 6 00'cMi Kpucmana 0amuyuka i He 3ACMOCo-
eyeasca memoo Moume-Kapno 01a mooenrosannsn enekmpudnozo 3apaoy, iHOyKo6ano2o0 npu nepeuHHoMy
63AEMO0IT 2AMMA-6UNPOMIHIOBAHHA 3 KDUCMATLOM.

Excnepumenmansna nepesipka memoOuku Ha NPUKNAOL MOOEIO6AHHA CHEKMpA 6u-
npomintoganns oxcepena >'Cs niomeepouna egpexmuenicms 3acmocysanns cmeopenozo 6 0aniii podomi
cnekmpomempa na ocnogi CdZnTe-demexmopa: 6i0nosioHicmb 6uM02am KOHMPOJIIO CHIAHY A0EPHOZ0 na-
auea 6 pexcumi peanvHozo uacy; ioenmugpixauii TBC, wio micmumo TBEJI 3 nezepmemuunoii 06010HKO010;
GU3HAYUEHHA 6U2OPAHHA NANUGA HA OCHOBI AKMUBHOCMI NPOOYKMIE nOOITY.

Bnepwie 3anpononogano memoo o00poOKu GequKux nakemié CHEeKmpié 61ACHO20 2AMMA-6U-
HPOMIHIOGAHHA GIONPAUDBOBAHO20 A0EPHO20 nanuséd. Biominnoio ocoonusicmio memody € osoemanna
00pobKa cnekmpie: Ha nEPUIOMY emani 6U3HAYAIOMbCA NAPAMEmMPU, U{0 ORUCYIOMb UMIPAHI CheKmpu i
HeoO0XiOHI 013 podomu anzopummie ix 0OpoOKU Memooamu YUceaIbHo20 Oudhepenyilnsanna; Ha opyzomy
emani 3a 0ONOMO2010 YUX MEMOOi8 AGHOMAMU3I0EAHO 0OPOOIAIOMBCA BEIUKI MACUBU CREKMPIE 6 pexcumi
PeanvHozo uacy.
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anuii memoo 36inbutye mouHicms UMIpI06ans i HOGHONLY KAPMUHU POZNOOILY 6U2OPAHHA 3A 00-
cazom TBC. Ile € mexnonoziunoo 0CHOB80I0 CIMEOPEHO20 8 OAHIll poOomi Memooy momozpagii.

Kniouoei cnoea: napamempuuna naoiiinicmos, pomonpuiimanvni npucmpoi, Kpumepiii npayes-
oamuocmi, iOHI3YI04e UNPOMIHIOBAHHA, KDUCIATNIUHA CIMPYKMYpPa

1.T.H., mpo¢. Moxkpuukuii B.A., n.1.H., 1ou. Macjos O.B.,
A.T.H., 1o1. ban3zak O.B., k.T1.H., gou. Jlemenko O.U.
MOIEJIUPOBAHUE AIIMIAPATYPHBIX CIIEKTPOB CDZNTE-AETEKTOPOB

B oannoii cmamue pazpabomana memoouka Mooenuposanus annapamypHslx CHeKmpos, noayyiae-
MBIX HPU UBMEPEHUU COOCMBEHNO020 2AMMA-U3TIYHUEHUS OMPAOOmMasuLezo A0ePHO20 MONIUBA C PA3HOU 2JTy-
OUHOIL 6bI2OPARUA U CHIENEHDIO HezepMemUYHOCIU 000104Ku medna. Moodens cnekmpa ucciedyemoii me-
naoevloenauell COOpKU NO360aUNA ONPedeIUmsb YY6CHEUMEIbHOCb UIMEPEHUIL U 8bIOPAMb ONMU-
ManbHLL AN20pUmMM 00padomKu CnReKmpos. 3a cuem IMoz2o0 COKpPaujeHvl 3ampamal Ha PapadomKky anna-
PAMHOI U RPOZPAMMHOIL COCMAGNAIOUWUX CUCHIEMbL KORMPOIA COCMOANUS A0EPHOZ0 MONIUEA.

Omauuue 0aHHOU MemMOOUKU OM U3BECHIHBIX COMOUM 8 MOM, UMO He UCNOJIb308AI0Ch MOOETUPO-
eaHnue pacnpeoenenHus HAnPA}CEHHOCHU INEKMPUUECKO20 NOJIA 8 00beme KpUCMAlla 0amuuKka u He npu-
Mmensnca memoo Monume-Kapno ona mooenuposanus 3neKmpuieckozo 3apaoa, UHOYYUPOBAHHO20 npU
REPEUUHOM 63AUMOOCIICIEUN 2AMMA-UZTIYUEHUSA C KPUCIATIOM.

DKcnepumenmanvHaa NPOGEPKA MeMOOUKU HA RPUMEDPE MOOENUPOBAHUA CHEKMPA U3JIYUeHUs UC-
mounuxa **'Cs noomeepouna >¢ppexmusnocms npumenenus, co30anHoz0 6 0AHHOIl padome cneKmpo-
mempa na ocnose CdZnTe-oemexkmopa: coomeemcmeue mpetosanusam KOHMpPOAs COCMOAHUA A0EPHOZ0
monauea 6 pexcume peanvho2o epemenu; uoenmugurkayuu TBC, codepirrcawieit mein ¢ Hezepmemuunoil
0005104KOI; OnpedesieHUA 8bl2OPARUS MONIUEA HA OCHO8E AKMUGHOCHU NPOOYKM 068 Oe/leHUs.

Bnepevie npeonosricen memoo o0padbomku 601bUIUX NAKEMOE CREKMPOB COOCMBEHHO20 2AMMA-U3-
JAyYyenusa ompadomasuiezo A0epHo20 monauga. OmauuumenvHoil 0COOEHHOCHbIO MEmooda ABNAEMCA
08YXIMAnHAsa 00padomKa cneKmpos: Ha NEPEOM IMane ONPedeAonca napamempsl, ORUCHIEAIOUUE U3-
MepeHHble CHeKmMPbl U Heo0X00uMble 01 padomsl AN2OPUMMOE UX 00PAOOMKU MeMO0aAMU UUCENbHOZO0
oughchepenyuposanusn; Ha 6MopoM Imane ¢ NOMOULbIO IMUX MEM 0006 AGHMOMAMUIUPOBAHO 0OpaAdambléa-
omcs 601buIue MACCUBLL CREKMPOE 8 PEHCUME PedibHO20 8DEMEHU.

Jlannotii Memoo ysenuuueaem mouHOCHb UIMEPEHUI U NOTHOMY KADMUHbBL PACHPeOeeHUA 8bI20-
panus no oo6vemy TBC. Imo asnaemcsa mexHon02uueckoil 0OCHO60I CO30aHHO020 8 OAHHOI padbome Memooa
momozpaghuu.

Kntouegvle cnosa: napamempuueckas HadercHocmsb, homonpuemmuvie ycmpoiicmea, Kpumepuil
padomocnocodbnocmu, uoHU3UpPylOuiee usiyiueHue, KpUCmaaiauiecKkas CmpyKkmypa.
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UDC 681.3 PhD. Tolok 1.V. (VIKNU)
PhD. Lienkov Ye.S. (CRI Armed Forces of Ukraine IWT)

ALGORITHMS FOR MODELING PROCESS SPENDING AND REPLENISHMENT OF
RESOURCE GROUPING TECHNOLOGY

This article explores the basic initial steps for constructing an enlarged structural diagram of an
algorithm for modeling the processes of spending and replenishing resource of a grouping military objects
in normative planning mode.

The organizations responsible for operating the groupings have an important task of timely planning
for repair of weapons and military equipment (WME) and military equipment and supplies to the grouping
of new objects. Obviously, solution of such a problem is possible only on the basis of applying a mathemat-
ical model process of expenditure and replenishment of resource (PERR) of grouping objects, with which
you can predict the composition and resource of the grouping, and taking into account the forecast obtained,
find (calculate) optimal plans for replenishing its resource.

The article shows the results of studies various groups in terms of elucidating patterns of the occur-
rence of PERR in them. To do this, using the model, various grouping options can be generated with the
specified characteristics, as well as calculating the optimal plans for replenishing resource for a specific
group of military equipment (user groups), save these plans in a database, and then make refinement cal-
culations taking into account current changes in grouping.

It is assumed that by the time this algorithm is launched, all the necessary data structures have al-
ready been created in random access memory of the personal computer, user has already selected an imple-
mentation option for the grouping for which simulation is performed. Also, the number of implementations
of modeling process and coefficient specifying range of variation limit on the consumption of resource
objects (in percent) are given. In each iteration, process of PERR objects the i-th type is simulated at a given
forecast interval

Key words: complex objects of military equipment, process of expenditure and replenishment of re-
source, regime of normative planning.

Introduction and statement of problems. Complex objects of weapons and military equip-
ment (WME) are used for their intended purpose, usually as part of groups (military units, formations,
associations). Examples of such objects are radar stations, anti-aircraft missile systems, electronic
warfare stations, and others. Groups are created temporarily or on an ongoing basis to solve certain
problems in a certain territory. In order for the group to satisfy the requirements for its quantitative
and qualitative composition established for it. Quantitative composition (hereinafter simply compo-
sition). Groupings are determined by the number of objects various types that are available in the
group at a given time and are ready for immediate completion of tasks for their intended purpose. In
this case, the number of types objects and the distribution of the number objects by types must corre-
spond to specified grouping requirement. The qualitative composition of the group is determined by
residual resource of the objects available in the group. The larger average residual resource of group-
ing objects, more qualitative is its composition, the greater will be the duration of group's existence
in a state in which all tasks will be performed with required efficiency.

During operation of grouping, resource of individual objects is spent randomly, as a result of
this, qualitative composition of group deteriorates over time (“safety margin” of group decreases).
After exhaustion of resource by individual objects, their operation should be stopped, objects that
have exhausted the resource should be repaired, restoring resource, or decommissioned (irrevocably
removed from the group). To maintain required efficiency of functioning of the grouping, it is neces-
sary, instead of decommissioned objects, to put in the grouping new objects of corresponding types.

Thus, for higher bodies (headquarters) responsible for operation of group, an important task
arises of timely planning of repair military equipment and supplies to the group of new facilities.
Obviously, solution of such a problem is possible only on the basis of applying a mathematical model
process of expenditure and replenishment of resource (PERR) of grouping objects, with the help of
which it would be possible to predict composition and resource of the grouping, and taking into ac-
count forecast obtained, find (calculate) optimal plans for replenishing its resource.
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Therefore, an important problem is the modeling of processes for determining and replenishing
the technical resource of grouping objects. To do this, it is necessary to solve two problems.

1. To explore various groups in terms of elucidating the patterns of the occurrence of PERR in
them. To do this, using the model, various grouping options with specified characteristics can be
generated.

2. Calculate the optimal plans for replenishing resource for a specific group of OME objects
(user groupings), save these plans in database (DB), and then make refinement calculations taking
into account current changes in the grouping.

Analysis of recent research. Recently, research in Ukraine aimed at improving the processes
technical maintenance of military equipment, its restoration and modernization is being restored in
Ukraine [1-8]. So, in [1, 4, 5], models process of research and replenishment of resource objects of
complex radio engineering were investigated. In [2], new technologies for determining the reliability
of objects were proposed. In [3], optimal system of scheduled repairs for individual objects was pro-
posed. In [6], maintenance was offered “as-is” with an adaptive change in the frequency of control.

In [7-9], the authors have come close to studying the grouping of objects to optimize the num-
ber of repair bodies and evaluate effectiveness of maintenance military equipment. This is all the
basis for development of an algorithm for modeling PERR of grouping objects.

The basic results of research

The integrated structural diagram of modeling algorithm. In figure 1 shows an enlarged
structural diagram of the algorithm that explains structure of computation process that is implemented
when modeling PERR grouping. In fact, this is an algorithm that is implemented by operator 8 (“Mod-
eling”) of the algorithm circuit shown in [1].

It is assumed that by time this algorithm is launched, all the necessary data structures have
already been created in the PC’s RAM, the user has already selected implementation of GR grouping

for which simulation is performed. Also, the number implementations of modeling process N, and

coefficient KV, specifying range of variation limits on the expenditure of resource objects (in
percent) are given. In each iteration, process of PERR objects of i-th type is simulated at a given
forecast interval T . As a result of the simulation, functions T of average values R, (t), N, (t),

N, (), N
on PC screen in form of graphs. Corresponding averages are accumulated according to results of
implementation of the real-time simulation of real-time simulation. The operation of the algorithm
briefly consists in following.

Operator 1 sets the initial value of iter variable, which is used to count the number of completed
simulation implementations.

Operator 2 creates a copy of List_O list, which contains information about the objects of GR
grouping. Operator 3 increments value of iter variable by 1, thus forming the number of current iter-
ation. Operator 4 restores the initial state of List_O data from the copy. Operator 5 generates random
values of resource consumption limit by individual objects that are part of the grouping. This is done
by executing the following statement for each object:

0.Lim:=0.Lim0-(1- KV, /100/2) +R,

where O.Lim0O —is the initial value of the resource spending limit specified for object O (h/

year);

(t) and N__.(t) (VteT,) predicted on the interval are formed, which are displayed

cni

— user-specified value of the coefficient of variation of the limit of spending the re-source of
objects (in%);
R — is a random variable uniformly distributed in the interval .

62



GR, Tipl, N , K¥__

| incliter) |

Recovery
List U

on COpy

. |
Fandom event
generation 0.Lim

{wlelist_0)

; |
Model PRWE:

Ei,F N (6, F_ 6§ (&

Save of regulatory
plans in the DE

Figure 1 - An enlarged block diagram of modeling algorithm

Operator 6 (procedure Model PERR) imitates ERR process with objects of GR grouping. In-
side this procedure, information is accumulated necessary for constructing function schedules, and
regulatory plans for repairing, decommissioning and delivering new objects to the group are also
formed. An algorithm that implements this procedure is discussed in detail below.

Operator 7 checks the condition for a given number of iterations. If not all iterations have been
completed, control is transferred to operator 3 and the simulation process continues. If all iterations
are completed, the simulation process is interrupted, and operators 8 and 9 are executed. Operator 8
displays function graphs on PC screen, operator 9 saves the generated normative plans for repairs,
write-offs, and deliveries of new objects to database. This completes work of the algorithm.

The modeling algorithms implemented by the Model_PERR procedure are slightly different,
depending on program mode selected by the user. Let's consider these algorithms separately.

Regulatory planning mode. Consider structural diagram of the simulation model algorithm
(SM) of PERR (procedure Model_PERR) in the standard planning mode without delivery of new
objects. The block diagram of the algorithm in this mode is shown in Fig. 2.

The initial information for the algorithm is GR and TipO data structures created in the main

memory at time the algorithm started to execute. The output of the algorithm are functions R_ (t),

N}:i(t)’ Iqp}:i(t) and Nani
stored in the arrays of simulation results.

(t), as well as the standard repair IT}, and decommissioning II; plans
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Figure 2 - Block diagram of the algorithm for modeling PERR in regulatory planning mode

Simulation parameters (in addition to the selected Reg_p forecasting mode) are:

- type of objects for which calculations are performed (data on the type are available through
TipO pointer);

- duration of operation period of the grouping DT_MOD,;

- date corresponding to the beginning of specified period of operation DO_MOD;
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- interval discreteness modeling RWR DT.

These parameters are entered by the user from PC screen immediately before starting simula-
tion.

The idea of the algorithm is very simple - it consists of two cycles: the external (by i), in which
the operation time intervals of group are sorted, and the internal (by j), in which the group objects of
a given type are sorted.

The external cycle is implemented by operators 1, 19, and 20. Operator 2 generates the current
model time tand initializes variables R, N, and N__ inwhich total resource, total number of work-
able objects in the group, and total number of objects that are currently under repair will be accumu-
lated.

The inner loop (operators 3, 16, and 17) is re-executed for each value of the model time t. In
this cycle, all elements of the GR.List_O list are enumerated - a list of pointers to objects that are part
of grouping. Operator 4 selects a pointer to the j-th object from this list.

Operator 5 checks the current state of object 0.s. If 0.s= 0, then the object is currently in a
healthy state and performs the task as part of grouping. Operator 6 simulates consumption of an ob-
ject’s resource over a period of timedt =[t - dt,t] by executing the following instructions:

O.R,=0.R , —dt-0.Lim0/12;
o.T_,=0.T_-dt,
rne O.R_mO.T _ —

where 0.R_ and O.T__ —value of the residual resource and residual life of object at time t;

0.Lim0 —annual limit of the resource consumption of the object;
dt — is the value of the discrete interval (dt = DT).
Operator 7 checks condition of exhaustion resource of object at time t:

(O.R,<0)v(OT, <0).
If this condition is not met, then operator 8 is executed, in which the current total resource R

and number of objects in grouping are calculated N .

If the resource of the object is not exhausted, operators 9-11 are executed. The operator 9 checks
whether the set number of scheduled repairs has been completed. If “no” (remaining number of re-
pairs 0.N ., . >0), then operator 10 is executed, which simulates the transfer of an object to a repair

state. In this case, following actions are performed:
0.s:=1; —sets a new value for the state variable of object;
0.7, =TipO z; — value of duration stay object in repair;

0.P, =GR.DO, +t-30; — planned (normative) time of sending the object for repair is

formed:
inc (Ng,,);— current number of objects under repair is calculated.

If all the set (normative) number of scheduled repairs the facility © (0.N =0) is com-

OCT Kp

pleted, then operator 11 is executed, which imitates conversion of the facility to a decommissioned
state. In this case, following actions are performed:
0.s :=2; — value of the state variable is set to the state "object decommissioned";

0.P,=GR.DO,_, +t-30;—value of planned time to write off the object is formed.

If during execution of operator 12 it is discovered that the object is in a repair state (O.s=1),
then operators 13-15 are executed that simulate the object being in repair. The operator 13 checks

condition for completion of the repair. If the repair has not yet been completed (O .z >0), then

operator 15 is executed, simulating the continuation of the repair:
0.7, =0.r, —dt; —residence time of the object in the repair is reduced by dt;
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inc (N ,,); —current total number of objects under repair is calculated.

If the repair is completed (O .z, ) <0), then following actions are performed:

dec (N, ) — unitdecreases the residual number of scheduled repairs of the facility O;

0.R,, =TipO.R_,; —simulated replenishment resource of the object as a result of repairs;
0.s:=0; — simulates the restoration of operational state of the object;
inc (Ny); — total number of workable objects in the group is calculated.
Next, operator 16 counts the number of objects j for which simulated actions were taken to
expend and replenish the resource in current interval dt. If these actions (3 < ‘GR . Listd) have not

yet been performed for all objects, then operator 17 transfers control to operator 2 and then execution
of operators 2-17 is repeated as described above. The cyclic execution of operators 2-17 ends after

conditionismet j=|GR. Listct. InvariablesR,, N, and N, , values corresponding to the group-

ing state at the current time t will be generated.
The operator 18 displays obtained values on the PC screen R,, N, and N, in the form of
points on the function graphs, and. Next, operator 19 provides a transition to next time section t (forms

the number i of the next point on the time axis). Operator 20 checks the condition for completing the
graphing. If all points of graphs (1 =n_max) are formed and displayed, then operation of the algo-

rithm ends here.
As an example in fig.3 shows graphs of functions R, (t), N (t) and N_(t) obtained as
a result of execution of considered algorithm. The graphs are given for the case when the group con-

tains 10 objects of type Type-1 (Type-1 is the name of type objects in TipO structure). The maximum
number of repairs after which the object must be written off is set to 2.

In the upper graph in fig.3 shows function of total resource ﬁzi (t) (for objects of type Type-
1). The bold line shows the initial part of function, which displays the forecast for the case if no

planned repairs (PR) are carried out. With a thinner line, this same function represents the forecast,
provided that PR are carried out within the standard time frames established for this type of object.
The lower graph (in red) shows the graph of the function N . (t). Also, the bold line shows the initial
part of the graph for the case if PR had not been carried out, a thinner red line shows the continuation
of same function, provided that all PR are carried out within the established regulatory periods. The
lower graph in the same coordinates shows a graph of the function, which displays the number objects
that are in a state of repair at each moment of time (currently missing in the group).

In fig. 3a shows results for the case of performing 1 implementation of modeling process, in
fig. 3b - for 100 implementations. Comparing the graphs in these figures, we can see that with a large
number of implementations, average time for sending to the 2-nd repair and the time for writing off
objects become more “blurred”, stretched over time. This is consistent with the physical meaning of

average indicators (average number of objects under repair Nwi(t) and the average number of
objects remaining in the group N_,(t)).
The graphs (in the upper right corner) show the values of quality indicators Q,, and Q,, (Qg,

- in upper graph, Q,, - in lower).
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Figure 3 - Example of simulation results (Normative planning mode)

On the form of simulation results (to the right of graph NZ (1)), value of the grouping resource

rpym (duration of groupi

number of objects N.”

ng with the required composition) is displayed. In this example, the required

=8. Under this condition, the group’s resource is 13 years 11 months. (one
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implementation) and 14 years 3 months. (according to the predicted average composition). The dis-
crepancy between corresponding values at 1 and at 100 implementations is quite understandable,
since the predicted functions are different.

The initial grouping resource Rr‘;ym is also displayed, defined as the grouping resource, pro-

vided that no repairs are made to restore the resource of the objects. The initial grouping resource in
this example is 1 year 3 months. (with 1 and with 100 implementations).
The graphs corresponding to the initial resource are shown in bold lines in figures.

Along with the functions Ry, (t), Ny, (t) and N__,(t) as a result of the simulation, a plan of
repair and decommissioning of grouping objects is also formed, corresponding to the specified inten-
sities (limit) of the resource consumption of objects O.Lim0O and the established standards for re-
plenishing the resource TipO Ry TipO T, and TipO N, -

The plan of repair and decommissioning of objects is displayed in a separate form when you

click the Plan of repair and decommissioning button (fig. 3). The form in which this plan is dis-
played is shown in fig 4.
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| Mvner -4 4 23.01.2018 142, # i, 2 if 2 i 08,20 - 11,20 - 03.29 - 03.30
| ryer -5 8 23,01,2018 1772,9 76,2 10 2 0 [0220-04.20 - 01.29- 12.29
| Mymer -6 6 23,01,2018 1020,8 4626,5 in 2 0 |0522-11.22 - >

MyHeT - 7 7 3,01, 2018 17678 St 10 H a 08.18 - 08.18 - 07.27 - 05.28
| rvier -8 |8 23,01, 2018 1754,1 2306, 9 in0 z il 0:4.19 - 06.19 03.28 - 05.29
E MyHer -5 @ 23,01,2018 16,6 BER,5 in z i 04.22 - 09.22 10.30 - 01.32

Figure 4 - PC screen view when displaying form of the repair plan and decommissioning of
grouping objects (Regulatory planning mode)

Planned dates for repair and decommissioning of objects are displayed in the three right col-
umns of the table. The minimum and maximum values of the planned repair and write-off period,
obtained as a result of forecast calculations, are displayed.

The table also displays additional information about the characteristics of facilities: location,
serial number, production date, etc. In the case of a virtual grouping, this information is automatically
generated when it is created. In the case of user grouping, all this information is set by the user.

Conclusions. This article explores the basic initial steps for constructing an enlarged struc-
tural diagram of an algorithm for modeling the processes of spending and replenishing the resource
of a grouping of military objects in normative planning mode.

In the future, a regulatory planning regime will be developed taking into account the supply
of new objects to the grouping.
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K.1ea.H., aou. Tosok I.B., k.T.H. JIeHKOB €C
AJITOPUTMHU MOJIEJTIOBAHHSI ITPOILIECY BUTPAT I 3AIIOBHEHHS PECYPCHOI
I'PYIOBOI TEXHOJIOT'TI

B oanini cmammi 0ocnidiceno ocrnoeni nouamkogi 0ii 3 no6yooeu yKpynHenoi cmpyKmypHoi cxemu
anzopummy MoOeIl06AHHA NPOUECié GUMPAYAHHA MA NONOGHEHHA DPecypcy YZPYNOBAHHA 8IliCbKO8UX
00'€Kmie 6 pexrcumi HOpMAMUBCHO20 NAAHYBAHHA.

B opeanizauiax, eionogidanvHux 3a exkcniayamauilo yZPynoeéanv, GUHUKAE 6aAjiCIUEEe 3A60AHHA
CB0CUACHO20 NIIAHYEAHHA PEMOHMY 00'cxmie 030poenns i sliicbkoeoi mexnixu (OBT) i nocmasok ¢ yzpy-
noeamnHa Hogux 00'exkmis. Oueeuono, U0 PiieHHA MAKO20 3a60AHHA MOMCIUGE JIUUIe HA OCHOGI 3ACMOCY-
6aHHA MameMamuyHoi moodeni npovyecy eumpadanns ma nonoguennsn pecypcy (IIBBP) 06'ekmis yzpyno-
8aHH3, 30 OONOMO2010 AKOT MONHCHA NPOZHO3YEAMU CKIAO i Pecypc YZPYNOBAHHS, i 3 yPAXYBAHHAM OMPUMA-
HO020 nPOZHO3Yy 3HAX00UmMU (PO3PAX08Y8AMU) ORMUMATIbHI NAAHU 3AN08HEHHA 1T pecypcy.

Y cmammi nokazani pezynomamu 0ocniorcenv pizHux y2pynoeans 3 mouku 30py 3'acyeanns 3aKo-
Homipnocmei npomikannsa ¢ nux IIBBP. /[na yb020 3a 00nomoz2010 M0o0ei Moyicymoy 2eHepyeamucs pizni
eapianmu yzpynoeamns i3 3a0aHUMU XAPAKMEPUCMUKAMU, 4 MAKOXMC 30IHCHIONOMbCA PO3PAXYHKU ORMU-
MAIbHUX NAHIE NONOBHEHHS PECYPCY 011 KOHKPEMHO20 YZPYNOGAHHA 00 €Kmie 8ilicbK080T mexHiKu (yzpy-
HOBAHHA Kopucmyeaua), 30epizamu yi nianu é 06a3i 0anux, a NOMIiM RPOEOOUMU YHOUHIOIOU POIPAXYHKU
3 YPAxXyeaHHAM NOMOYHUX 3MIH 6 YZDYNOBAHHL.

Ilepeobauaemocs, uio 00 MOMEHMY 3ANYCKY UbO20 AIZOPUMMY 6 ONEPAMUBHII nam 'ami nepcoHalb-
HO020 Komn'tomepa ejce CmeopeHo 6ci HeOoOXIOHI cmpyKkmypu Oanux, Kopucmyeauem eice o0Opanuil
eapianm peanizayii y2pynoeanns, 011 AKoi npoeooumuca mooentosanns. Taxooc 3a0ano yucno peanizauii
npoyecy mooenioéanna i Koeghiuiecnm, wio 3aoac OianazoH 6apit0GAHHA JIIMIMY GUMPAUAHHA pPecypcy
00'cxkmie (y éiocomkax). Y Koxcniit imepauii imimyemuocs npoyec IIBBP 06'ckmie i-20 muny na 3adanomy
iHmepeani npozHo3yeanns

Kniouosi cnosa: cknaoui 06'ekmu 6ilicok060i mexuiku, npoyec sumpauanHHs ma NONOGHEHHA pe-
Cypcy, Pexcum HOPMAamueHo20 NIIAHYEAHHA.
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K.Nea.H., 1o1. Toaok U.B., k.T.H. JleHkoB Eg
AJI'OPUTMBI MOJIEJINPOBAHUSA ITPOIECCA PACXOJAA U 3AITIOJIHEHUSA PECYPCHOU
I'PYIIIOBOM TEXHOJIOI'U

B oannoit cmamove uccnedosansl 0CHO8HbIE HAYATbHBIE OCICHEUA NO NOCIPOEHUIO YKDYNHEHHOU
CMPYKIYPHOU CXeMbl AN2OPUMMA MOOETUPOBAHUA RPOUECCOE PACX0008AHUA U B0CNOJIHEHUA pecypca
2PYRRUPOGKU B0CHHBIX 00BEKMO8 8 PedcUMe HOPMAMUBHO20 NIIAHUPOSAHUA.

B opzanuzayuax, omeemcmeenHbIX 3a IKCNIIYAMAaAyUuIo 2PYRRUPOGOK, 603HUKAEM aAJICHAA 3a0aud
C60EBPEMEHHO20 NIAHUPOSAHUA PEMORMA 00bEKMO8 800pyHcenusa u oennoii mexnuku (BBT) u nocma-
60K 6 ZDyNnRUpPOBKy HO8bIX 00bekmos. OuesuoHo, Ymo peuieHue MaKoli 3a0a4u 603IMOHCHO MOAbKO HA OC-
HO6e NPUMEHEHU MAMEMAMUYECKOU MOOenu npoyecca pacxo0o8anus u eocnoanenus pecypca (IIPBP)
00beKmo8 ZPynnupoeKu, ¢ ROMOULIO KOMOPOI MONCHO RPOZHO3UPOBANL COCMAE U PECYPC PYRRUPOBKH,
U C YUemom noayueHH020 RPOCHO3a HAX00Ums (PACCUUMbBIEAMb) ONMUMATIbHbIE NIAHLL 60CHOJIHEHUA ee
pecypca.

B cmamue nokazanvl pe3ynsmamul ucciedo08anuil paziudHslX ZPYRRUPOGOK ¢ MOYKU 3PEHUS BbLAC-
HeHus 3aKoHomepHocmeit npomexkanusa ¢ Hux IIPBP. /[na 3mozo ¢ nomowibio Mooeau mMozym 2eHepupo-
6amMbCA PA3IUYHbBLE 6APUAHMBL ZPYRAUPOGOK C 3A0AHHBIMU XAPAKMEPUCMUKAMU, A MAKICE RPOU3BO0AMCA
pacuemvl ONMUMATbHBIX NAAHOE 60CHOJIHEHUA Pecypca 01 KOHKPEMHOI 2PYRRUPOBKU 00BEKM 08 80€CH-
HOIl MeXHUKU (SPYRRUPOEKU NOIb308aAMeEN), COXPAHAMD IMU NIAHbL 8 Da3e OAHHBIX, a 3amem HPoOU360-
Oumb ymouHaIouue pacuemasl ¢ yuemom meKyujux u3mMeHeHull 6 ZDYnnupogKxe.

Ilpeononazaemcsa, umo K MOMEHmMY 3anycKa I3mMo20 ai20pumma ¢ ONEepamueHoll NAMAMU nepco-
HAIbHO20 KOMRbIOMeEPA yiHce cO30anbl 6ce HeodX00uMble CIPYKMYpPbl OAHHBIX, NOJIb306AMENEM YIHCE Bbl-
Opan eapuanm peanuzayuu ZPYRRUPOEKU, 011 KOMOPOU npouzeooumca mooeanuposanue. Takoce 3a0ano
YUCN0 Peanu3ayuil nPoyecca MoOeIUpoBanusa u KoIhpuyuenm, 3adaouiuii OUanazon apbupoCaAHUA au-
Muma pacxo0oeanusn pecypca 00vekmos (6 npouyenmax). B kasxcooit umepayuu umumupyemca npoyecc
IIPBP 06vexkmog i-20 muna na 3a0aHHOM UHMEPBAE NPOZHO3UPOCAHUA

Knioueevie cnosa: cnoicuvie 00veKmuvl 60eHHOU MEXHUKU, HPOUECC PACX0006AHUS U 80CNOTIHEHUA
pecypca, pexcum HOpMAMUEHO20 NIAHUPOBAHUS.
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TH®OPMAIIIIHI TEXHOJIOT'Ti

YK 004.413.4 .1.H., upod. Januk FO.I'. (HYOY)
Baosenko C.I'. (HYOYVY)

JJAHIIOT'OBI E®EKTH B KIBEPIIAX

Y cmammi npeocmasneni pezaynomamu 0ocnioxcens ocodnusocmeit 2iopuonoi eiitnu, aka eiooysa-
emoca 6 YKpaini ma inuiux oeprcasax 6 kivepnpocmopi. Bcmanoeneni pons i micye nanyrozoeux egpexmie
ma acumempuuHux 0ecmpyKmueHux oiil y cehepi ingpopmayiiinoi ma xivepoeznexu. Y 36’°a3Ky 3 mum, uio
Ha yell Yac eHepzemuKa € 6a306010 2ay3310 HAWIOHANbHOT eKOHOMIKU Ma HAUIOHANbHOT De3neKu 0y0b-aKol
oeporcagu, 0coOIUB0CHI KOMNIEKCHUX 0eCMPYKMUBHUX Kibep-, inghopmauiitnux ma KozHimuenux oiit ma
6én1ueie ¢ Kibepnpocmopi ma uepes Kibepnpocmip po3enaHymi Ha NPpUKIadi enepzemuunoi cghepu 3 ypaxy-
GAHHAM 3a2P03, PUUKIE Ma 0Cco0aUBOCHIEll KIDEpEnIugie Ha cucmemu i 00’ ckmu KpumuyHoi ingppacmpy-
KMypu naaueo-eHepeemuunoz0 Komniekcy. Akmyanvnicms 3abe3neuenns enepzode3nexku oeprcag ceimy
3pocmae, npo wio ceioUUmb nepeiad eHepzemuyHux cmpameczii pozeumky €epocorw3sy, CIIIA, ma inwiux
Kpain. 3a noznadamu psaoy 6imuu3HAHUX Ma iHO3eMHUX (haxieyie, enepzemuKa 3 2any3i eKOHOMIKU nepe-
meopunacsa Ha incmpymenm zeonojimuku. Bio it edhekmuenozo, Hadiiinozo 1 cmanozo QyHKuionyeanus
3HAYUHOIO MIPOIO 3a71€Xcamp PieeHb HAUIOHATLHOT 0€3neKU 0epicasu 6 Yinomy, memnu CmpyKmypHux ne-
pemeopeHs 6 eKoHoMiUi, 3a0e3neueHHss NOMpeod HaceleHHs, CYCRITbHOZ0 6UPOOHUNmMEa ma 0ooponu. 3a-
CHOCYBAHHA HA 00°€KMAx KpUmuyHol inghpacmpykmypu 0eprcasu cyuacHux KOMn’omepuux, ingpopma-
UIHO-MeNeKOMYHIKAUIIIHUX Mma KiOepmexHoa02iil 6UMa2ae 6nPO6AOIHCEHHA ma 30iliCHEHHA 3aX00i6 i3 Ki-
bepoe3nexu, npomudii Kibepmepopusmy ma 3ade3neueHHs Kivepoooponu. Buznaueni naioinow earcnuegi
acnekmu yux énJiueie, 3anPONOHOBAHI RIOX00U U000 PO3POOKU OOTPYHMOGAHUX OP2AHI3AUITIHUX ma me-
XHIUHUX 3aX00i8 U000 3abe3neuenns Kibepoe3neku cycniibcmea i 0epicasu 6 CyHacHuUxX ymogax.

Kniouoei cnoea: kibepoesnexka, Kidepodopona, KOMHIAEKCHUN IHOpMayiiino-Kidepnemuunui
6NIUG, 00’ EKMU eHepzemUKU, PO3N00i1eHO-30cepedrceHlil Kibepenue, Kibepeniue 3 1aHUI0Z08UM edeK-
mom

Beryn Ta nocranoBka npo6saemu. Po3Butok iHpopmaniiHuX Ta KibepTeXHOoIorii Ta riaoba-
JpHA 1H(pOpMAaTHU3aIlis MPU3BEIH J0 TOTO, 110 iH(OopMaIlliiiHa Ta kibepcdepu cTanu 00’ €KTOM pi3HO-
MaHITHUX JIECTPYKTUBHUX BIUTUBIB Ha ycCi chepH TisSIIBHOCTI CYyCHUIbCTBA Yepe3 KibepnpocTip, SKUi
JIOTIOBHUB ICHYIOUH: CYXONyTHUH, MOPCHKUM, OBITPSIHUN, KOCMIYHUMN, Ta cTaB c(heporo KOH(IIIKTIB
1 MoxuinBUX OoioBux Aiit [1,2]. [Ipu ubomy BigOyBaeThcs 3MiHA TpaAULIIHHUX (OPM 1 CIIOCOOIB Be-
JeHHs1 TpoTHOOpCTBA. binbie Toro, MaitOyTHs BiifHa MOke OyTH CIpPOBOKOBaHA B KiOepIpocTopi.
CyuacHe cycHniIbCTBO MPAKTUYHO MOBHICTIO 3aJISKUTh Bijl cTaHy Oe3neku iHpopMamiiHoi iH]pa-
cTpykTypu. He numie ypsiioBi CTpyKTypu JAepiKaB, aje W 3JI0YMHHI Ta TEPOPUCTUYHI OpraHizarii
OTpPUMaJIM MOXJIMBICTh BUKOPUCTaHHS TNI00AJIbHOI MEepexXi JJIs TOCATHEHHs cBOIiX Iuiell. Yepes e
3a0e3neueHHs Oe3neku Kidep- Ta iHpopMalliiiHoi iH(pacTpyKTypH 00’ €KTIB YIPaBIiHHS € HaJBaX-
JIMBOIO YMOBOIO 3a0€31e4eHHsI 000pPOHO3/1aTHOCTI AeP>KaBH, ii EKOHOMIYHOTO Ta COLIaJIbHOTO PO3BU-
TKY.

Buxoasuu 3 1b0ro, HeOOXiTHICTH TOOYT0BU e(heKTUBHOI KiIOEpOOOPOHH CITiJT pO3TIAIATH Yepe3
MpU3My PHU3HUKIB Ta 3arpo3, [0 MpUTaMaHH1 CBITOBI Ta Hacammepes Juisl YKpaiHu y mepiiid uBepTi
XXI cromitrs. ['iOpunna BiiiHa, sika iiae Ha TepuTopii YKpainu, pakTUYHO OXOIUTIOE Bee OlIblie yya-
CHHKIB y BCbOMY CBITI. Lle KOHQITIKT, B SIKOMY CTUPAIOThCSI BIIMIHHOCTI MK O€31ocepeIHbO BIHHOIO
B 11 KJJaCHYHOMY PO3YyMiHHI, 1 TOJIITUKOIO Ta €KOHOMIKOIO, MK BiICbKOBUMH ¥ IHIIMMHU ii y4acHU-
KaMM Ta MUPHUM HacesleHHsM. ['iOpuana BiliHa € BUCOKOTEXHOIOTTYHUM KOH(IIIKTOM, MPOJIOBKEH-
HSIM TOJITUKHU AeprkaB (KOATIiH, MOJITUYHUX YrpyloOBaHb, TPaHCHAIIOHAIBHUX KOPIIOpAIliif TOIIO)
3 METOIO HaB's3yBaHHS OIMIOHEHTAaM CBOET BOJII 32 JIOMTOMOTOI0 KOMIUJIEKCHUX aIallTUBHUX 1 aCUMET-
PUYHUX CUHXPOHI30BaHUX BIUIMBIB Ha HHUX Y PI3HUX MPOCTOpax Ta chepax 3 MOEAHAHHSIM KOHBEH-
IMHOT 1 HEKOHBEHIIMHOI CKIIAIOBUX, 3a0€3MeUeHHsIM 0araTOBUMIpHOCTI, MYJIbTUILTIKATUBHOCTI Ta
CUHEPreTHYHOCTI PE3yJbTaTIB 1 BUCOKOTO PIBHS HEBU3HAYEHOCTI ISl OMOHEHTIB MIOI0 KiHI[EBUX IIi-
JieH 1 IUIAXiB iX JocsiTHeHHs. ['10puaHa BiliHA HE OTOJIOMIYETHCS 1 TOMY HE MOXKe OyTH 3aBepIilieHa B
KJIACUYHOMY PO3YMiHHI 3aBEPILICHHS BOEH 1 BOEHHUX KOHQIIKTIB. Lle mepmaHeHTHa BiliHA 3MiHHOT
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IHTEHCHUBHOCTI. JIeCTpyKTHBHI BIUIUBU B Hil CYNPOBOKYIOTHCS, SIK TIPABUIIO, JIAHIFOTOBUMH €(eK-
TaMU 1 CHHEpreTHYHUMU Haciiakamu. Y TiOpUAHUX BiMHAX B Till 9M 1HIIIN Mipi CBIJOMO YU HECBI-
JIOMO 3aJIisSIHE HE TIJIbKH BCE HACEJIEHHS KpaiHH, sKa cTaja 00'eKToM arpecii, a i Mb>KHapOHE CITiB-
TOBApPUCTBO. Y T1OPUIHUX KOH(IIKTaX BICHKOBI A1l MOEAHYIOTHCS 3 IHITMMHU, TOJIOBHUM YHHOM €KO-
HOMIYHUMH, TOJITHYHUMH, TUIUIOMATHYHUMU, 1H()OpMAIIHHUMH, TICHUXOJIOTIYHUMH, KiOepHeTHY-
HUMU, KOTHITUBHUMHU ¥ 1HITUMU JTISIMH, SKi KOMIUIEKCHO MIPU3BOSATH JJO CUCTEMHOI AecTa0imi3alii B
yCix cdepax KUTTS 1 JiSTTbHOCTI JIepXKaBH, sKa € 00'€KTOM arpecii.

Ki6epsiiina (Biitna y kiOeprpocTopi) — CKlaJiHe CYCHUIbHO-TIONITHYHE SBUIIE, 110 BiIOMBa-
€THCS B IPOTHOOPCTBI HEIPUMUPEHHUX CTOPIH B KiOEPIPOCTOPI 3 BUKOPUCTAHHSIM KiOep30poi, 3aco-
01B K10EpPO3BiAKH, 3aXUCTY 200 BILTUBY IS 3aBAaHHS MaTepialibHUX BTPAT (30UTKIB) CYTPOTUBHUKY
1 MiHIMI3aIlii 0ocoOuCTUX BTpaT (30MTKIB) B €eKOHOMIYHIM, BIHCHKOBIM, MOJITHYHINA Ta 11€0JIOTTYHUX
chepax. Ha BigmiHy BijJ 1HIIMX JECTPYKTUBHUX BILUIUBIB, a00 BiiHM, BOEHHUX 4YM OOHOBHUX il Ta
KOH(JTIKTIB, KiOepBiifHa HE OTOJIOIIYETHCS, a SIKIIO TOYMHAETHCS — TO HE 3aKiHUYeThCcs. BoHa MoXke
OyTH 3aKiHUEHA JIMIIIE Y BUTIAKY 3HUKHEHHS (3HHILCHHS) KiOepIpocTopy.

Kibep30pos — cyKynHICTh TEXHIYHUX, TPOTPAMHUX Ta IHIINX 3aCO01B, MPU3HAYCHUX JUIS 311~
CHEHH$ JECTPYKTUBHUX BIUIMBIB HAa BU3HAYEHI €JIEMEHTH KiOepIpoCcTOpy NPOTUBHUKA 3 METOIO BHU-
BEJICHHS 1X 3 J1a1y, a00 - Ha eJIEMEHTH YIPaBIIHHS Yyepe3 KiOepIpocTip 3 METOI0 TOPYIISHHS TPOIIe-
ciB ynpasmninus [3]. 3 acoOu kibepBIUIMBY 1€ MEPIII B iCTOPii JIt0ICTBA 3ac00M 6OPOTHOH, SIKI peaibHO
ICHYIOTB 1 3aCTOCOBYIOTBCSI, ajie 0e3 MOBHOTO pOo3yMiHHS 1 KOHTpOIro [3]. B kitachmuHOMYy po3yMiHHI
KiOep30por1o 1111 KOHTPOJIb Ta Ha OOJIIK 32 HOMEpaMH Ta KOMILJIEKTHICTIO B3SITH HE MOJKJIMBO.

KifdepBmiuB — CyKynmHiCTh peaii3oBaHUX MiIpO3aiiaMu Ki0epoOOpoHH 32 €TMHIM 3aMHCIIOM
Ta 1]l €JUHUM KE€PIBHULTBOM OJHOYACHUX a00 MOCIiJOBHUX B3a€MOIIOB’3aHUX 32 METOIO 1 3aBJIaH-
HSIMU Kibeparak Ta/abo KibepyaapiB, CIpIMOBaHUX Ha BU3HAYEHI €JIEMEHTH KiOepIpoCTOpy MPOTHB-
HUKa 3 METOI0 MOPYIIEHHS iX (YHKIIOHYBaHHS (CTaHy), a00 - Ha eeMEHTH YIPaBIliHHA yepe3 Kide-
PIIPOCTip 3 METOKO IOPYILICHHS NPOLECiB ynpapiinHs [4]. Moro ckianosi: mporpaMHo-KoMi I0Tep-
HUH BIUIMB; (DI3MYHMIN BIUIMB HA OPTaHM 1 CUCTEMH YIIPaBIIiHHS; paJioeIeKTpOHHE MoJIaBlIeHHs (ypa-
XKEeHHs); 1HpopMaliiHO-TICUX0J0rTYHUM BIuMB Toulo. KibepaTaku Ta kibepynapu — po3ocepekeHi
B KiOEpIpoCcTOpi Ta yaci, Ta 30cepePKeH1 Ha JOCATHEHH] KiHIIEBOi METH

B ciuni 2018 poky B Cenari CIIA 3aiticHeHo 10moBiab [ 5], B sKii Big3HaueHO, 1110 3 2014 poky
Pocist HeBIIUHHE I pI3HOMaHITHO BUKOPUCTOBYE KiOeprpocTip YKpaiHu B SIKOCTI TeaTpy Kibepaiii ta
MIOJIIFOHY JUIsl BUIIPOOOBYBaHHS pOCiichbKkoi K10ep30poi, a KibepaTaky, sIK TOJIOBHUN 1THCTPYMEHT TI'i0-
puIHOI BilfHM B pOCIHCBKiNM omepalii B YKpaiHi HarpaBiieHl Ha BC1 CEKTOPU CYCIUJIBCTBA Ta €KOHO-
MIKH, 30KpeMa Takl sk Mejiia, (JiHaHCH, TPAHCIIOPT, MOJIITHKA, EHEepreTHKa 1 BilickkoBa crpasa. [1pu-
HaliMHI y IBOX BHMajKax, y rpyani 2015 poky Ta rpyani 2016 poky, pociiickki KibepaTtaku Oymau
CTIPSIMOBAaHI Ha YKPATHCbKY CHCTEMY PO3MOJILTY €JIeKTPOCHEPTil, 3HECTPYMITIOIOUN Ha TPUBAIIUH Yac
00’€KTH €KOHOMIKH, 1H(pacTpyKTypH Ta oceni. [Ticis Hamaay Ha yKpaiHCbKY €HEPreTHYHY MEpPexy,
aMeprKaHCbKl YNHOBHUKH JlermapTaMeHTy eHepreTHky, JlenapraMenTy BHYTpiHboi Oe3nexku, OBP
1 Kopnopaii [TiBHIYHOaMEpHUKAaHCHKOT €eKTPUYHOT HAAIMHOCTI aKTHBI3yBaJIU CBOIO JTisUIbHICTh, BH-
3HABILM HEOOX1/IHICTh BUKOPUCTAHHS TaKOi CUTYAIii 111 pO3yMIHHS TaKTUKH U MPAKTUKH J1H pociii-
CBKOTO ypsily, IPOrHO3YBaHHS THIIB MalOyTHIX KibepyaapiB Ta BinpaltoBaHHs e(EeKTUBHUX 3aX0-
JIIB 3aXUCTY BiJl HUX, 3 OJHOYACHUM HaJIaHHSM JIONIOMOTH Y KpaiHi B 1o0y10B1 000poHHUX cui. CriB-
npats 3 YKpaiHoo 111010 MPOTUAIT MM 3arpo3aM BBaXKA€ETHCS TAKOXK KPUTHYHO BAXKIJIMBUM €JIEMEH-
TOM CTBOpeHHs Kibepoboponu Crionyuenux IlTaris [5].

AHaJi3 ocTaHHiX J10c/iTxKeHb. KoHllenTyansHi mpoOaeMHI MUTaHHS 11010 3arpo3 HalllOHAIb-
Hili Oe3meni, 30kpeMa y cdepi iHpopmaniiHoi 6e3meku, colianbHi acleKTH KiI0epKoH(IIIKTIB, OKpeMi
opraHizaliifHo-TIpaBoBi 3acay MPOTHIl KIOEP3IOUMHHOCTI Ta 60pOTHOH 3 KibepTepopu3MoM, edi-
HILIHHI, TPaBOBI Ta TEXHIYHI aCMEeKTH MPOoOJIeM 3aXHUCTy BIMCHKOBOI 1HPPACTPYKTYPH BiJ JECTPYK-
TUBHHUX, B TOMY uucii KibepBrumsiB gocuipkyBanu O.A.bapanos, B.JI.bypsuok, HO.L.I'purok,
P.B.I'pumyk, 10.I". lanuk, [I.B.Jly6os, P.B.JIyk'sauyk, B.B.ITlerpos, B.I1.lllenomennies, M.FO . Amu-
muH Ta i [4, 6-23]. [Ipobaemu kiOepoOOPOHU, 3 TOYKU 30PY BOEHHO-TIONITUYHOTO Ta BOEHHO-
CTPATETIYHOTO aHAII3y PO3TIBIAIOTHCA 3/1€01IbIT iIHO3eMHUMH (DaxiBISIMU, ITYyOTIKYIOThCS B O(iIiii-
HuX BUJaHHiX camitiB HATO, ane He MalOTh IOpUAMYHOI CHIIM aJbsIHCY Ta € JHIIE TorisgamMu ¢a-
XiBIB [24, 25].

72



[TutanHs BUSBICHHS Ta MPOTHIIT KOMIUIEKCHUM 1H(POPMAIIHHO-KIOEPHETUYHUM BILJTUBAM 3 Jia-
HIJIOTOBUM €(eKTOM Ha BCi cepu TiSUTBHOCTI JIepyKaBH Ta CYCNUIbCTBA HALlIOHATLHIUMHU Ta 1HO3EM-
HUMH PaxiBIAMH He po3risaanucsa. HeqoctaTHho Takok JAOCTiKEeH] Tpo0ieMu, OB’ s13aHi 13 Kide-
p3arpo3aMu eHepreTuyHiil cepi, 1o O6e3mocepeIHbO BILTUBAE HA CTaH HAIIOHAIBHOI Oe3MeKu YK-
painu. TakuM YMHOM, Ha CHOTOJIHI iICHY€E 00’ €KTHBHA HEOOXITHICTh JOCIIKEHHS Ta aHATI3Y MUTaHb
Teopii Ta MpaKTUKU 3a0e3nedyeHHs KibepOe3neKu JI0ANHU, TPOMAISIHUHA, CYCIUIBCTBA 1 JEpKABH B
yMOBax KiOE€pBILUIMBIB 3 JIAHITFOTOBUM €()EKTOM, 30KpeMa PO3TJISIal0un Ki0ep3arpo3u B eHEPreTHIHII
cdepi. Ilixg 1anIOrOoBUM epeKkTOM KidepBIIMBY CIi pO3yMiTH €()eKT BUHUKHEHHS, B PE3YJIbTaTi
HOT0 371HCHEHHS HA IEBHUN 00’ €KT BIUIMBY, BEJTUKOI KUIBKOCTI (JIaHITFOTa) HEraTUBHUX HACIIIKIB HA
1HII11 00’ €KTH, B3a€MOTIOB’ s13aH1 3 HUM, B TOMY YHCJI1 B IHIIUX B3a€MOTIOB’sI3aHUX cdepax, AKi y CBOIO
4epry MOpOKYIOTh CBOT BTOPHHHI XBHJII JECTPYKTUBHUX €(EKTiB, IO MPU3BOIATH 0 IIe OiIbI
CHUCTEMHO PYHHIBHHX HACIIIJIKIB TAKOT'O BILJIUBY.

BukiaseHHsi 0CHOBHHX pe3yJIbTATiB. 3aKOHAMH Ta HOPMATUBHO-TIPAaBOBUMH akTamu [26-28]
BHU3HAUEHO, 1110 HAWOIBII aKTyaTbHUMHU JI1 YKpaiHU y cepeAHbOCTPOKOBIN MEPCIEKTHBI 3arpo3aMu
BU3HaHI: arpecuBHi jii Pocii, po3BinyBapHO-TIIApUBHA 1 qUBepciiiHa AisubHICT Pociiiceroi dene-
partii Ta IHIIUX Jep>KaB Ta HAroJIOIICHO Ha YPa3IMBOCTI 00'€KTIB KpUTUYHOI iHPpaCcTPyKTypH Ta iX
CHCTEM YNPaBIIHHA, a cCaMe: yPSJAOBUX CTPYKTYD; YCTAaHOB CEKTOPY Oe3neku i 000poHH; HAyKOBO-
JIOCITITHOTO CEKTOPY; KPEAUTHO-(PiHAHCOBOT 1 0aHKIBCHKOI cHCTEMH, Chep COIIaTbHOTO 3aXUCTY, ITU-
BUTbHOT 00OPOHU, CHEPTeTUKH, XIMIYHOT Ta Xap4oBOI MPOMHCIOBOCTI, TPAHCTIOPTY, KOMYHAJILHOTO
rOCIO/IapCTBa, BOAOMOCTAYaHHS, TEIEKOMYHIKallild, CIIbCHKOIO TOCHOAPCTBA, 3aKIaJiB OXOPOHU
3JI0POB's, IO € CTPATETIYHO BAXKIUBUMU 1T (DYHKIIOHYBAHHS €KOHOMIKHU 1 O€3IEeKH JIeP:KaBH, CyC-
MiJHCTBA TA HACETICHHSI, BUBEJCHHS 3 J1a/ly a00 pyiHYBaHHSA SKUX MOKE MaTH BILIMB Ha HAI[IOHATIbHY
0e31eKy, IPUPOJIHE CePEIOBHUIIE, IPU3BECTH O 3HAYHMX MaTepialbHUX Ta (PiHAHCOBHX 30WTKIB,
JIIOJICBKUX JKEPTB.

['mrnboke MPOHUKHEHHSI EHEPTeTUKH B yCi raily3i eKOHOMIKU Ta B COLialibHY c(epy BU3HAYAE
il 0c00aMBY poJIb y 3a0e3neueHH] Oe3MeKH PO3BUTKY CY4acHOro CycnijbcTBa. EHepreTuyHa 6e3mnexa
XapaKTepu3ye MIpy BUKOHAHHS €HEPreTHKOIO ii (YHKIIN mepes CyCHUIbCTBOM, JIEPKaBOK K Y
3BMYAIHUX, TaK 1 B KpUTUYHUX YMOBAxX, 30KpeMa B yMOBaX HaJ3BUYalHOTO UM BOEHHOI'O CTaHY,
0COOIMBUH TIEP10]1 TOIIO.

[TiampueMcTBa Ta YCTaHOBU €HEPreTUYHOI cepH BIAIrparoTh MPOBIJHY POJIb B PO3BUTKY
nepxaBu. OCHOBHUM CIIOKHBA4YeM €JIEKTPOEHEPTIi 3aIMIIAEThCSI IPOMUCIOBICTh, X04a i MUTOMA
Bara y 3arajlbHOMy CIOKMBaHHI €JIeKTPOEHEPrii B yCbOMY CBITI JelI0 3MeHIIyeTbes. Enekrpuuna
EHEeprisi y TPOMHUCIOBOCTI 3aCTOCOBYEThCA ISl TPUBEACHHS B JII0 PI3HUX MEXaHI3MIB 1
6e3mocepeIHbO B TEXHOJIOTIYHUX Mpoliecax. 3apa3 KoedilieHT enekTpudikanii CMI0BOro NpuBoay
y mnpomucioBocti crtaHoBUTth 80%. Ilpu 1mpomy Omm3bko 1/3 enexTpoeHeprii BUTpAdaeThCs
6e3mocepeIHbO Ha TEXHOJIOT14H1 MoTpedu. OO0’ €KTH eHepreTUYHOI c(hepH € CTPATEriyHO BaKIMBUMU
o0’exTamMM 1 OBMHHI (YHKIIIOHYBaTH Oe3nepepBHO Ta sikicHO. Ha Teputopii YkpaiHu B KOXHIN
00J1acTi MPHUCYTHI 00’€KTH EHEPreTHKH, SKI BIAHOCATHCA N0 KPUTHYHOI 1HPPACTPYKTYpH, 1 Ha
KO)KHOMY 3 HHX € TaK 3BaHI «KPUTHYHI TOYKW», €JIEMEHTH TOPYIICHHS HOPMaIbHOTO
(GYHKIIOHYBaHHS SKUX MPU3BOAUTH 10 MOPYLIEHHA iX (DyHKIIOHAIBbHOI MPUAATHOCTI, a y psai
BUIAJKIB BUKJIMKAE JIAHLIOTOBI JECTPYKTHBHI edekTr. Bci BOHM MOB’si3aHI MEBHOIO 1€papXi€ro,
CHCTEMOIO YIPaBIIiHHS Ta CUCTEMOIO 3aXUCTy. OCHOBY €NEeKTPOCHEPreTHKH CTAHOBUTH 00’ €IHaHA
eHepreTMyHa CUCTeMa YKpaiHH, sika IEHTpali30BaHO 3abe3reuye eNeKTPOCHEPTi€l0 BHYTPIIIHIX
CMOKMBAYiB, a TaKOX 3JIHCHIOE i ekcropT Ta immopt. laHa cuctema 06’ eHye 8 perioHaIbHHUX
€JIEKTPOCHEPIeTUYHUX CUCTEM, OB’ SI3aHUX MK COO0I0 CHCTEMOYTBOPIOIOYMMHU Ta MIXKIE€P>KaBHUMU
BHCOKOBOJIFTHUMHM JIHISIMUA eleKTporepenad. 3a aaHumu JlepxkomcraTy YKpaiHu, HaiOisIbIa
YacTKa €JIEKTPOEHEPT1i BUPOOIIAETHCS HA TEIJIOBUX €IEKTPOCTaHIIINX - mpuoim3Ho 50%, Ha AEC -
45%, Ha TiApOeNeKTPOCTAHIIISAX — 10 5%, BITHOBIIIOBANIBHI Kepela enekTpoeHeprii — 10 1%.

3arpo3u B eHepreTuuHiii cepi. Bes cykymHiCTh 3arpo3, siKi MOXKYTh BIUTMBATH Ha (QYHKITIO-
HYBaHHS CUCTEM €HEPreTUKH YMOBHO MOKJIMBO MOJAUTMTH Ha OpAMHAPHI 3arpo3u (HIMOBipHi BiIMOBH
Ta aBapii) Ta HeopAMHApHI (YHIKaJIbHI 3a MPUYUHOIO BUHUKHECHHSI, XapaKTePOM PO3BUTKY Ta HACIII]I-
KaMu). [t mpoTuil HeOpAMHAPHUM 3arpo3aM B CUCTEMax €HEPreTHKH IepeadadeHi pi3sHOMaHITHI
(dbopMu pe3epByBaHHS OTYKHOCTEH, 110 BUPOOJIECHHIO Ta TPAHCTIOPTYBAHHIO MMaJIMBHO-CHEPT€TUYHHIX
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pecypciB, cucTeM 3a0€e3MeUeHHs FapaHTOBAaHOI'O €HEPTrONOCTaYaHHsl Ta CTBOPEHHS 3aI1aciB MaJIUBHO-
SHEepPreTUYHUX PecypciB. 3a YMOB PO3BHUTKY Ta (DYHKI[IOHYBaHHS HalllOHAJIbHOI €KOHOMIKHU MOI0HI
OpJIMHAPHI SBHINA Malyke HE CTAHOBJIATH 3arpo3 CHEPreTUYHIN Oe3Iieli, Ha BiAIMIHY BiJ HEOpAHHAP-
HUX BIUIMBIB, K1 3/1aTHI HETATHBHO BIUIMBATU HA CHEPTETUYHUN KOMIUICKC B 1iomy. Cepen Heop-
JMHAPHUX 3arpo3 MPOBIIHE MICIIE 3aiiMar0OTh Ki0ep3arpo3H, sKi 3JaTHI CIPOBOKYBATH TaKi IPOOIeMH,
SIK IOPYIICHHS 3a0€e3MeUeHHs EHepropecypcamH, TaK 1 HaJI3BUYAHI CUTYaIlil B eHEPreTHYHOMY KOM-
mekci (EK) nepxasu.

Taki kiGep3arpo3u MOXKyTb OyTH pealli3oBaHi IUIIXOM BIUIMBY Ha Bechb EK B 1iiomy, abo Ha
HOT0 OKpeMi €JIEMEHTH, K 0€3 TakK 1 3 JIOCATHEHHSM CHHEPTeTHYHOCTI pe3yibTaTiB. BIumB Moxe
OyTH IPOBEIEHUI KOMIUIEKCHO, OJJHOYACHO, IIOC1I0BHO 200 3MillIaHO HAa aBTOMAaTHU30BaHy CUCTEMY
ynpasninasa (ACY), anapaTHO-IpOrpaMHU KOMIUIEKC, TepCoHaN, (DIHAHCOBY CHCTEMY CHEPTeTUKH.
Haii6ineim ypasznuBum miciieM o6’ eqHanoi enepretudHoi cuctemu (OEC) € ACY.

Cucrema ynpasninast OEC Binirpae npoBiaHy ponb y ¢yHKuionyBaHHi Bckoro EK Ykpainu.
Came Ha ACY OEC moxe OyTH 3MIMCHEHUH TOTY)XHUN KiOSPBIUIMB, KU MOXE MPU3BECTH JI0
MOPYUICHHSI YIPaBIiHHA TMEeBHUM 00’ekToM eHepretuku abo EK B mimomy. 3a mgomomororo
HIKIIJTUBOTO MPOrpaMHOro 3abe3nedyeHHs KiOep3JI0BMUCHUK MOXKE KOHTPOJIIOBATH, a B OKPEMUX
BUIIA/IKaxX, KepyBaTu yacTHHOIO a00 Bcieto ACY. ACY OEC mae OyTH CTiiiKOIO /10 KiOEpBIUIUBIB Ta
MaTH BIATNOBIIHY KOMIIJIEKCHY CUCTEMY pearyBaHHs Ha KibepaTaku.

VY rpynHi 2015 poky 3miiicHeHI po3ocepeKeHi CHHXPOHHI KibepaTaku THUIY «pO3BHHEHA
criiika 3arpo3a» (Advanced Persistent Threat — APT) na ACY eneprocuctemMamu kommnasii [TAT
«[Ipukapnarrsobnaenepro», «HepHisuiodneHnepro» ta «KuiBodnenepro». BHacminok kibeparak Bu-
HUKJIH 3001 B poOOTi CHCTEM BiIIAICHOTO JOCTYITY, MPOTSITOM OJHI€I-IIECTH TOAMH TIOBHICTIO 200
YaCTKOBO BiJK/IIOUeHO NoHaa 100 HaceleHUX MyHKTIB, BUMKHEHO 0Ju3bko 60 mifcTaHLii, B TOMY
YHCIII TaKi, BiJ SKUX XKUBJISITHCS CTPATETIuHI 00'€KTH, BEJIMKA KITBKICTh KOPUCTYBAYIB 3AJTUIIIHIINCS
6e3 enepromnocrayanHs. Haciiaku Takoi aTaku MOKIMBO OyNu 3[1HCHEHH] 3 METOIO MEPEeBipKU PyH-
KIIIOHYBaHHs CUCTEMH 3aXMCTY €HEprOKOMIIaH1M Ta CUCTEMH pearyBaHHs Ha KpUTH4HI cutyaii. Ki-
Oepataku OynM KOMIUIEKCHUMU Ta CUCTEMHO OPraHi30BaHUMH, B XO/11 IKUX OYJI0 3/ifiCHEeHO:

MOTNIEPETHE 3apaXKEHHS MEPEXK 3a JOTIOMOTOI0 MAPOOJICHUX JUCTIB €IEKTPOHHOT TMOIITH;

3axoruieHHs ynpasiaiHHs ACY 3 BUKOHaHHSM ollepalliii BAMMKaHb Ha IiJCTaHIIsX;

BHUBEACHHS 3 Jaay enemMeHTiB ACY;

BunanenHs 3a gornomororo yruitu KillDisk indopmarii Ha cepBepax Ta poOOYNX CTaHIISX;

aTaka Ha TenedOoHY MEpexXy KOJ-IEHTPIB, 3 METOI0 3a0e3MeUYeHHs BiIMOB B 00CIyTOBYBaHHI
3HECTPYMJICHIX a0OHEHTIB.

Cucrema ympaBiiHHS BUSBHJIACS BPa3IMBOIO J0 KibepaTak Takoro pony. PearyBanHs Ha Taky
ki0epaTtaky He OyJI0 CBOEYaCHUM, CUCTEMA 3aXHMCTy HE BUKOHAA CBOT (PyHKIIIT.

VY rpynni 2016 poky Oynia mpoBeJieHa MEHII MacllITaOHA 3a Hac/liIKaMH KibepaTaka eHeproko-
MnaHii «YKpeHeproy, ska npu3Besa 10 BUBEJICHHs 3 Iaay mifcTtaHuii «[liBHIYHA) Ta 3HECTPYMIICHHS
MiBHIYHOI yacTHU M. KreBa Ta npuiernux paiioHiB. ATaka Maja 3a METY «JI€MOHCTpAIII0 CHIIN» Ta
OyJia 4aCTHHOIO olepalii IpOTH Jep>KaBHUX YCTAaHOB Y KpaiHH.

KibGeparaku npoBezieHi Ha eHepreTuyHi nianpuemcrsa y 2015 poui Oynu He B OBHI Mipi ca-
MocTiiiHO opraHizoBanuMu. B 2016 poui aii cTanu OUTbII ONepaTUBHUMHU, a IIKIJUIMBE MPOTrpaMHe
3abe3nedyeHHs (I13) «Crash Override» 3abe3neuyBano MpoBeCHHS CIJITAHOBAHUX aTaK HA JEKJIbKa
«kputnuHuX Toyok» EK, mepenbauano camoopranizaiiito aiid B mporieci aTak, OyJo CpoOMOXHHM
HaJICUJIaTH KOMaHIu 00JIaJHAHHIO CHEPTeTUYHOT MEPEeXKI 100 BKIIOYEHHS a00 BIIKIIOUCHHS )KHB-
nenHd. 1o Morio npu3BecTH 70 BisIIBHOTO BIIKIIOUEHHS €JIEKTpOeHeprii 1mo BCiil AeprkaBi. AHami3
KiOEpBIUIMBIB HA €EHEPTOCUCTEMH Y KpaiHU MPECTaBIeHO B Tabmui 1.
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Tabmuis

Amnauti3 KiOepBIUTUBIB Ha €HEPrOCUCTEMH Y KpaiHH.

«IIpuxapnarTtsiodbieHepro»

3aci0 BILTUBY X MpOHUK- Edext BrmuBy Hacnigku
HCHHSI
2015 pik
1. DoS-araka «Bi- | Mepexa Intep- | [lepenacuuenns me- | HeMOXKIIMBICTE  CIIOXKHBAYiB

JIMOBa Bij 00CTy-

HECT

PEKEBOTO yCTATKY-

MIOB1IOMUTH PO BiIKIFOUECHHS

TOBYBaHHS»  Ha BaHHS BEJIMKOK Ki- | €NIEKTPOSHEPTii.

KOJ-IIEHTp 00JIe- JBKICTIO 30BHIIIHIX

HEpTO. 3aIuUTIB

2. APT- araxka. Mepexa [epexoruenns cuc- | Bigkmouenust mpotsrom 1-6
SCADA, Bcra- | TeMu ympaBiiHHSA B | ToauH 01u3bko 30 ImiacTaHIlin,

HOBJIEHHS IIKIiJ-

Mmepexi SCADA ue-

3aJIMIIEHHS 0Oe3 cBiTia Onu-

JIUBOT'O I13 | pe3 BukpaaeHi o0ui- | 36k0 230 THCAY MEIIKAHIIIB.
«Black Energy». | koBi 3amucu, Ko-
MaHIa Ha BHUMK-

HEHHS CHCTEM 0e€3-
nepediiHOTO  JKUB-
JICHHS Ta 3amoOikK-
HHUX CHCTEM

1. DoS-araka «Bi-
JIMOBa Bif 00Ciy-

Mepexa Inrep-
HeT

IIepenacuuenns me-
PEKEBOr0 yCTaTKy-

HeMoxnuBICTE  CHOXKHABA4iB
MTOBIJIOMUTH PO BIAKITFOYCHHS

Override». (moB-

YHOIXO CUCTEMOIO, aB-

~ | TOByBaHHS»  Ha BaHHS BEJIMKOIO Ki- | €IEKTPOEHEPTii.
2| xon-neHTp o006INE- JIBKICTIO 30BHINIHIX
0-27 HEPTO. 3alMTIB
2| 2.Yruuira Mepexa Inrep- | 3uumienHs iHdop- | BuBenenHs 3 nany eleMeHTIB
F§ KillDisk. HET Marii Ha cepsepax | IT iHppacTpykrypu
.g Ta poOOYHX CTaHIIIS
& | 3. APT-ataxa. Mepexa 3axoruieHHs1 ympas- | [lepepBa enexkTpornocTauyaHHs
&’ SCADA, B=Bcra- | muausg SCADA 3 Bu- | Ha 1-3,5 rox. 3MeHIIeHHS 00-
¥ HOBJIEHHS LIKIJ- | KOHAHHSIM ONepalii | cAry CHOXUBaHHA Ha 73
JIUBOTO I13 | Bumukanp Ha miac- | MBt/ron (0.015% noGoBoro
«Black Energy» | tanmisx 00csry Ykpainn).
o 1. APT-araxka. Cucrema Bin- | HecankiioHoBane BinkmroueHHs Bij €1€KTPOIIO-
3 JaneHoro pgoc- | BTpy4aHHs B ACY | cragaHHs npotarom 1-3 rogux
2 Tymy. 30 By3/10BUX MIACTaHIIIN cTpa-
g TEriuHuX 00'e€KTiB, OJIM3BKO 80
i THC. CTIOKMBAYiB
2016 pik
Mkinmue  [13 | Mepexa Intep- | [lepexomnenns yn- | [loBHe 3HecTpymiieHHs mifc-
«Crash HET paBIIiHHS €HEpPreTH- | TaHIii i3 BTPATOIO >KUBJICHHS

BJIAaCHUX NOTpeO. 3HMKEHHA

OAO «KuiBobGsienepro» - 58
MBT/ron.

©| HICTIO aBTOMAaTH- TOMAaTH30BaHe 3Hec- | moctadyaHHs Bix KwuiBckkol
sz 30BaHa aTaka) Tpymienss niacrad- | TADC  po:  TTAO  «Kuwui-
9 i BeHepro» 144,9 MBrt/ron,
4
2

VY yepsHi 2017 poxy 3JI0BMHUCHUKAMH MPOBEJCHA MacIITaOHA JECTPYKTHBHA XaKepChKa aTaka,
sika OyJia HalllJIeHa Ha MOPYIIEHHs po0OTH WeDb-caiiTiB KOMITaHiii Ta Ha CUCTEeMY KJII€EHTCBHKOT MiT-
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pPUMKH, siIKa oTpuMaina Ha3By «Petyay. [lin necTpyKTUBHMM BIUIMBOM ONUHUIMCH W «KPUTHUYHI TO-
YKH» CHepreTU4Hol rany3i Ykpainu. Y tpaBHi 2018 poky daxisii komnanii CiSCO MoOBiIOMUIH PO
3apakeHHs OutbmI Hixk S00000 MapmpyTr3aTopiB Ta poyTepiB B 54 neprkaBax. J{is mpoBeaeHHs Takol
ataku Oys0 Bukopuctane aectpyktuHe mikimmuse [13 «VPNFiltery, mo 103801110 3710BMUCHUKAM
3M1MCHIOBATH MOHITOPUHT IPOTOKOJIiB Modbus, siki BUKOpUCTOBYIOThCSI B ACY cucteMu AucreTdep-
cekoro ympasiiaas (CAY) i 30opy manux (Supervisory Control And Data Acquisition, SCADA),
MePEXOIUTIOBAaTH BeCh Tpadik, M0 MPOXOAUTh Yepe3 ypaKeHUH MPHUCTPii, 30upaTu 1H(opMaIllito
(BKJITIOYHO JaH1 aBTOpH3aIlii Ta IePCOHANBHI JaH1 TUIATIXHUX CUCTEM), BiIAJIEHO KEpyBaTH 1HQIKO-
BaHUM IIPUCTPOEM Ta BUBOJUTH MOTO 3 Jay.

Ha ¢oni noBrorpusanoi nomirtuunoi kpu3u y Benecyeni 7 6epesns 2019 poky, BHACTIAOK Ki-
oepatak Ha ACY C1Y rigpoenektpoctaniii «Ems-I'ypi», BinOynacs aBapisi, 10 COPUYUHIIIA IITUPO-
KOMacITaOHe BIIKIIOYCHHs eNeKTpUKH. be3 eHepromocravyanns 3anummincs 23 3 25 mrariB, abo
80% TtepuTopii KpaiHu. a Takox ii cronuis - Kapakac. Cucremu yrnpaBiiHHS €HEPrornoCTayaHHIM
po36anancoBaHi. Y CTOJHUIII 0OMEXEHa 1o/1aua BOIW, BUHUKIIHM ITPOOJIEMH 3 KaHATI3aIl€r0, Mara3uHu
3a4rHEH1 200 MPAIIOI0Th B yMOBaX 0OMEXEHb, TOCTPO HE BUCTAYA€E MPOJOBOJIBCTBA Ta MEHUKAMEH-
TiB. ITnaTikHi OaHKIBCHKI CUCTEMHU HE IMPAIllOIOTh, TEICKOMYHIKaIlli, 30KpeMa MOOIBHUHN 3B'S30K,
nopyuieHi. [IpunuauB po6oTy Mi>kHapoIHUH aeporopT MaiikeTisi, 3HeCTpyMIIeH] JIiHiT MeTpo. 3a Tpu
MicsIi y JikapHsax BeHecyenu 3 MpUYMH OB’ s3aHUX 13 BIACYTHICTIO €JIEKTPUKH MOMepio 79 ocib.
VYpsiz 3aKIIMKaB JI0 )KOPCTKOI €KOHOMIT mayibHOTO. JKHTeni AeKiIbKoX paiioHiB Kapakaca Buiiniuim Ha
BYJIMIIi, BUMAralo4u BiJ BIaJ1 BIIHOBUTH €JEKTPONOCTa4aHHs. Y KpaiHi IPOXOIsSTh MacoBi MpoTe-
CTH ONO3MIIIT 1 3iTKHEHHs 3 Toiiero. 10 6epesns 2019 poky TumuacoBuii npe3uieHT Benecyemn X.
I'yaiino, sikuii € ro1I0BOIO MapiaaMeHTy Kpainu - HamioHanbHo1 acambiiel, 3alpornoHyBaB OroJIOCUTH
HA/I3BUYANHUNA CTaH y 3B'A3KYy 3 MACIITAOHMUMHU BiIKITIOUECHHSIMH €JIEKTPOSHEPTii, 110 J03BOJISIE 3a-
MIPOCUTHU MIXHAPOJHOI JOTIOMOTH, Ta 3aKJIMKaB BIHCHKOBUX KpaiHH MepelTH Ha OiK onmo3uiii. Ypsia
CIIIA BBiB caHKIIIi TPOTH MOCAAOBIIIB YPSIOBUX CUIOBHX CTPYKTYP, M1 KEPIBHULITBOM SIKUX 3JIiHC-
HIOBAJIMCS aKIlii HACWJIbCTBA Ta CMIAJIEHHS I'YMaHITapHUX BaHTAXiB IIPOJOBOJILCTBA Ta MEAMKAMEHTIB,
a TaKoXX MPOTH 35 Ha(hTOBUX TaHKEPIB ACKUIHKOX KaMIIaH1i, B TOMY YHMCJI1 HAO1IbIIOrO JEp>KaBHOTO
HadroBoro koHiepny PDVSA [29-31].

OcHoBHi oco6nmuBocTi APT-arak:

CIPSIMOBAHICTh Ha €JIEMEHTH KPUTUYHOI 1HQPACTPYKTYpPH;

MIPOBEJICHHS TPYIOI0 BUCOKOKBaTi(hiKOBAHUX 3TIOBMUCHUKIB «XaKepiBy;

3aJUIIEHHS HEBIIOMUMHU (HEBUSBIEHUMHU) IIPOTATOM TPUBAJIOTO Yacy;

peTenbHe MacKyBaHHS 3 BUKOPUCTaHHSM CIIeLialbHO PO3pO0IEHUX MIPOrpaMHUX 3aco0iB (cre-
mianizoBani Shell-koau, RootKit Ta in.);

HAJIEKHICTh JI0 PO3B1IyBAJIbHO-TIIPUBHUX ONeEpalii 1 MiJKpINJeHHs pO3BiAYyBaIbHUMHU a00
PYHHIBHUMH aKIISIMU.

ACY EK e BpasnuBuMu nepen kibeparakamu. B pe3yibTari IpoBeJeHOr0 aHai3y BUOKpPEM-
JIIOIOTHCS KaTeropii MOKIMBUX KibepaTak, siki MOKyTh OyTH HalllJIeH] Ha:

eNIEMEHTH CHUCTEM YIPaBIIiHHS, HAPHUKJIIA] BiJIaieH] TepMiHanu 3B 513Ky 3 00’ektom (Remote
Terminal Unit), abo nronuHo-MammuHOTO iHTEepdeticy (Human Machine Interface - JIMI), siki 3a3Bu-
Yaif MalOTh MOXKJIMBICTh BIJIAJIEHOTO HaJaIITyBaHHS a00 YIpaBIIiHHS;

MPOTOKOJIM Tepesiadi JaHuX, SKi J00pe 3aJOKyMEHTOBaHI Ta iX ONMHC 3HAXOAUTHCS Y BiJIKPH-
TOMY JOCTYTIL.

UYepes BiganeHuii JOCTYI 3JI0BMUCHUK MO>KE ITEPEXONUTH YIPABIIHHS CHCTEMOIO Ta CIIPUYH-
HUTH MTOBHE 200 YaCTKOBE BUBEJICHHS €JIEMEHTIB CHCTEMH 3 JI/y; TIOMIKOINTH 00IaTHAHHS, BHECTH
3MiHHU B iH(pOpMaLito Ta nepeaani oneparopy naHi. ll{o Moxxe nmpusBecT 10 3HAYHUX MaTepiabHUX
Ta (IHAHCOBUX BUTpAT Yepe3 MOIIKOKEHHS 00J1aIHaHHS, BUMKHEHHSI JIiHIH elekTponepeay, aBapii
nig yac poOOTH MpalliBHUKIB, EPEBUPOOHULITBO €NEKTPUYHOI €HEeprii, IepeHaBaHTAXKEHHS CHCTEM
TOILIO.

Ha mincTaBi mpoBeaeHOro aHaiizy Kibeparak Ha IiJIpPUEMCTBA EHEPreTUUHOI ranysi YKpainu,
MOXEMO CIPOTHO3YBaTH OJMH 3 BapiaHTIB MPOBeICHHs TUTIOBOT KibepaTaku Ha ACY. Po3minmumo ii
Ha (a3u: 10CTyI, pO3BiAKa, IEPEXOIUICHHS YIPaBIiHHS.
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s 3nivicaenss ataku Ha ACY CIIY EK 3710BMUCHUK ClIOYATKy Ma€ OTPUMATH 10 HUX JTOCTYII.
Jns HopmanbHoi podotn ACY CIY nHeoOxinmuuii oOMiH iHdopMmariero. 3a3Buyaii, iHPpopmaris 3
ACY CJ1Y notparuise 10 TUX 9H 1HIIKX 0a3 TaHWX, BKIIOYHO TEPMIHAIH ONEpaTOpiB, TOJTAI0YH Me-
PEXKEBI ILTIO3W MK KOMEPIIIHHOIO Ta MPOMHUCIOBOIO TiaMepexamu. CUCTEMH 3aXHCTy OIepaTop-
CHKOT'0 TEpMiHAIIy Ta KOMYHIKaIlii 0OMiHy 1H(OpMAIIIEI0 MOXKYTh OyTH BPa3IMBUM JI0 aTaK Ta BUKO-
pHCTaHi 3JT0BMUCHUKOM JiJIsl poHUKHEHHS 10 Mepexxi ACY CIY EK.

BpazmBum 10 atak Moke OyTH 1 BiTaJICHUI JAOCTYN ONEpaTopiB a0 IHIIHUX 1HXKEHEPIB 10
cuctem ACY CAY EK uepe3 Bipryansay mepexy (Virtual Private Network), oco6muBo y BUmaiaxy
HEBIPHOTO HAJIAIITYBaHHs. Bpa3nuBicTh MOXYTh CTAHOBUTH CTOPOHHI CepBEpH (apXiByBaHHS JaHUX,
PO3pOOHHUKIB, aHATITUKIB, TOIIO) Ta IXHE IMIAKIIOYCHHS A0 CHCTEMHU MPOMHCIIOBOTO YIIPABIIHHS.

[Ticnsa 3m00yTTS AOCTYIY IO MEPEXi MPOMHUCIOBOTO YIPABIiHHA, 3IOBMUCHUK Ma€ 31iHCHUTH
pO3BiAKY 3 MeTor0 BUBUYeHHs cxemu podotn ACY CIY. Ckmannicts cuctem ACY CIAY npumynnye
37I0BMHCHUKA BUTPAYaTH 4ac Ta CHJIM Ha 11 BuBUeHHs. Ozpa3y miciisi BTOPrHEeHHS 37I0BMUCHHUK, [ITBH-
JIIIIe 3a Bce, MaTHUMe JyKe 0OMEeXEeHUH T0CTyl 10 pemtu Mepexi. Cepell TOCTYMHUX HOMY JiKepes
iHpopMarii MoXXyTh OyTH BHYTpilIHI Web-cepBepu, poboui craHiii onepaTopiB, MEpEeKEeBl TUCKH,
iHII iHTepdeiicu 10 kepoBanux cucreM. Lli mxepena iHbopMallii MOXKYTh OYTH TOCTYTHUMHU BCIM
TEepMiHaIaM y MEpexi, IHKOJIM HaBiTh O3 aBTeHTH]iKaIlil KOpHCTyBaya.

[HmmM mxepenoM iHGopMallii MOXKe CTaTH MacHBHA PO3BiJKAa KOMITHOTEPHOI Mepexki. Y CITix
I[OTO METOAM ICTOTHO 3aJIKUTH BiJl 3HAXO/KEHHS CKOMIIPOMETOBAHOI CUCTEMHU B MEPEXi Ta BUMa-
rae BiJl ornepaTopiB BUKOHYBATH SIKiCh Jii (a0u reHepyBaTu MOTOKM JaHuX). Ha BiaMiHy Big momnepe-
THBOTO IIIX0AY, MOXKE HaJaTh iHPOpMaLio mpo OOJIKOBI 1aHI KOPHCTYBayiB, BAKOPUCTAHI HUMHU
MIPOTOKOJIM, HAJIAIITYBaHHs, TOIO0. Tako MacuBHA PO3BijKa Mepexi He MOTpeOye BiIIIPaBKU MaKe-
TiB JJAHWX 1 TOMY HEMOMITHA CHCTEMaM BHSBIICHHS BTOPTHEHb. SIKIIO CKOMIIPOMETOBaHA CHCTEMa
3HAXOJIUTHCS B OJHIN Mepexi 3 ocHOBHUMHU ckiafoBuMu ACY CI1Y, 310BMUCHUK MaTUME MOXJIU-
BICTh PO3BIAKH BUKOPHCTAHHUX MPOTOKOJIIB Ta KOMAH/I.

30BMHUCHUK MOXe€ BJIATHCh 1 10 aKTUBHOI po3BiAkM Mepexi. [l 1boro iiomy 3HagoO0UThCs
JIOCTYII 10 CKOMIIPOMETOBAHOI CUCTEMH 3 MpaBaMu aAMIHICTPAaTOpa, OCKUIbKU H 1€l MeTo[ nepen-
0ayae MOXKJIMBICTb BIMIPABIIATH MEPEKEIO CHElialibHO c(hOpMOBaHi MakeTu AaHux. OJIHaK, 11l TaKeTn
MOKYTb OYTH ITOMI4Y€HI CUCTEMOIO BUSIBIIEHHS BTOPTHEHb, BHACIIOK YOr0 CUCTEMHI aJIMIHICTpaToOpu
JI3HAIOTHCS MPO ICHYBAHHS B MEPEKi CKOMIIPOMETOBaHOI cucteMu. Ha npoTuBary nonepeaHiM Me-
TO/1aM, L1ell METO/1 I03BOJISIE 37I0BMUCHUKOBI /113HATUCH PO JOCTYIHI 31 CKOMIIPOMETOBAHOI CUCTEMHU
MPUCTPOT Ta 1HIL TEPMiHAIU B MEPEXKI.

Haperuri, U1 po3ymMiHHS Ta BIATBOPEHHS IPOMUCIIOBOTO MTPOLIECY 37I0BMUCHUKOBI JJOBEETHCS
peTebHO BUBUUTH OTPUMaHy HUM iH(pOpMaIlito.

[Ticiis BUBUEHHS IPOMHCIIOBOTO TPOIIECY, 3IIOBMUCHUK MOXKE IEPEUTH 10 TIEPEXOTUICHHS YII-
paBJliHHS HUM. Pi3HI METOIM MOXXYTh HaJlaBaTH Pi3HUH piBEHb KOHTPOJIIO, a BIIMOBIIHO, 1 PE3YIlb-
TaTH aTaKy.

Cepen HaliBaXJIHMBIIIKMX OO'€KTIB JUIS aTaku € TOJIOBHHI aucnerdepchkuii 0ok (Front-End
Processor), sskuii BiiMoBiAa€ 3a B3aEMO/III0 MIXK TPOrPaMOBAaHUMHU JIOTTUHUMHU KOHTpOJIEpaMH Ta 1H-
muMu koMmnoHeHtamu cucreMu ACY C/1Y, 3okpema, JIMI 3 onepatopom.

OnHi€ro 3 BOXIMBUX IUICH 7151 3I0BMHUCHHKA MOke OyTu JIMI, ockinbku BiH JOCTYITHO Tpe-
CTaBJIsIE CTaH BCi€l CUCTEMH Ta HaJa€ MOXKIIUBICTH OlepaTropy KepyBaTH Hero. OfHaK, MOXKIMBOCTI
JUTsI aTaku OyIyTh oOMexeH1 MoKIuBOCTIMH JIMI 1 TOMyY 37T0BMUCHUKOBI MOX€E HE BJIATUCh BUBECTH
cucTeMy 3 Jaay abo 3aBAaTH OUIbIN icTOTHOI mkoau. Ataka Ha JIMI € aTakoro HaIlIEHOIO Ha YacT-
KOBe a00 TOBHE MIEPEXOIUICHHS YIpaBIiHHA. 3 1i IepeBar MO)XHa Ha3BaTH Te, 110 BOHA MOXKe OyTH
3J1IiCHEHa 13 BAKOPUCTAHHAM 3BUYalHUX IM1IXO/11B Ta IHCTPYMEHTIB, HE TIOB'A3aHUX 3 TPOMHUCIOBUMHU
cucteMaMu yrpasiiHHs. Takox ataka Ha JIMI 103BOIUTE 3TOBMHCHUKOBI MPUXOBATH CBOIO JisJTh-
HICTB M1 BUTJISIIOM 3BUYAHOI poOOTH ormepaTopa.

Cxoxoro Ha ataky Ha JIMI moske OyTu ataka Ha poboui craniii nepconany (PCII - Engineering
workstation), 3amy4yeHux B po3poOiii nporpamuoro 3adesneueHns it JIMI Ta iHIIOro cuCcTeMHOro
I13. [Tepesara araku Ha PCII momsirae B TomMy, 1110 BOHH MOXKYTh HE MaTH OOMEXEHb, SIK1 HAKJIaJae
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JIMI. 3n0BMUCHUK, miciist BUBYCHHS TPOTOKOIY MiX JIMI 1 KOHTposiepaMu, Moke 3A1HCHUTH crydi-
HTOBY aTaKy — BIANPABIATH MiAPoOIIeHI KOMaHIM KOHTpoJepaM abo CIIOTBOPIOBATH JaHi, epeaaHi
oIeparopy.

KiGep3m0BMHCHUKN TIPOJIOBKYIOTH PO3BUBATH Ta HAPOIIYBATH CIPOMOXKHOCTI IOJO 3JiHC-
HEHHs KIOEpBIUIMBY Ha Pi3HI 00’ €KTH Ta CUCTEMH, MPOJAOBKYIOTh CTBOPIOBATH 1 3aCTOCOBYBATH HOBI
criocoOu Ta GopMH ICHYIOUHMX 1 MOJIEpHI30BaHUX KibepaTak. Buxonsun 3 mpoBeeHOro aHaji3y mpo-
BEJICHHS KiOepaTak Ha 00’ €KTH KPUTHYHOI iIHPpacTPyKTypH €HEepreTHIHOiI chepr, BCTAaHOBJICHO, 110
KO)KHa KibepaTaka Mae cBOIO (pOpMy 3aCTOCYBaHHS, CBil €(eKT Ta HACIIAKH MICHA ii IpOBEICHHS.

CTi#KICTh CHCTEMH — II€ 3aTHICTh BUTPUMATH Pi3HOMAHITHI AECTPYKTUBHI BIUTMBH Ta BiHOB-
JIIOBATUCh y pasi MOMKOKeHb. ['ooBHE 3a0e3neunt GyHKIIOHYBaHHS, X04a O 1 B 0OMEKEHOMY
o0cs3i [22]. @yHKIIOHATIBHA CTIMKICTh MOXe OYTH OILliHEHA KUIBKICTIO 1 MOTYKHICTIO BILIHBIB, fKi
MOKE BUTPUMATH CHUCTEMa 31 30€pe)eHHSIM CBO€T (DYHKITIOHAILHOT CITPOMOYKHOCTI.

PiBens criiikocti Ta cran OEC Oyze BIUIMBaTH Ha 1HII TayTy3i 3 MOKIIUBICTIO MPOSIBIB JIAHIIIO-
ropux edekriB. To 6 To, Bix EK nepkaBu 3anexuTh QyHKIIIOHYBaHHS 1HIIMX 00’ €KTIB KPUTHUYHOT
1HpPACTPYKTYpH, SKi BIUIMBAIOTH HA €EKOHOMIKY Ta 00OPOHO3IATHICTH JIEPIKABH.

3HIKEHHS CTiiKOCTI Ta HecTabumpHa poboTa EK nepxaBu HaHece KoyiocalibHi 30UTKU AepkKaBi
Ta HaceJleHHI0. J[OBrocTpOKOBE BiAKIIIOUSHHS €JIEKTPOCHEPTIi MPU3BEIE A0 Xa0Cy y BETUKUX MICTaXx.
Bci ranmysi Ta 00’ €kTH OB’ s13aH1 M3k CO0010, TOOTO CTBOPEHUH TaK 3BaHHM «JIAHITIOT 1 eHEpreTU4Ha
rajy3b 3HaXOAUTHCS Ha KIIFOYOBOMY Miclli. PyifHyBaHHS CHCTeMHU €HepreTHKH adbo mopymenHs ii ¢y-
HKIIIOHYBaHHsI IPU3BEJIE 10 CTBOPEHHSI Ha3BHUaHUX CUTYallil, aBapiii, katacTpod. 3601 pyHKITIO-
HYBaHHSI CUCTEM: TPAHCIIOPTHOI, TEIEKOMYHIKaliitHOi, (hiHaHCOBOI, KUTTE€3a0e3neueHHs, Oe3neKkn
HACEJICHHS MOXKYTh IIPU3BECTH J10 INI00ATbHUX €KOJIOTTYHUX Ta TEXHOT€HHUX HACIIJIKIB.

VYnpasiiaas nanmBHO-eHepreTnyHUM KomiuiekcoM (ITEK) € aBromaTn3zoBannM, KOKHUI UK
(GYHKILIOHYBaHHS CYHpPOBOUKYeTbCs poboToro ACY, TOMy Ha KOKHOMY €Talll yIpaBiliHHS Oynb
sxoto ckinanoBoto [TEK, moxe OyTu 3aiiicnenuit kibepsmus Ha ACY. KiGepaTaku MoXyTh OyTH Ha-
IIpaBJIeH] K Ha 00’ €KTH TeHepallii eHepropecypcis, Tak 1 Ha 00’ €KTH iX TPaHCHIOPTYBaHHS Ta CHIOXKH-
BaHHA. KibepBruB Ha ckianosi [IEK Moxke OyTu mpoBeEHO SIK aCHHXPOHHO, TaK 1 CHHXPOHHO.
Haii0insim ypaznusoro nankoro € C/IY EK. Kpim Toro, onHouacHo Moxe OyTH MPOBEAEHUN MCUXO-
JIOTIYHUM BIUIMB, KU Oy/le cpsSMOBaHHMM Ha LIJIOBY ayAMTOPIIO TaKy SIK YIPaBIIHCBKIM Ta/abo
00CITyrOBYIOUMI IIEpCOHA, CIIO’KMBAUIB TOIIO. ICHYe Benmka KMOBIPHICTh IPOBEIEHHS KiOepaTak Ha
BC1 00’ €KTH Ta CUCTEMHU OJHOYACHO. METOI MPOBEICHHS TaAKOTO KiOEPBILTMBY € CTBOPEHHSI JIAHIIIO-
roBOro e(eKTy, IKUif pO3MOBCIO/KYETHCS Ha B3a€EMO/IiF0U1 00’ €KTH Ta CUCTEMH. XapakTep Ta METO]
X 3/11HCHEHHS MOK€ MaTH T1OpUAHUN PO3MOALIBHO-30CEPEPKEHUN BILIUB 3 JIAHLIOTOBUM €(EKTOM,
110 nepedavae 311HCHEHHS 30cepe/KeHNX ePeKTUBHUX KiOepaTak Ha HalO1IbIll Bpa3JIvBi €JIeMEHTH
00’€ekTy (CHCTEMH) 1 OJJHOYACHO — IHIIMX PO3MOAUICHUX KibepaTak Ha BCl €JIEMEHTH CHUCTEMH, SIKi
3/1aTHI BIUTMBATH CHHXPOHHO, KOMILJIEKCHO, OJJHOYAaCHO 200 MOCHiI0BHO 1 HAHOCUTH YpakKeHHS elle-
MEHTaM CUCTEeMH Ta/ab0 BUBOJIUTH ii 3 Jiaxy. MeToauka 31iCHEHHS T1I0pUTHOTO PO3MOAUTEHO-30Ce-
PeIKEeHOro KiOepBIUIMBY 3 JIAHIIOTOBUM edekToMm Ha npukiaai ACY 00’ekTy eHepreTu4yHoi chepu
MpeAcTaBiIeHa B TaOIuII 2.
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Tabmums 2

MeTtoanka MOKJIMBOTO 3A1HCHEHHS TIOPUIHUX PO3IOIITBHO-30CEPEHKEHUX
KiOEpBIUIMBIB 3 JTAHIIOTOBUM €(DEKTOM

00’exkTH Ypazau- 3acoom Pe3yabTar Hacainkun BrpaTtu
BILIMBY BicTH BILJIUBY
Cucrema Jlronquno-ma- | 3ocepemkena | 3ynuHka koM- | [Tomkomxenns | [lopymienns
YIPaBIiHHS | IMUHHUI kibeparaka IIEKCY 100y- | mporpamHoro | 6e3mepepBHO-
BHJI00YBaH- | KOMIUJICKC TKY CHPOBUHHU | KOMIUICKCY cTi pyHKIII0-
HSIM CHpPO- ACY HYBaHHs
BHUHU
Cucrema ACY tpanc- | 3ocepemxena | 3arpumka abo | Ilomxomkenns | [lopymenns
yIpaBIiHHS | OPTHOI Ta- kibeparaka Ha | MPUITMHCHHS IpPOrpaMHOTo | (YHKIIIOHY-
TpaHcmop- | JIy3i ACY TpaHCHoO- | IOCTaBKH CH- | KOMIUIEKCY BaHHS 1HIIAX
TOM pTyBaHHs cu- | poBuHHM Taro- | ACY, ¢iHaH- | cKIazoBUX
pOBUHU TOBOI IPOJIYK- | COBi BTpaTH TPaHCIOPTHOL
mii CUCTEMU
Ilepepobni | ACY nepe- 3ocepemkena | 3ynuHka nepe- | DinaHCcOBI 3ynuHKa 1moc-
MipueEMc- | poOHoi (Ha- kibeparaka Ha | pOOHMX M- | BTPATH TayaHHS TIepe-
TBa ¢dto, razomne- | ACY nepepod- | pueMcTB pobieHoi mpo-
pepoOHoi) ra- | HOT TPOMHMCIIO- TyKIIii
Iy3i BOCTI
Enepreru- | ACY, kon- OpranizoBana | Bigkmtouenns | [lepexoruenns | [Ipununenss
YH1 MANPH- | LEHTPH KOMIUIEKCHA €JIEKTPOCHEP- | YIPAaBIIIHHA 3a0e3neyeHHs
€MCTBa ACUHXPOHHA rii, BigMoBa €JIEKTpOeHep-
a00 CHUHX- po6otu ACY T1€10
Cucremn Kon-tientpu, | poHHa kibepa- | 3601 y GpyHKIi- | DiHaHCOBI CrBOpeHHs xa-
xurre3ade- | cucremu auc- | Taka HAa ACY | oHyBaHHI cHuc- | BTpaTH ocy cepesl Ha-
3ME€YEHHS neTyepu3alii | eJIeKTPOCTaH- | TEeM BOJOIO- CeJICHHS
isIMA cTayaHHA Ta
OYUILEHHS
Tpaucnop- | ACY, cuc- Posnoaineno- | OgnouacHa Bi- | Bigmosa B yn- | CTBOpeHHs Xa-
THa CHC- TeMa JUCIIET- | 30CepeKeH1 aMoBa GYHKIII- | paBliHHI IOBI- | OCy cepel Ha-
TeMa peri- | uepu3arii, Ki0epBIUIMBHU OHYBaHHS TPSIHUM, BOJ- | CEJICHHS B ae-
OHY cucTteMu ono- | Ha TpaHcnop- | ACY TpaHcno- | HUM Ta 3ajii3- | pornoprax, 3a-
BIlIICHHS THY Ta €Hepre- | pTHOI CHCTEMH | HUYHHUM PY- JTI3HUYHUX BO-
tHuny rany3i | Ta ACY EK XOM, (piHaH- K3aJ1ax
COBI BTpatu
Cucremun ACY enepre- | CunxpoHHi ki- | BuBenenus 3 ®diHaHCOBI [Topymenns
JIOBIOCTPO- | THYHOTO OepBIUIMBU Ha | JaJly CUCTEM, | BTpaTH MIANPH | CHCTEM 3a0e3-
KOBOTO 30€- | KOMILJIEKCY ACY Tpancno- | 3a0e3reueHHs | €EMCTB, yCTa- TIeYEHHS MOT-
piranus Ta TpaHCIIOp- | PTHOI ycTa- JIOBTOCTPOKO- | HOB TOproBe- | peb Hace-
MIPOJOBOJIb- | THOI rajy3i HOBU BOT0 30epi- JBHOI cepu nenss. CTBo-
CTBa Ta eJIEKTPO- TaHHS POJIO- PEHHS Xa0Cy
CTaHLii BOJILCTBA
Cexrop 0e3- | ACY enekr- | ['iGpuani po3- | Binkmiouenns | Brpata pynk- | 3HmxeHHs 60-
IIEKA Ta pOCTaHITIH, MOAICHO - 30- | BiJ €IEKTpoe- | Iiil KOHTPOJIO, | HOBOI TOTOB-
00opoHU ACY ycra- Cepe/KeHi Ki- | Heprii Bilich- yIpaBITiHHA, HOCTI, MaTepi-
(CBiO) HOB 1 OpraHi- | OCpBIUIMBY Ha | KOBHX YacCTHH, | BTparta iH(op- | ajubHi Ta 60-
3aniit CbiO ACY ycTaHoB | ycTaHoBio0p- | maii HOB1 BTpaTu

Ta opraHizarfii

ragizamm
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BUX YCTaHOB 1
oprasizariiii Ta
Ha ACY ¢iny-
CTaHOB

00’exkTH Ypazau- 3acoom Pe3yabTar Hacainkun Brpatu
BILTHUBY BiCTh BILTHUBY
CbhiO ta ACY | 3CVY, MBC,
enektpocran- | CBY, AIICY,
i, ski 3a6e3- | JICHC,
MEeYyIOTh 1X JACC33I. 3uu-
SKUTTETISIIE- meHHs abo BU-
HICTh Ta 00- ny4deHHs iHO-
HWOBY I'OTOB- pmartii B ITC
HICTh BiliCBKOBHX
YacTHH, yCTa-
HOB 1 Oprasisa-
uii ChiO
[Mignpuemc- | ACY enekr- | Cunxponni ki- | [ToBHe Bijgk- dinaHcoBi 3ynuHKa npo-
TBa BOKKO1 | POCTaHIIM Ta | OCPBILUIMBY HA | JIFOYCHHS BiJl BTpaTH MHCJIOBOCTI.
MPOMHUCIIO- | TPAHCIIOPT- ACY TpaHcno- | eneKTponocra- [Topymenns
BOCTI HUX YCTAaHOB | PTHUX YCTQHOB | YaHHS OJHOTO cuctem 3abes3-
Ta €JIEKTPOCTa- | a00 AEKUIBKOX NICYCHHS TOT-
HIII1, SIK1 320€3- | MiANpPUEMCTB peb nepxasu,
MevyroTh GyH- | BaXKKOI IMPOMH- HaCEJICHHS,
KI[IOHYBaHHS CJIOBOCTI CbiO.
I IITPUEMCTB
BaXKO1 ITPOMHU-
CJIOBOCTI
®inancoBa | ACY enekr- | [iOpumni po3- | Bigkmrouenns | dinaHcosi digaHCOBI
cucremMa pocTaHIIi Ta | MOJUIEHO- 30- | BiJ €JEeKTpoe- | BTpaTH, BTpara | BTpatu (i3uy-
(Oankwm, pi- | ACY dinan- | cepemxkeni ki- | Heprii QiHy- iHpopMmarii HUX Ta IOPUJIH-
HaHCOBO- COBHX ycTa- | OEpBIUIMBU Ha | CTaHOB 1 Opra- YHUX 0Ci0,
po3paxyH- | HOB Ta opra- | ACY enekTpo- | Hi3alii Ta of- Jep>KaBHUX
KOBI ycTa- | Hi3awii CTaHIIiH, 1110 HOYACHE IIpPO- H1AIPUEMCTB,
HOBH) 3a0e3MeuyoTh | HUKHEHHS B YCTaHOB Ta Op-
¢yukuionyBan | ACY ¢inycra- ra”izauin
Hs piHaHCHU- HOB

Buxozsuu 3 mpoBeIcHOro HaMu aHai3y NpoBe/IeHHs KidepaTak Ha 00’ €KTH KPUTUYHOI iH(ppa-
CTPYKTYpH Ta COIL[iaJIbHI KOMIIOHEHTH K10epIpoCTipy, BCTAHOBIIEHO, 1110 KOKHA KibepaTaka Ma€ CBOi
METY, 3MICT, OpraHi3alito, TAKTUKY peaji3allii, OCHOBHI Ta CyNyTHI e(peKTH 1 pe3yabTaTu, HACIiIKU
micis i 3MiHCHEHHS TOIIIO.

Kibepaii MOXyTb 3/11iICHIOBATHCS TOCITIIOBHO, MapalieJbHO Ta MOCIiJOBHO-TIAPAIENbHO, 3 BU-
KOPHUCTAHHSAM METO/IIB PO3NOALIbHO-30CEPEIKEHUX il Ta/abo CyKYIHOCT1 OJHOYACHUX Ta/abo moc-
JI0BHUX BIUIMBIB, SIKI MOJIATAIOTH B 30CEPEPKEHH] KIOSpBIUIMBIB Ha HAWOUIBII Bpa3JIMBi €IEMEHTH
o0’exTa (cucTteMn), siKi 3a0e3Mevyl0Th OTPUMAaHHS CHHEpreTuyoro eekTy B anpiopi Henepeadauy-
BaHUX MICIISIX (elleMeHTaX, CUCTeMax, cdepax), Ha sKi He 000B’SI3KOBO CIIPSIMOBYEThCS Oe3mocepe-

Hiil BIUIUB.

Pe3ynbTar BUHHKAE 32 paXyHOK CUCTEMH PO30CEPEPKCHUX BIUIMBIB HA HE 3aBXIH Oe3rmocepe-
JTHBO B3a€MOIIOB’si3aH1 enemMeHTH. Lleit Mmeton nmependavyae CTBOPEHHs TaK 3BaHUX TiOpUIHUX KiOe-
partaku, SiKi JIF0Th KOMIUIEKCHO 1 B3a€MOY3TO/IKEHO Ta OXOIUTIOIOTh TEXHIUHY, COI[IOTEXHIYHY Ta CO-
nianbHy cepu. BoHu 31aTHI BIUTMBATH CHHXPOHHO, KOMIUIEKCHO, OJTHOYaCHO abo MOCi0BHO, Ha-
HOCHUTH ypaKE€HHsI €IEMEHTaM CUCTEMH Ta/a00 BUBOJUTH ii 3 Ja;1y. MeTOI0 poBeAeHHS KiOEPBILIIUBY
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Ha ACY CIY EK moxe OyTr CTBOpEHHSI JIAHITFOTOBUX €(EKTiB, K1 PO3TOBCIOHKYIOTh JECTPYKTUBHY
XBUJIIO Ha B3a€EMOJIII0Yl 00’ €KTH Ta CUCTEMHU.

o ckinany ACY MOXyTh BXOAUTH PI3HOMAaHITHI TEXHIYHI CHCTEMH Ta 3acOOM: CHCTEMH 1 3a-
cO0M KOOPJMHATHO-9aCOBOTO, METEOPOJIOTIYHOTO 1 1HIIUX BUIIB 3a0€3MEUCHHS; CHCTEMH, 3aCO0H,
JIiHIT Ta MepeXxi 3B'A3KY 1 epenayl JaHUX; CHCTEMH 1 3aCO0U JUCTAHIIHHOTO MOHITOPUHTY; CHCTEMH
1 3aco0u 300py, HaKOMMYEHHS Ta 00poOKH iH(OpMaIlii; aBTOMAaTU30BaHI CHCTEMH 1 3ac00U yrpaB-
JIIHHS; CHCTEMH 1 3aco0U B1I0OpaKEeHHS 1 TOBEACHHS 1H(OpMAITii; 1HIIT TEXHIYHI Ta TPOrpaMHO-TeX-
HIYHI 3ac00M. 3HaYHA YaCTHHA CUCTEM 1 3aC001B BUKOPUCTOBYETHCS st JOPMYBAHHS KAaHATTY 3BOPO-
THOTO 3B'SI3KY SIK 3 JIIOAMHOIO-OIIEPATOPOM, TaK 1 3 KEPOBAaHUMHM TeXHIYHUMHU KoMmrioHeHTamu OEC.

Jlst mpoTUAil TaKuM KiOepBILTMBaM, IO HECYTh B COO1 TSOKKI HACIIIKY /I HACEICHHS Ta Jiep-
’KaBH B IIJIOMY, HEOOX1THO pO3POOUTH METOJIMKY BHSBIICHHS TaKHX 0COOIMBHX KiOepBILUIHMBIB. P03-
IIITHEMO pO3pO0JIeHY METOAMKY 100 MOXKIIMBOTO 31{CHEHHS MOpUAHUX PO3IOJUIEHO-30CepeIkKe-
HUX KiOCpPBIUIMBIB 3 JIAHIIOTOBUM €(EKTOM.

Kputnunicts Buxoay 3 Jaxy 00’€KTa €HEpPreTHMKH BHMarae OIpallOBaHHS IHUTaHb 3aXUCTY
ACY 3 aKkIeHTOM Ha JIOCTYIHICTh Ta CTIMKICTh CUCTEMH, a TaKOX LUTICHICTH iH(pOopManii. Hampu-
KJIaJ], MOXKJIMBI JIBa MiJIXOH 10 NOOYI0BH 30H 3a0e3neueHHs KibepOe3neku eIMHOTO HEHTPY Kibep-
3axucty (€1IK) emeprernynoi ramy3i — Ha OCHOBI piBHIB 200 BUMOT O€3IEeKH 1 Ha OCHOBI 3arpo3 Ki-
OepbOe3neku. Y mepuioMy BUMAAKY 30HH KibepOe3neky BU3HAYAI0ThCA SIK YMOBHI KOPAOHHU, 1110 PO3-
TUISIFOTBCS. HEOOXITHUMU piBHAME Oe3reku. Ha mpakTuili 30HH YTBOPIOIOTHCS MUISIXOM BHIUICHHS
nesikux QyHkuioHanbHux obnacreid ACY.

B iHmomy BUMaAKy 30HH YTBOPIOIOTHCSI HA OCHOBI MOJKIIMBHUX 3arpo3 Kibepoesmneku [22]. s
€K npononytotscs HacTynHi 30HU: 30Ha €LIK (I), 3ona ynpasmninus (II), 30Ha moctyny Kopucty-
BauiB (III), 30Ha MepexeBoro obmagnanns (1V), 3oBHimrHs 30Ha (V).

Ji1s moOy1oBU €(peKTUBHOI CUCTEMH 3aXUCTY aBTOMAaTU30BaHOT CUCTEMU YIPaBIiHHS BiJ Kibe-
PBIUIMBIB, BHOOPY 1 BIIPOBA/KEHHIO a/ICKBATHUX OPraHi3alliifHO-TEXHIYHUX 3aXO0/iB Ta 3aCO0iB I0-
BUHEH NepeyBaTH aHaji3, OMUC 1 MOJIEIIOBAHHSA 3arpo3 i Bpa3IMBOCTI CUCTEM, PO3POOJIECHHS METO-
JTUKH BUSIBJICHHS KiOepBIUTUBIB. OTXKE, OUEBUIHUM € T€, IO CIIOYATKy KOXKHA 3arpo3a MOBUHHA OyTH
po3Mi3HaHa Ta i1eHTU(iKOBaHA. 3a3HAYNMO, 1110 BUKOPUCTOBYBaHI B Cy4YaCHUX CUCTEMAax BHUSIBIICHHS
i mpoTuaii KibeparakaMm, METOJIU € JOCUTh €PEKTUBHUMHU B TOMY pasi, SKIIO B1JOMI TOUHI XapaKTe-
pucTuku kibeparak. HezanexHo Bil BAKOPHUCTOBYBAaHMX METO/IIB BUSABJICHHS KiOepaTak Ha aBTOMa-
THU30BaHY CUCTEMY YIIPaBIIIHHS €HEPreTHUHO]I rajly31 3yCTpi4atoThCs 3 0JIHAKOBOIO IIPOOIEMOI0 — I10-
CTiHO 3MIHIOBaH1 XapaKTEPUCTUKHU KibepaTak BUMararoTh FTHYYKOi CHCTEMH 3aXHCTY, sIKa 3/1aTHa 3a-
JUIIAaTHCS €PEKTUBHOIO, HAaBITh SKILO HE B1IOMI TOUHI XapaKTepUCTHKU KibepaTaku [21]. Mertoauky
BUSIBJICHHS Ta 3aro0iraHHs KidepaTakam MpeJICTaBIeHO CXeMaTUYHO Ha PUCYHKY 1.

PeanbHICTh BUCOKOTO PU3MKY IPAKTUYHOI peaiizalii po3risHyTuX Kibep3arpo3 Bumarae ¢op-
MYBaHHS Takol CUCTeMH KibepOesneku Ta KibepoOopoHH, sika 3a0e3MeunTh CKOOPINHOBAHE YIpaB-
JHHSA BciMa 11 ckiagoBUMHU. Taka cucreMa noTpedye HasBHOCTI BIANOBITHOTO €IMHOTO OpraHy ym-
paBIIiHHS, TOJIOHOTO 32 CTPYKTYpOIO, 3aBAAHHSAMH 1 (QYHKIIISIMM 10 aHAJOTIYHUX OPraHiB yIpaB-
JiHHSA B i cdepi kpain-ueHiB HATO, npu3HnadeHoro ajs peatizalii €IMHOI MOMITUKY Ta CTpaTerii
niit MinictepcTBa 000poHU Ykpainu Ta 36poiinux Cun Ykpainu B iHpopMmaliiiiHomMy Ta Kibeprpoc-
TOp1; OpraHizailii Ta KOOpAMHAIlii 3aX0/11B 111010 Ki0epOe3neKH Ta 3aXUCTy KpUTUYHOI 1HPOopMaIiitHOi
1HPACTPYKTYpHU JEpKaBU; YIPABIiHHA CUJIaMH KibepOe3neku Ta KibepoOOpOHH MiJT yac KPU30BHUX
CUTYyalill, B yMOBaxX O0COOJIMBOIO MEPioly Ta MPAaBOBOTO PEXUMY BOEHHOTO CTaHY.

Lleit opran ynpasmniHHs iH(popMaliifHO1 Ta KibepOe3nekn MOBUHEH BUPILIYBAaTH TakKi OCHOBHI
3ajaui:

y4yacTb y (popMyBaHHI Ta peastizaiii Aep>kaBHOI MOMITUKHU 3 TUTaHb iH(opMalliiitHoi, kibep- 6e3-
MeKH Ta KibepoObopoHu;

(dbopmyBaHHS Ta pearizalis nodiTHKH MiHicTepcTBa 060poHH Ykpainu Ta 30poitHux Cun Yk-
paiHu o0 Aii y kibeprpocTopi;

( \ evarrrig )
30HA GOHA YHPAB-\ / 30HA J0- \ / 30HA MEPE-\ 3OBHIIIH

€LK () JITHHS (11) CTYIY KOPH- "KEBOT'O S130HA
CTYBAUYIB (II1) OBJIAJTHAHHS V)
(V)




KonTpoJb focTyny Ha MepesKkHOMY piBHi
KoHTpoJb Ta aHaJi3 3aXMIEHOCTi

KonTtpous gocryny Ha piBHi KopucTyBadiB Bars et

Kkibeparak

Pe3zepBHe KonitoBaHHS
O01ik moaii

KouTtpoJsb misicHocTi

AHTHBIPYCHUH 3aXHCT

Pucynok 1 — Metoauka BusiBleHHs KibepaTak

y4acTh y BUKOHAHHI 3aX0/I1B 31 CTBOPEHHS Ta PO3BUTKY 1H()OPMALIIIHUX CHCTEM Ta PECypCiB y
30poitnnx Cunax Ykpainu;

KoopauHalii aiil cy®’ekTiB iHpopMaliiiHoi, kibep- Oe3neku Ta Kibepoboponu MiHicTepcTBa
o6oponu ta 36porHux Cun Ykpainu;

y4yacTb y (OpMYBaHHI CTaHIAapTiB MiATOTOBKH Ta JEPK3aMOBJIEHHS Ha MiATOTOBKY (haxiBIiB 3
1H(popMaliiiHo1, K10ep- Oe3neku Ta KibepoOopoHH;

oprasizariii B3aemMo/Iii Ta MpoBeeHHS 3aX0AiB (B T.4. 1[I0 MiATOTOBKH Jep>KaBH 10 Kid0epoOo-
POHM) 31 CTPYKTYPHUMH MIIPO311JIaMH 1HIIUX [IEHTPAJIbHUX OpPraHiB BUKOHABYOI B/l Ta MIXKHApO-
JHUMH TapTHEpaMH 3 MUTaHb KibepOe3neKy;

MIATPUMAaHHS B3a€EMOJII1 3 CHCTEMOIO BIJIOMYMX KOMaH/ pearyBaHHs Ha KOMIT IOTEpHI 1HIUIe-
Htu (CERT/CSIRT);

IUTAaHYBaHHS Ta y3TO/KEHE YIPaBIIHHS JISTIbHICTIO CY0’€KTIB y KIOEpIPOCTOPI 32 €IUHUM 3a-
MuUCIIOM 1 TianoM. KoHTposbk Ta koopauHariis ix Jii;

MOHITOPHHT Ta aHali3 KIOEpIHIMIEHTIB, JECTPYKTUBHUX 1HPOPMALIHUX Ta KOTHITUBHUX 1
y KibeprpocTopi Ta epeKTUBHOCTI Jiii cucteMu kibepOesneku, BUSABICHHS ypa3lnuBOCTel B iHDOp-
MalliifHIX Ta Kibep cucTeMax CBOIX 1 MPOTUBHUKA;

IUTaHYBaHHS, OpraHi3ailis Ta koopauHais po3sinyBansHux (Cyber Warfare Intelligence), 060-
ponnux (Defensive Cyber Warfare) 1 nactynansaux (Offensive Cyber Warfare) onepartiii B kidepn-
poctopi (Cyberspace Operation) Ta kibeponepauiii (Cyber Operation);

oprasizailisi Ta KoopAuHauis iHpopMaliiHUX JiH y KibepnpocTopi (BKIIIOUAIOYH COIlaIbHI Me-
pexi).

3 1i€r0 METOI0 y CKJIaJll OpraHy ympaBiiHHs 1HGOpPMAIiitHOT Ta KibepOe3neKkyu MOBUHHI OyTH
MiAPO3/1TIH: MOHITOPUHTY KiOeprnpocTopy, 3aXUCTy KiOeprpocTopy, aKTUBHHUX il y KibepmpocTopi,

HasiBHicTh edeKkTHBHOI CHCTEMH YIIPaBIIHHS CHJIaMHM 1 3aco0aMu sIKi JiI0Th B KibepmpocTopi
3abe3neunTh 1H(opMaliiiHy, kKiOepHeTHUHY Ta KOTHITHBHY INEpeBary HaJl MPOTUBHUKOM Ta Oyne
CHPUATH MPAKTUYHIN peamizaiii npuitHsTol B kpaiHax wieHax HATO konuenuii “cmapT-o60poHn”,
KIIIOYOBUMH €JIEMEHTAaMU SIKOT € BUCOKOTEXHOJIOT1YHA MiATOTOBKA MEPCOHATY Ta 30alaHCOBaHE T0-
€THAHHS HAWOUTBII €(DEeKTUBHMUX ACIMEKTIB CTPATETIN “XKOPCTKOI cUin” Ta ““M’SIKOT CHIIM’, MIJISTXOM
3BaYKEHOT'O 1 y3TO/DKEHOTO BUKOPUCTAHHS IHCTPYMEHTAPII0 CTpAaTEriyHIX KOMYHIKallil, CAHKIIH, Te-
PEKOHaHHSI 1 3aCTOCYBAaHHSI CHJIH Ta 1HITUX BIUIUBIB CITIOCOOOM, SIKMI € HaWO1IbII peHTa0eTbHUM Ta
Ma€ MOJITHYHY 1 coliajbHy JeriTUMHICTh. OcoOnmBicTIO cTpaTerii “M’skoi cwin” € 00’ €JHaHHS
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TPHOX KOTHITUBHUX KOMIIOHEHTIB: KYJbTYPH J€pKaBu (y TOMY, YIM BOHA IIKABUTH 1HIII JEepPKaBH),
il MOMITUYHUX IIHHOCTEH (UM TOTPUMYEThCA BOHA X Y BHYTPILIHIN 1 30BHIIIHIN MOMITHII) Ta 30BHI-
ITHIX BITHOCHH (YU CIIPUHMAIOTHCSI BOHM SIK JICTITUMHI 1 MOpajIbHO OOIPYHTOBAHI).

3a 0CBiZIOM MPOBIAHUX KpaiH CBITY 10 HAHOUIBII €(EKTUBHHUX Ta PE3YIbTATUBHUX Ail CHII
CHeIiaJbHUX OIepallii y CydacHHX TiOpHUIHUX BiMHAX BIHOCATHCS BIUIMBHU CIPSMOBAaHI Ha IMOPY-
IICHHS CHCTEM YIPAaBIiHHS JIEPKABOIO Ta i CEKTOpOM Oe3MeKn Ta 000POHH HUIIXOM KOMILJIEKCHOTO
BEJICHHS PI3HOMaHITHHX, aJie B MEPIIy Yepry, iHhopMariiiHux i KiOepHETUIHUX Jii CIIPSIMOBAHHUX HA
JTUCKPEIUTAIlII0 BIHCHKOBO-TIOJITHYHOTO KEPIBHHIITBA JCPXKABU Y CIPUHHSATTI 0COOOBOTO CKIIATy
30pOMHUX CHJI, HACEJICHHSI Ta CBITOBOI CITUIBHOTH.

AHaJi3 IeCTPYKTUBHUX JiH, IKi BEAYThCs 3 BUKOPUCTAHHSM CIIEIIaJIbHUX TEXHOJIOT1H B 1H(DOP-
MaIiifHOMy Ta KiOEpHETUYHOMY MPOCTOPax YKpaiHu, J03BOJIMB BUSBUTH KOMIUIEKCHI Y3rO/KEHI 3a
METOI0, 3aMHCIIOM, MICIIEM 1 YacoM iH(opMaIliiHO-KiOepHEeTHYHI BIUTMBY HA BC1 BEPCTBU HACEJICHHS,
couianbHi 1 gemMorpadiuHi rpymnu, KepiBHUITBO JAep:kaBu, MiHicTepcTBO 000poHH YKpaiHu Ta KO-
MaHtyBaHHs 30poiHux Cui YKpaiHu.

Jiis ix peani3aliii BAKOPHCTOBYIOTHCS 3aCO0H TellepaiioMoBIIeHHs, [HTepHET pecypcu (iHDop-
MaIliiiHi caiiTu, colliaibHI Mepexi, cremnianizoBadi Gpopymu tomo). Cepen ycix IeCTpYKTUBHUX i1H-
(b opMamiifHO-TICUXOJIOTTYHHX, iIH(OPMAIIHHO-KIOEPHETUIHUX i, 110 TPOBOIATHCS, HAOLIBII ede-
KTUBHHMMH € Ti, 1110 CIIPSIMOBAHI MIPOTHU KEPIBHOTO CKJIay JEp>KaBU Ta KOMaHyBaHHS 30pOMHUX CHUIIL.

JlocimipKeHHs TTOKa3aH, 110, K MPAaBHUIIO, TaKi Jii € KOMIUIEKCHIMH 1 BKIIIOYAIOTh €JIEMEHTH
«HETIPSIMUX BILTUBIBY», MAHIMYJIALIIO PEMyTaIli€l0, CyTeCTUBHUMN BIUTHB. B pamkax Takoi 3arajabHOCH-
CTEMHO{ i1 BU3HAYAIOTHCS KEPIBHUKH, Ti 0COOH, BIUTUB HA SKHUX 3a0e31euye TOCITHEHHS METH Hal-
KpammmM ynHoM. Hanani oGuparoThes criocodu Ta popmu BILTUBY 1 MPOBOIUTHCS 1H(OpMaIliiiHa ore-
paris.

BupimansHuM € Te, 10 J0CTaTHBO 3ayCTUTH 1H(OpMAaIlito, a 1aji, 3BaKatouu Ha 0COOJIMBOCTI
coliyMy, BiH caM OyJie MpOXyKyBaTH TUTITKH, OyAyBaTH IOMHCIIHY Ta MOIITHPIOBATH 1H(OpPMAIIit0 JTaJIi.

Taxum unHOM, y Kibepcdepi yxe € copMoBaHMid creliaTbHII KOHTEHT, aKTHBI3aLlisl SIKOTO y
BHU3HAUYEHUN MOMEHT MOe OJIOKYBaTH i1 Oy/Ib-sIKOTr0 KEpIBHUKA 1 TUM CaMUM 3a0JI0KyBaTH i CTpy-
KTYpH, SIKY BIH 04OJIIO€, a00 3p0oOUTH ii PyHKIIIOHYBaHHS HE e(EeKTUBHUM, a00 MPUMYCHUTH i mpa-
I[}OBATH TaK K MOTPIOHO CTOPOHI, 10 MPOBOIUTH 1H(pOpMaliiiHy onepauiro. Kpim Toro taki aii cTBo-
PIOIOTH MEpelyMOBH JI0 MAHIKU, HEMTOKOPH, A€30pi€HTallii, Ae3epTUPCTBA TOLIO.

3aB/sIKM BUKOPHUCTAaHHIO IHHOBALIIMHUX TEXHOJIOT1H Y KOHBEHLIHHINA CKJIa10B1i Cy4acHUX BIH
CTaB MOXKJIMBUM Ie€pexif Bia [ill 3araJbHOPYHHIBHOTO XapakTepy 10 Jii 13 nmepeBaroto QpyHKIiOHa-
JTHHO-CTPYKTYPHOTO BIUIMBY Ha CYIPOTHBHUKA, 3 HAUTOJIOBHIIIIE — JOCATHEHHS HA/l HUM KOTHITUBHOI
NepeBary.

[TpoBeaeHi qociiKEHHs TOKa3alu, [0 KOTHITUBHE MPOTHOOPCTBO CTAJI0 HEBIJI'€MHOIO CKJIa-
JIOBOIO Cy4acHUX 1 MaifOyTHIX BiiH 1 BOEHHMX KOH(IIKTIB K MIXKAEP>KaBHUX 1 BHYTPIIIHbOEPHKAB-
HUX, TaK 1 Mk Oy/lb-IKMMH I'€ONOJITHYHUMH Ta PETIOHAIbHUMHU aKTopaMu. KOorHITUBHIN CKiIa10B1N
HAJICKUTh BUHATKOBA POJIb B CYKYIMHOCTI (DakTOpiB, 110 ()OPMYIOThH 1 BUKIUKAIOTh BOEHHUN KOH(-
JIKT, BIUIMBAIOTh HA WOTO XiJ Ta pe3yibTaT, IHTEHCUBHICTH 1 HacmiaAKu. ToMy, cydacHi BiifHH, a 0CO-
67MBO BilfHM Maii0yTHHOTO BEyThCs 32 KOTHITUBHY cpepy colliyMy (CyCHiIbCTBA, COLIaIbHUX TPYII,
JIIOJTUHY, HACEJICHHsI) 1 KEpYBAaHHS HUM (HEI0).

KoruiTuBHI BILTUBK MOKYTh OyTH HABMHUCHHMH 1 BUTIaJKOBUMH, 0araTOBEKTOPHUMH 1 KOMILJIE-
KCHHMMH, 3arajibHO1 CIIPSMOBAHOCTI a00 LITLOBUMH (LIJIECTIPSIMOBAHUMHU ), CIIPSIMOBAHUMHU Ha CYCITi-
JBCTBO B LIJIOMY UM HA KOHKPETHI CHUIBHOTH a00 1HJMBI/IB, HA JOCATHEHHS KOPOTKOTPUBAJIOTO 200
JOBrOTpUBAJIoOro eekTy, HeraitHo abo Micis JTaTeHTHOI a3y, 3 Bapialiero 3HayeHb ado 0e3.

B cydyacHux ymoBax BCi CTOPOHU KOH(JIIKTY MParHyTh B3STH IT1J{ KOHTPOJIb CaMe KOTHITUBHUN
MPOCTIp, AKUIM OXOIUTIOE CIIPUIHSTTSI, YCBIAOMIJICHHS, IEPEKOHAHHS, PO3YMIHHS 1 IIIHHOCTI, IHTENEeK-
TyaJbHE Cepe0BUIIIE, SIK 1HIUBIIIB, TaK 1 COLIAIBHUX I'PYII 1 CYCHiIbCTBA B LIIJIOMY, B SIKOMY BJIaCHE
1 B1IOYBAETHCS YXBAJICHHSI HUMU PIllIeHb. TOMY TOJIOBHHM pe3y/IbTaT YCIIITHUX KOTHITUBHHUX BILUIN-
BIB — II€ 3MiHa MOJIEJi CBITY Ta WOT0 CIIPUMHATTS B JIIOAMHI, COLIANBHUX I'PYyNax CYCHUIbCTBA, Ta
CYCIIUIBCTBI B IJIOMY, IO 3a0€31e4y€e MOXKIUBICTh B3ATTS iX ITi1 KOHTPOJIb 1 3A1HCHIOBATH 30BHIIITHE
YIpaBIiHHSA HUMH Ha EMOLIHHOMY, MOPAJIbHOMY, KYJIbTYPHOMY, CBITOTJISIIHOMY 1 MEHTAJIBHOMY Dpi-
BHSIX, 3 (DOPMYBaHHSM CTIHKMX CTEPEOTHITIB IS COIPUUHATTS AlHCHOCTI uepe3 iX npuzmy. OcobnuBe
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3HA4eHHs MAaIOTh IIPU LIbOMY HaB’s3yBaHHS Ta MIPOCYBAaHHS XMOHUX HAYKOBUX, CYCHUIbHUX, €KOHO-
MIYHUX, JEp>KaBHUX, BIHCHKOBUX TEOpil, mapagurM, KOHIEMIIil, CTpaTeriid, HappaTUBiB, SKiI Hali-
OB €(hEeKTUBHO MTPOCYBAIOTHCS Ta BIPOBADKYIOTHCS Uepe3 3aKiIai OCBITH Ta HAYKOB1 YCTaHOBH,
€JIEKTPOHHI, COIllabHI Mepexki Ta Oorocdepy. 3 i€ METOK BUKOPUCTOBYIOTHCS BCI MOXKIIMBOCTI
CTpaTeriyHUX KOMYHIKAIlii, BeXyThCs iHDOpMaIliiiHi, ICUXOJI0T14H1, KIOepHeTHYHI Ta 1HIT1 i (aKiii,
oreparii Tomo), AKi COpsMOBaHi K Ha 0e3MocepeHIX yJYaCHUKIB KOH(IIKTY, TaK 1 HA HACEICHHS
KpaiH, 1110 6epyTh B HbOMY y4acTh, MDDKHAPOJIHE CIIBTOBapUCTBO. OCOOIUBICTIO € TE, 110 HABITH PH
MIPOBE/ICHHI JIep>KaBHUMHU aKTOPaMH /i TNIAHOBO Ta Y3I0/PKEHO, BOHU MPOXOIATh HA TI1 XaOTHUYHUX
IUJILOBUX 1 BUITAJIKOBUX MOMIOHMX BIUIMBIB BCIX 1HIIMX akTopiB. Lle TpanchopmyeThes B iHdopma-
IHHO-KIOepHETUYHUH 1 KOTHITUBHHUI BapiaHT BIMHM “BCiX MPOTH BCiX” (B KiOepHETHUHOMY, iH(DOP-
MaIiifHOMY Ta KOTHITMBHOMY HpOCTOpax). Y pe3yiabTari, SK MOKa3yloTh MPOBEACHI JOCHIKEHHS,
00'eKTH, Ha SIK1 CIIPSMOBaHI KOTHITHUBHI JIIi MOXKYTh OyTH HE MPOCTO BBEICHI B CTaH KOTHITUBHOTO
pe30HaHCy, AUCOHAHCY abo AucOanaHcy, ajie i oTpuMaTH iHpopManiliHi Ta KOTHITUBHI TPaBMU, JIHTH
JI0 KOTHITUBHOT MEX1 CIIPUHHATTS (HEMOMXJIMBOCTI MOJATBIIOTO OE3MEYHOTO CIIPUHHATTS KOTHITHB-
HUX BIUTMBIB), YaCTKOBOT 200 MMOBHOT KOTHITUBHOI JIe30pi€HTAIlIl 1 HABITh 0 KOTHITUBHOTO KOJIATICY,
3 MOJAJBIINM MIEPEXO0JIOM Y CTaH KOTHITUBHOI arpecii abo po3uapyBaHHs y BCbOMY anarii i aenpecii.

B3zarani B cygyacHUX KOH(JIIKTaX TOCSITHEHHS METH arpecii 31e01IbIII0T0 TOYNHAETHCS 3 HECH-
JIOBUX METO(IB, TOJJOBHUM YMHOM €KOHOMIYHHUX, MOJITHYHHMX, AUIUIOMAaTHYHUX, 1H(QOpMaIiHHUX,
TICUXOJIOTIYHUX, KIOCPHETUIHHX, KOTHITUBHUX TOMIO. AJie, TP [IbOMY 3HAYHY POJIb BiIIrparOTh Je-
MOHCTpaLiiHi 3aX0/11 BIiCBKOBOT'0 IIONIEPEPKEHHs 1 CTpUMYBaHHs. BoHuU, HalfyacTille, BUCTYNAIOTh
HE TIPOCTO JAEMOHCTPALIEI0 CHIIH, & MAIOTh 32 METY CIIPOBOKYBATH [ii, SIKI CHPUATUMYTh EKOHOMIY-
HOMY 1 MOPaJIbHO-IICUXOJIOTIYHOMY BUCHA)KEHHIO IIPOTUBHUKA, TOLIO. B 11i710My, y riOpuaHUX KOH-
¢uikTax Oyab-AKO1 IHTEHCUBHOCTI 001O0BI i1 (omeparlii) € CKJ1aJI0BOIO B3aEMOY3TOJKCHUX 33 € IMHUM
3aMHCIJIOM 1 TUIAHOM IHIIUX (HECHJIOBHX) JiH, SKi MPEBAIOIOTh Ha BCIX iX CTaaisX (3apOHKEHHS, €C-
Kajamis, iHTeHcudiKaIis, 3aTyxXaHHs, 3aj1aro/keHHs). Llum cTBOpIOIOTECS 1ecTabini3yodl BHYTpi-
IIH1 1 30BHIIIHI MPOLIECH B JIepXKaBi, sfIKa € 00’ €KTOM arpecii (cTypOOBaHICTb 1 HEBOBOJIEHICTh Hace-
JIEHHS, Mirpalli, akiii rpoMaJchKoi Hermokopu Tomo). Hagami ains qocArHeHHs CTpAaTeriyHuX LiIeH
3aCTOCOBYIOTBHCS] CUJIOBI METO/M BEICHHS Jil 3 IIMPOKOMACIITAOHUM 3aTy4E€HHSIM CHJI 1 3aC001B po-
3B1IKH, ONIEPaTUBHOIO YIPABIIIHHA BificbkaMu (cuiiaMu) 1 3ac00aMH, a TaKOX TpaauLiiHUX 3ac001B
ypakeHHs, Aep>KaBHUX 30poiHNX (POpMyBaHb, HEKOMOATAHTIB Ta IHIIUX YYaCHUKIB (TEPOPUCTIB, pa-
JTUKaJIbHUX 030pOEHUX IPYI, pyXIB ONOPY, HAliMaHI(IB, MapTU3aH), CUJI CTIeLIaJIbHUX ONeparii i T.1.

[lepcnekTHBY MOAANBIIUX AOCHIKEHb NOJATAl0Th Y TOMY, 11100 BU3HAYUTH HAOLIbII KPUTH-
4H1 00’ €KTH 1HQPACTPYKTYpH A€prKaBH, IO MIJUISITA0Th 3aXUCTY, a TAKOX JOCHIIUTH 3allpOIIOHOBA-
HUI METOJl IHTeNEeKTyalbHOTO PO3Mi3HAaBaHHsI 3arp0o3 Ha OLIbII HIIMPOKOMY KJIAcl 33124 KiIbKICHOTO
1 IKICHOTO pO3Ii3HaBaHHs KiOepHanaaiB.

st eeKTUBHOrO KiOep3axucTy KPUTHYHOI 1HPPACTPYKTYypHU JepKaBH, YCTAaHOB Ta MiANpPH-
€MCTB 00OPOHHOTO KOMIUIEKCY HEOOX1IHO BIPOBAIKYyBaTH KOMIUIEKCHI OpraHizaliiiHi Ta TEXHIYHI
3ax0/IM, 1010 3amo0iraHHs (3HWKEHHS PU3MKY pealtizalii) Ta npotuaii kibep3arposzam. Ilincucremu
3axXUCTy, 30Kpema, peanizoBadi B ACY, Mal0Th BUPILNIYBaTH HACTYIIHI OpraHi3aliiHO-TEeXHIYHI 3a-
BJIAHHS:

3a0e3neyeHHs 0e3MeKH CaHKI[IOHOBAHOTO JOCTYITY IIEPCOHAIY JI0 CUCTEMH Ta 1i CKJIaJJOBUX;

3armo0iraHHs HiJecpsIMOBAaHHUX 3JI0YMHIB Ta HEHAaBMHCHUX IIOMUJIKOBUX JIiii IEpCOHAITY Ta CTO-
ponHix oci0, HanpaBnernx Ha HCJI 1o cuctemu Ta i CKIag0BHX;

3axuctT ACY Ta i cKJIafioBUX BiJl IECTPYKTHBHOTO KiOEpBIUIMBY Ta iHIIi [22].

3aBiaHHA 11eHTUDIKAII] 3arpo3 MOJsIrae y BUBHAYSHH] THIIB 3arpo3, iX BJIACTUBOCTEN Ta MO-
KIJIMBOCTEH B YMOBax anpiopHOi HEBU3HAYEHOCTI PO 00’ €KT, HAAMIPHOCTI 1HIIOT 30BHIMIHBOT 1H(DO-
pmMmariii, B T.4. i XuOHO1, 30BHIIIHBOTO JeCTPyKTUBHOTO BITUBY Ha ACY, Tomo. Bupimenns 3agaui
MO>KJIMBE JIMIIIE 32 paXyHOK ONTUMI3aIlil miaxoaiB 1o peanizamii ACY, B Tomy yucii — 10 mo0y 0BU
CHUCTEM KOMILJIEKCHOTO 3aXHCTY BiJl Kibep3arpos. [22].

Taxwuii miaxin J03BOJIUTH MoOynyBaTu cuctemy 3axucty ACY, 110 BUKOHY€E 3aBJJaHHS B yMOBax
anmpiopHOT HEBU3HAYEHOCTI, HA TIPUHIIMIAX JOIIJIFHOCTI, palliOHATLHOCTI Ta PO3YMHOI TOCTATHOCTI.
B pe3ynbraTi AeKoMMIo3uLii CKIaJHUX CHUCTEM YIPABIiHHSI, SKI BUKOHYIOTH 3aBJaHHS B KPU30BHX
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yMOBax, 3’gCOBaHO, IO I 3a0e3medeHHs] (QYHKIIIOHATBHOI CTIMKOCTI CKJIQHI CHCTEMH MAaloTh
CTBOPIOBATHUCS 3 YPaxyBaHHSIM HACTYITHUX OCHOBHUX BUMOT [22]:

Oe3repepBHICTh (DYHKIIIOHYBAaHHS;

THYYKICTh Ta aJJalTUBHICTH JI0 3arpo3 (arak);

3a0e3neYeHHs 3aXUCTY BiJ 3arpo3;

0araTopiBHEBICTh 3aXUCTY BIATOBIAHO 10 PiBHIB 3arpos;

KOMIUICKCHICTB (peasmi3allis opraHizaiiiHuX, opraHi3aiiHO-TeXHIYHUX 1 1H)KCHEPHO-TEXHIY-
HUX 3aCO01B Ta 3aXO0/iB);

yHi(iKaIlis MporpaMHO-anapaTHUX Ta aITOPUTMIYHUX PIIIEHb CUCTEM 3aXUCTY;

BapiaTUBHICTH QYHKIIIOHATBHOI JIOTIKH (aanTUBHICTH miacuctemu 3axucty IKC go inmmx mo-
TIOHHUX CKJIQIHUX CHCTEM);

aBTOHOMHICTbh (DYHKI[IOHYBaHHS TEXHIYHOT KOMIIOHEHTH CUCTEMHU 3aXUCTY;

peadizaiisi 6araTopiBHEBOI CUCTEMHU KOHTPOJIIO O€3IMEKU Ta 3aXHMCTY BiJl IOMHIIJIOK IIEPCOHAIY;

rapaHTOBaHE KoperoBaHe 3a0e3rneueHHs 0OMeXeHb Koja CIyKOOBHUX OCIO 11010 BUKOHAHHS
HUMH ITOBHOBXHUX (DYHKITIH;

JOTPUMAaHHS PO3YMHOT0 OalaHCy MiK 3aBJaHHSIM MIBUAKOT 00pOOKH BEIMKHX 3a/IaHUX 00CSATIB
iHpopmanii B ACY 3a MiHIMaIbHUAN HAsSBHUH MPOMIKOK Yacy Ta HEOOXITHICTIO BUTpayaHHS 3HAU-
HOT'O 4aCOBOI'O PEeCypCy Ha JOCATHEHHS MEeTU (YyHKIIOHYBAaHHS CUCTEM 3axHCTy. [22].

BucHoBkM. Y cTaTTi pO3MNIAHYTI NUISXM i HapsSMHU 10 BUOOPY Ta peaizalii pamioHaTbHIX
M1XOAIB IPU BUPIIICHHI MUTAHHS KOMIUIEKCHOTO 3aXUCTY BiJl JECTPYKTUBHHUX KiOEPBIUIMBIB 3 JIaH-
IIOTOBUMH e(peKTaMu KpUTHIHOT iHYPACTPYKTYPH JIEpKABH Ta OTPUMaHI TaKi OCHOBHI pe3yIbTaTH:

1. [IpoananizoBaHo BCi OCHOBHI KibepaTaky, sIKi BIUTMBAIX Ha (YHKI[IOHYBaHHS 00’ €KTIB KpH-
TUYHOI iH(PaACTPYKTypH Ha MPUKIIaAi eHepreTuuHoi cdepu. B xomi mocmimkenHs kibeparak, Oyio
BCTaHOBJICHO, 1110 aTaKW HE OYyJIM OJIMHOYHI, a IPOBOJWIIACH CHHXPOHHO, BCl BOHM MaJIM JI€CTPYKTHU-
BHUM BIuMB HAa ACY 00’exkTamu eHepreTuku. BcTaHOBIEHO, 10 OCHOBHUM CUHXPOHHUN J1€CTPYK-
TUBHUI KiOEPBILIUB 3/11HCHIOBABCS 30cepe/keHo Ha Bpa3iuBi enemeHTH ACY. Ilepen npoBeeHHIM
OCHOBHOI KibepaTaku, IPOBOIMIIACH KiOepaTaka Ha CUCTEMY OOCIYTrOBYBaHHS 1 IUCIIeTYEpH3allii, 3
METOIO BiJIMOBH B OOCITyTOBYBaHHI CIIO’KMBauiB. 3aCTOCYBaHHS JIEKIIbKOX JECTPYKTUBHUX 30CEpe-
mkeHux kibeparak Ha EK mpoBoaunucek B pamkax MacitabHoOT Kibeporepariii, sika Oyiia HampaBieHa
Ha MOPYILIEHHs 0JIHOYACHO JEKUIbKOX 00’ €KTIB €HEPreTUYHOI ramysi.

2. BcraHoB€HO, 1110 B 3aJI€KHOCTI1 B1J] PIBHSI CTIMKOCTI 3aJI€KUTh PE3YJIbTaT (PYHKIIIOHYBaHHS
CHCTEMH BUPOOJIEHHS Ta MMOCTAYaHHs €JIeKTPOeHeprii. AHai3 MpOoBeAeHHs KibepaTak Mmokas3as, 110
MIHIMaJbHE 3HAUYEHHS PIBHS CTIMKOCTI MOKE MPU3BECTH 10 PyWHYBaHHS €HEPreTHUYHOI CHCTEMU
(00’exTa, Mepexi).

3. OnucaHo (3MO/I€IbOBAHO) METOAMKY 31HCHEHHS T1IOPUAHUX PO3MOALUIBHO-30CEPEIKEHUX
KiOEpBIIJIMBIB 3 JIAHIIOTOBUM €(DeKTOM Ha 00’ €KTH KpUTHYHOI iHppacTpykTypH. BusHadeHi ypaziu-
BOCT1 00’ exTiB. Busnaueni ypaznuBocti ACY. BetanoBneHo, 1110 kibepaTaky 3/1aTHI IPOHUKATH Ye-
pe3 eNeKTPOHHY MOMLITY, OTPUMYBATH JIOCTYII IO TOJIOBHUX CEPBEPIB, OTPUMYBATH iH(POpPMAILiIO PO
cTaH (PYHKI[IOHYBaHHS CHUCTEMH, 3/1ICHIOBATH mnepexoruieHHs ynpaBiiHHs ACY Ta 00’€KToM B Li-
JIOMy, 3JIIHCHIOBAaTH 3MiHY MapaMeTpiB (yHKIIOHYBaHHS 00’€KTiB (OCOOIMBO KPUTHYHHM € 3MiHA
YacTOTH peakTopa Ha aTOMHIHN eJIeKTPOCTaHIIlT).

4. Po3po06sieHO METOUKY BHUSBICHHS T1IOpUIHUX PO3MOAIEHO-30CepeKEHNX KiOEPBIIMBIB 3
JIAHITIOTOBUM €(DEKTOM 3a JOTIOMOTOI0 MOJIEJIi 1HTEIeKTyaIbHOTO PO3ITi3HABaHHS K10ep3arpos .

5. 3anpomnoHoBaHi1 opraHi3alliliHi Ta TeXHIYHI 3aXO/AH MI0A0 3a0e3MedeHHs KibepOe3nekn Ha
00’eKTax KpUTHYHOI IHPpacTpyKkTypu. BuzHaueHo, 1110 TEXHIYHI 3aX0A1 MalOTh OYTH peani3oBaHi 3a
JIOTIOMOTOI0 KOMILJIEKCY 3ac00iB 3aXHCTy, KUl Oyne 3a0e3nedyBaTH CBO€YacHE BUSBICHHS Kibe-
paTak Ta MPOTUJII0 HUM.

3anpornoHoBaHi METOAMKA OLIHKUA (PYHKIIOHATIBHOI CTIHKOCTI CKJIAJJHUX CHCTEM O JIECTPYK-
TUBHUX BIUTMBIB Ta BUSBJICHHS KPUTUYHUX €JIEMEHTIB, BY3JIiB Ta 3B S3KIB CHCTEMH, a TaKOX Jude-
peHIiitHMA miaxia 1o kaacudikaiii, po3mi3HaHHS Ta BU3HAYCHHS PiBHS 3arpo3 mis ckiaganx ACY,
J03BOJISIIOTH OOTPYHTYBATH Ta CTBOPUTH KOMITJIEKCHY OpraHi3amiiHO-TeXHIYHY MMJICUCTEMY 3aXUCTY

85



KPUTUYHOI iIHPPACTPYKTYpH AEpKaBH, SIKa TapaHTOBAHO 3a0€3MEYHTh a/IeKBaTHE pearyBaHHS Ha pe-
aJIbH1 Ta MOTEHIIIIHI 3arpo3Hy, palioHaTbHO BUKOPUCTOBYIOUH HAsBHI Y JIepKaBH MOXKIUBOCTI 1 pe-

cypcH
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. A.T.H., 1pod. Jauuxk 10.I', Bioenko C.I'.
IODOEKT HEIMHbIX PEAKIIUU B KUBEPJIEUCTBUSAX

B cmamuve npedcmasnensl pe3yiomamal Ucc1e008anUll 0COOeHHOCm el ZUOPUOHOIL 80TiHbl, KOMOPAA
npoucxooum ¢ YKpaune u Opy2ux 20cyoapcmeax 6 Kubdepnpocmpancmee. Ycmanognenvt poiv u mMecmo
UEenHbIX IPheKkmos u acumMmempuiHvIX 0eCIPYKMUBHBIX 0elicmeUll é cjhepe unhopmayuonnoll u Kuobep-
be3onacnocmu. B ceazu ¢ mem, umo 6 nacmosauwjee spema IHepzemMuUKa AeaAemca 63060l OMPAcibio
HAYUOHAILHOU IKOHOMUKU U HAUUOHATbHOU DEe30nAcCHOCmU 100020 20CY0apcmea, 0CO0eHHOCHU KOM-
NJIEKCHBIX 0eCmPYKMUGHBIX KUbep, UHPOPMAYUOHHBIX U KOZHUMUGHBIX 0eUCMEUIl U 6IUAHUIL 6 Kubep-
npocmpancmee u uepe3 KubepnpoCcCmpanHcmeo pacCMompensl Ha npuMepe IHePZeMUlecKoll cghepeul ¢ yue-
mMoM y2po3, PUCKO8 U 0COOeHHOCH el KUuDep8o30elicmeuii Ha CUcCmemMbl U 00beKmol KpumuuecKkoil uHgppa-
CMPYKmYpbl MONAUEHO-IHEP2EMUUECKO20 KOMNIeKca. AKmyanbHocms odecneuenus Inep2ooe3onacno-
cmu cmpan Mupa pacmem, 0 uem ceuoemenvcmeyem 0030p Inepzemuueckux cmpamezuii pazeumus Ee-
pocoro3sa, CIIIA u opyzux cmpan. Ilo 632n10am paoa omeuecmeeHHbIX U UHOCMPAHHBIX CHEUUAIUCHOGB,
IHepzemuKa @ 00aacmu IKOHOMUKU RPeEEPamuIacy 6 UHcmpymenm ceononumuxu. Om ee gpgpexmugnozo,
HAO0EHCHO20 U YCMOoUuU8020 PYHKYUOHUPOBCAHUS 8 3HAUUM ETbHOI CHIEeNneHU 3A8UCAN YPO6EHb HAUUOHAb-
HOIl 0€30RACHOCIU 20CY0apCcmea 6 Uejl0M, meMnbl CIPYKHYPHbBIX RPE0Opa306anull 6 IKOHOMUKE, 0Deche-
uenue nompednocmeil Haceaenus, 00uleCmeeHHo20 npPou3eoocmea u 0ooponsl. Ilpumenenue na 0dovex-
max Kpumu4eckoil un@pacmpykmypul 20cyoapcmea co8PEeMEeHHbIX KOMRbIOMEPHBIX, UHPOPMAYUOHHO-
MeNeKOMMYHUKAUYUOHHBIX U KUOEPMEXHO102Ull mpedyem 6HeOPeHUs U OCYuleCme1eHus MepoOnpUANLIL
no Kubepobeszonacnocmu, npomusooeiicmeus Kudbepmeppopusmy u ovecnevenus kudepoooponst. Onpeoe-
JIeHbl Hauboee 6axcHble ACHEKNbl 3AUUNILL O IMUX 6030€UCHMBUIL, NPEOJI0NHCEHHbIE ROOX00bl NO pa3pa-
OomKe 000CHOBAHNBIX OP2AHUZAUUOHHBIX U MEXHUYECKUX MEPOnpUAmUIL no 0decneuenulo Kubepoezonac-
HOCmU 00uiecmea u 20cyoapcmed 6 CO8PeMeHHbIX YC108UAX.

Knioueevie cnoea: kubepoesonacnocms, Kubepooopona, KomMnaeKcHovle UHGoOpmMayuoHno-KubdepHe-
muyecKkue 6030elicmeus, 00beKmsl IHEP2EMUKU, PACHPEOeTeHHO-COCPeO0onoYeHHble KUOepao3oelicmeus,
Kubepeosoeiicmeus ¢ Ipghexmom yennvlx peaxkyuil.

prof. Y. Danyk, S.Vdovenko
A CHAIN EFFECTS IN THE CYBER-ACTIONS

The article presents the results of research on the features of the hybrid war that occurs in Ukraine
and other states in cyberspace. Established role and place of chain effects and asymmetric destructive ac-
tions in the field of information and cyber security. Due to the fact that at present energy is the basic industry
of national economy and national security of any state, the features of complex destructive cyber-, informa-
tional and cognitive actions and influences in cyberspace and through cyberspace are considered on the
example of the energy sphere taking into account threats. , risks and features of cyber-impacts on systems
and objects of the critical infrastructure of the fuel and energy complex. The urgency of ensuring energy
security of the countries of the world is increasing, as evidenced by the revision of energy development
strategies of the European Union, the United States, and other countries. According to the views of a num-
ber of domestic and foreign specialists, energy in the field of economics has become an instrument of geo-
politics. The level of national security in general, the pace of structural transformation in the economy, the
provision of the needs of the population, social production and defense depend to a large extent on its ef-
fective, reliable and sustainable functioning. The use of state-of-the-art computer, information-telecommu-
nication and cyber-tech equipment in state critical infrastructure objects requires the implementation and
implementation of measures on cyber security, countering cyberterrorism and providing cyber defense. The
most important aspects of these influences are identified, approaches are offered for the development of
sound organizational and technical measures to ensure the cyber security of society and the state in modern
conditions.
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Keywords: cybersecurity, cyber defense, integrated information-cybernetic influence, energy objects,
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OCOBJMBOCTI IHOOPMAIIMHOI CTPYKTYPH ITIPOCTOPOBOI BA3U IIU®PO-
BUX KAPTOI'PA®IYHUX JAHUX MACIITABIB 1:500 000, 1:1 000 000,
CTBOPEHOI TOIIOTPA®IYHOIO CJIYKBEOIO 3BPOMHUX CHUJ YKPATHA

B ocmanni poku nompeba y gioomocmsax npo micyegicmo 6rice He 3a0080/1bHACHbCA BUKOPUCHIAH-
HAM MIiTbKU Monozpagdiunux kapm y nanepoeomy euziadi. Heoocmammusa ingpopmamuenicms kapmu, io-
cymuicme y HpAyi6HUKi@ Pi3HUX 6i00MCM8, AKI HEe MAIOMb 6iON0BIOHOT 0CBIMU, 6MIHHA YUMAMU KADMY
YCKAOHI0I0Omb it GUKOPUCMAHHA, A 8 OKPEMUX 6UNAOKAX, HAGIMb, 0OMedcylomb i1 3acmocyeanns. /ns eu-
Ppiutenna paoy 3a0au, AKi 6KIHOYAIOMb A6MOMAMU308AHUTL AHAII3 CINAKY MepUmopii, nompiona demaivHa
inghopmauin npo npocmopose nonoiceHHsn 00'ckmie came é yugposiit popmi

Ha cbozooniwnini uac eenuka uacmuna ingropmayii micmumep 2eozpaghiuni oami, AKi € 6aNHCAUBOI0
inpopmauiero 6 cmpykmypi nauionanvHoi 6e3nexu oepicasu. Bionosiono 0o ocobnueocmeit cyyacnux in-
hopmauiitnux mexunonozii zeodani nosunni 6ymu opzanizoeani é 6aszu oanux. Cmeopiowuu 6a3u 0anHux,
Kopucmyeau npazHe 6nopaoKysamu iHgopmayito 3a pizHuUMU 03HAKAMU, W00 3a HeoOXiOHoCmi 30iiicHIO-
eamu wieUOKUIL NOWYK, ananiz ma ii 006pooKy. /lonomozy 6 ybomy modxcymov nHaoamu 2eoingpopmauiini
cucmemu (I'IC), aki 3acmocogyromuca é pi3Hux 2any3ax i Moxyucyms (QYHKyionyeamu Ha pi3HUX PiGHAX.
Cdopepa suxopucmannsa I'IC oyice wiupoka. Coo200Hi éaricko yasumu de3 euxopucmanna I'lC npocmopose
MOOeNI06aHHs MA AHAJI3 NAAHYBAHHS, YRPAGTIHHA, OUIHKU PE3YTbmMamie 6azampox cyuacHux ingopma-
UIHUX MeXHON02ii, 00CAI0NHCEHHA NPUPOORUX Pecypcie, YRPasainHA apmiamu i 30pocto moujo. Tak, 3a
oonomozomw I'IC cmeoprowmuca i gukopucmogyromuvca yughposi 6azu 0anux, AKi € 0CHO60I0 yugposux ma
e1eKmpOoHHUX Kapm micyeeocmi pizHuX macuimaoie.

Y oaniii cmammi pozznadaemuca ingpopmauiiina cmpykmypa npocmoposoi bazu yugppoeux kapmo-
epagpiunux oanux macumaoie 1 :500 000, 1 :1 000 000, cmeopenoi Tonozpaghiunoro cayxncoor 36poiinux
Cun Ykpainu, ma euznauaiomocs ii 0cooausocmi 3 Memoro nooanbuioi po3pooKu mexHo102ii CmeopeHHs
monocpaghiunux xkapm macwmaoie 1:500 000, 1:1 000000 y gionogionocmi oo cmanoapmie HATO
(TPC, ONC) i3 3acmocysannam npozpamuozo 3aoe3neuennus ArcGlS.

Knioueei cnosa: yugpposi kapmozpadghiuni oani, zeoingpopmauiitni cucmemu, zeoingpopmayiini mex-
Hono2ii, yughposa kapma, e1eKmpoHHa Kapma, monozpaghiuna Kapma.

Beryn Ta aHagiz ocTaHHiX aocaiizkenb. B octanHi poku norpeba y BiIOMOCTSIX MPO Miclie-
BICTh BJK€ HE 3aJI0BOJIbHAETHCS BUKOPUCTAHHSAM TUTHKU TOMOTPa(IUHUX KapT y MAllepOBOMY BUTJISIII.
HenocratHs iHQOpPMAaTUBHICTh KapTH, BIACYTHICTh Y MPAI[iBHUKIB PI3HUX BIJIOMCTB, SIKI HE MAIOTh
BIJITOBIHOI OCBITH, BMIHHSI YUTATHU KapTy YCKJIAIHIOIOTH il BAKOPUCTAHHS, @ B OKPEMUX BUIIAJKaX,
HaBiTh, 0OMEXYIOTh ii 3acTocyBaHHsI. /{11 BUpilIeHHS psLy 3a/1a4, K1 BKJIOYa0Th aBTOMAaTU30BaHUN
aHaJli3 CTaHy TEPUTOPIi, MOTpiIOHA JeTaibHa 1H(OpMallis PO MPOCTOPOBE MOJIOKEHHSI 00'€KTIB came
B 1IQpoBiit popmi [1, 2].

Sk cBimuaTh npoBeeHi pociimkenns [3-5], 75-90 % yciel indopmartii, SKy BUKOPUCTOBYIOTh
CIeLialiCTH PI3HOTO PiBHS, MICTATH y c001 reorpadiuHi (reonpocToposi) faHi, TOOTO pi3Hi BiIOMOCTI
PO PO3MOAUT y MPOCTOpi a00 3a TEPUTOPIIMU 00’ €KTIB, SIBUIL, MpoleciB, noaii. Lle o3Havae, mo
reoingopmaniiini cucremu (I'IC) o6pobsat0Th BenuKy yacTuHy iH(opmarii. Bonu Biapi3HAIOTHCS
BiJI IHIIUX 1H(POPMAIIHHIUX CUCTEM CaMe€ TUM, IO BOJIOJIIOTh €(PEKTUBHUMHU MOXKIIUBOCTSIMH 1HTET-
paii pi3HOIUIAHOBOT POCTOPOBOI iH(OpMallii, MOB'SI3aHOT 3 peaTbHUM 3eMHUM MPOCTOpoM. Takum
YUHOM, Oy/Ib-K1 1aHl MOKYTh OyTH IHTEIPOBaHI B OJJHY CUCTEMY, SIKIIIO LI JaH1 MalOTh a00 MOXYTh
MaTH MPOCTOPOBY MPUB'A3KY B peasbHOMY 3eMHOMY npocTtopi. CyuacHi I'IC po3mmprorors MeTonu
JOCTIPKEHHS HAILIOTO CBITY, HaJalouu UG POB1 IHCTPYMEHTH ISl OpraHi3alii i onepyBaHHs Mpoc-
TOPOBHMMH JIaHUMH, MOJIEITIOBAaHHS MTPOIIECIB, 1110 B1I0YBAIOTHCS B IPOCTOPI, Bi3yasi3alii LUX JaHUX,
MOJICJICH 1 TPOIIECIB 3a JOTIOMOT'OI0 PO3BHHEHUX KOMITIOTEPHHUX 3aCc00iB, CIeIiali30BaHUuX 1HCTPY-
MEHTIB 0OpOOKH i aHai3y reoJaHuX.
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Cdepa Bukopuctanus ['IC myxe mmpoxa [6]. Croromni Baxxko ysaBuTH 06e3 Bukopucranus ['IC
MIPOCTOPOBE MOJETIOBAHHS Ta aHaJi3 IUIaHYBAaHHS, YIPABIIHHS, OLIHKH PEe3y/lbTaTiB 0ararbox Cy-
yacHUX 1H(GOPMAIIHUX TEXHOJIOTIH, JOCTIIKEHHS MPUPOJAHUX PECypCiB, YIPaBIiHHSA apMisAMH 1
30poeto Tomro [3,7].

I'lC oxomirorTh yCi MPOCTOPOBI PiBHI: II100aJbHUMN, PETiOHATBLHUMN, HAIlIOHAIBHUH, JIOKAJb-
HUH, MyHIIUTIAIBHUH; IHTETPYIOTh PI3HOMaHITHY 1H(GOpMAIIiIO PO HAIly IUIAHETY: KapTorpadiyny,
JIJ13, ctaTuCTHKY, KaJacTpOBi BiJOMOCTI, T1IpOMETEOPOJIOTIUHI JIaHi, MaTepiaJid MOJLOBUX TOIOTe-
OJIC3UYHUX 3HIMaHb TOIIO. 32 IX JOMOMOTOI0 BUPIIIYIOTHCS 3aBIaHHS PO3BUTKY TEPUTOPIiil, BUKOPU-
CTaHHS MIPUPOTHUX PECYPCIB, OXOPOHHU JOBKIIIA, 3a0€3MeUEHHS CYCIIBHOT OC3MEKH.

HaBiTh MUTTEBHI TIOTJISA] HA KApTy J1a€ 3MOT'Y OLIHUTH OCOOJIMBOCTI i 3aKOHOMIPHOCTI IIPOC-
TOPOBO-PO3NOIiIEHUX 1MoAiH 1 siBum. Po3pobieni B I'IC aBroMaTtn3oBaHi METOAM MPOCTOPOBOTO aHa-
T3y BXKE€ ChOTOJIHI € TIOTYKHOIO 30pO€I0 B pyKax JOCIIIHUKA, KEpIBHUKA Oyb-IKOTO PiBHS Ta, Ha-
BiTbh, IPOCTOTO criokuBayva. [nei, 3aknaneni B I'lC, cTaroTh KaTanizaTopoM IpoOIECiB iHTErparii reoi-
Hpopmariiaux texHosorii (I'IT), nagaroun im HOBUIT Bumip. [Ipu 11boMy, reonpocTOpoBi JaHi CTa-
I0Th BKJIMBOIO iH(OpMAIi€ro B CTPYKTYpi HarioHanbHOi O6e3neku nepkasu. ['IC Bukonye yHKii
BBEJICHHS, 1IHTerpallii, 30epiranus, oOpoOKu, aHali3y, MOJEIIOBaHHA 1 Bi3yali3allii TeonpocTOpOBOi
iHpopmaii, sika 3a gonomoroto I'IC BnopsakoByeThest B upoBi 6a3u JaHUX 3 METOIO MIBHIKOTO
MOIIIYKY, aHai3y Ta 00poOKku HeoOXiaHO1 iHhOopMaIii.

[Tponec BBeaenns nanux y ['IC nependavyae HACTYIHI TpH eTaIH:

— BBEJICHHS MMPOCTOPOBUX JaHUX (LudpyBaHHS abo Iiritanizaiis);

— BBEJICHHSI HETIPOCTOPOBUX (aTpUOYTUBHUX) 1aHUX;

— BCTAHOBJICHHSI 3B’I3Ky M1 IPOCTOPOBUMH Ta HENPOCTOPOBUMU JIAHUMH.

JIBa OCTaHHIX €TaIu SBJISFOTH COO0I0 TOMEpeIHI0 00POOKY AaHUX. Y mporieci Takoi 00poOKH
HarpoMaJKyeThCsl HOBUM KJIac TaHWUX — MEeTaJaHi (IaHi npo aaxi). MeTtaiaHi 3a3BHuYail MiCTATH 1H-
dbopMartiro mpo JaTy oJep)KaHHs, TOYHICTh IMO3UIIOHYBAHHS, TOYHICTh KIacH(iKaIlii, CTYIiHb ITOB-
HOTHU, METO/I, SIKU BUKOPUCTOBYETHCS /7Sl OCP)KaHHS Ta KOJYBaHHS JaHUX.

Anpom I'lC € 6a3a ganux, mija KO0 PO3yMIIOTh IOIMEHOBAaHY CYKYITHICTh JaHUX, sIK1 BIIOMBa-
I0Th CTaH 00’ €KTa, HOro BIACTUBOCTI Ta B3a€EMOBIIHOIIEHHS 3 IHITMMH 00’ €KTaMH, a TAKOK KOMIIJIEKC
TEXHIYHUX 1 IPOrpaMHUX 3aco01B JUIsl BEIEHHS IUX 0a3 JaHUX.

®opmyBanss ctpykTypH ['IC nounHaeTbes 3 opMyBaHHS 0a3 JaHUX, K1 IPYHTYIOThCS Ha Te-
puTOpianbHii (reorpadiyHiil) npuB’ 3Ll JaHuX [3].

TakuMm 4MHOM, TeMaTHKa CTaTTi, sIka CHOpSMOBaHa Ha aHalli3 0coOJIMBOCTEH 1H(pOpMaliiHOI
CTPYKTYpH TpocTOpoBOi 0Oa3u mnmdppoBux Kaprorpadivamx manumx wmacmrabiB 1 :500 000 Ta
1:1 000 000, ctBopenoi Tonorpagiuroro ciyx60t0 3C YKpaiHu, € aKTyallbHOIO.

IlocTranoBka 3aBaanHs. B naniii ctaTTi po3risinaeTbes iHGopmaliiiiHa CTpyKTypa pocTopo-
BO1 0a3u 1uQpoBux kaprorpadiunux ganux macmradis 1 :500 000, 1 :1 000 000, ctBopenoi Tormo-
rpadiuHoro ciry»)0010 30poitHux Cunt Ykpainu, Ta BU3HAYAIOTHCS 11 0COOIMBOCTI 3 METOIO TIOIATBIIIOL
PO3pOOKHM TEXHOJOTIi CTBOpeHHs Tonorpadiunux kapt maciradis 1 : 500 000, 1 :1 000 000 y Biamo-
BigHocTi A0 cranaaptiB HATO (TPC, ONC) i3 3acTocyBaHHSM nporpamMHoro 3abesnedennst ArcGIS.

OcHoBHI pe3yjbTaTu gociaizxenns. [{upposa kapra micuesocti (LIKM) siBisie coboro 1ud-
POBY MoJieIb MICIIEBOCTI, SIKa 3alKcaHa Ha MarHiTHUN HOCIH y BCTAHOBIJIEHIM CTPYKTYpi Ta Kojax
BIJITIOBITHO /IO BU3HAYEHOT MaTeMaTUYHOI OCHOBH, MPOEKIIi 1 po3rpadieHHs, IPUHHATUX Ui KapT,
1 BIJITIOBI/Ia€ BCTAHOBJICHUM JJIsI KOHKPETHOTO BUKOPUCTAHHS BUMOTaM 32 TOYHICTIO 1 3MICTOM.

Enextponna kapra micuesocti (EKM) — e nudpoBa Mojienb MiCIieBOCTI, sKa Bi3yaai3oBaHa 3
BUKOPHUCTAHHSIM IIPOrpaMHUX Ta TEXHIYHUX 3ac001B y 3a/1aH1i MPOEKIIii, CHCTEM1 KOOPJIMHAT Ta YMO-
BHUX 3HaKiB, 1 MpU3HAYEHa I aBTOMATH3allli KapTorpadiqyHoro BiJoOpaXeHHs Ta aHali3y 00’ €KTIB,
MIPOLIECIB 1 ABUII 3 ypaXyBaHHAM JUHAMIKH iX PO3BHUTKY.

[udposi kapTu MicLIEBOCTI MPU3HAYEH] 7151 BUKOPUCTaHHS B iH(OopMaliiHO-aHAIITHYHUX CH-
cTeMax 3a JIOTOMOT0I0 TeOiH(POPMAaLIHHIX TEXHOJIOT1H 3 METOI0 BUBUYEHHS Ta OIIHKH MICIIEBOCTI,
Opi€HTYBaHHS Ha Hill, BUKOHAHHS BUMIPIOBaHb, PO3pPaxyHKiB, HOOYIOBU MOJIENECH CUTYaIlii 1 mporie-
CiB, sIKi BIIOyBaIOThCS HA MiCIICBOCTI.

KM moBuHHI BiAIIOBIiIaTH TAKKM OCHOBHHUM BHMOTaM:

92



1) cTBOproBaTHCS Ha BUOPaHy TEPUTOPIIO HIIKOM O3 po3moainay indopmarlil Ha HOMEHKIIATY-
pHIi ITUCTH TonorpadiyHUX KapT 4u Oyab-sKO1 1HIIOI HApi3KH;

2) CTBOPIOBATHUCS Y CBITOBUX KOOpAMHATAX (IOBroTa, IUPOTA);

3) 3abe3neuyBaTH MOMKIIMBICTD IPOTPAMHOT0 BU3HAYCHHS TAaHHUX MPO PO3TALIYBaHHS 00’ €KTIB
Ta IX XapaKTepUCTUKH;

4) BKJIIOYATH 3HAYCHHS KIIbKICHUX, SIKICHUX XapaKTEPUCTHK Ta KOIB 00'€KTIB Y CUCTEMI Kiia-
cudikartii Ta kogyBaHHs kapTorpadiunoi iHpopMmarii (BiamoBigHO 10 KiacudikaTopa Tornorpadiaaoi
iHpopmanii s Tomorpadiunux kapt wmacmrabis 1:10 000, 1:25 000, 1:50 000, 1:100 000,
1:200 000, 1:500 000, 1:1 000 000, sxuii 3aTBEPHKEHUM HaYaTbHUKOM [ 0JIOBHOTO yIpaBIIiHHS T'€0-
nesii, kaprorpadii Ta kagactpy npu Kabineri MinictpiB Ykpainu B 1998 p. 1 moromkeHuid 3 HaYa b-
HuKoM LlenTpansHoro Tornorpadiunoro ynpasminas ['enepansHoro mrady 36poiinux Cun Ykpainn);

5) TounicTh 300pakeHHs 00'ekTiB Ha I[IKM moBHHHA BiAMOBIIaTH TOYHOCTI BUXIJIHOTO KapTo-
rpagiqHOrO MaTepiaiy;

6) MaTu CTPYKTYpy MoAaHHs iHGOpMallii, iKa 3a0€3eYUTh MOKIMBICTh BHECCHHS 3MiH Ta JI0-
MTOBHEHB;

7) MaTH CTPYKTYpY mojaaHHs iH(opMallii, sika 3a0e3MeunTh MOKIUBICTh KOHBEPTALlii K Y TO-
MOJIOTIUHI (TaKi, MO MIATPUMYIOTh MPOCTOPOBI BiJHOIIEHHS IMEPETHUHY, CYCIACTBA, CYMIIICHHS,
00’ eTHaHHS, BUKJIFOYCHHS TOIIO), TaK 1 B HETOIOJIOTTYHI (hopMaTH reoiHPopMaIiiHIuX CUCTEM.

3MiCT eJIEKTPOHHOI KapTH MOBHHEH BiJIOBIJATH 3MICTy KapTH MEBHOTO BHIY Ta MacHITaldy.
[Tpu uboMy cucTEMa YMOBHHUX 3HAKIB €JIEKTPOHHOI KapTH BKIIIOYAE CHelialbHI mpudTH, a kiacudi-
Kallis eNEKTPOHHHUX KapT BIANOBIga€ 3arajbHii Kiaacuikamii KapT, HAMPHUKIAJ, €IEKTPOHHA TOIIO-
rpadivyHa KapTa, eJeKTPOHHA aBialliiiHa KapTa, eJIeKTPOHHA T'€0JIOT1YHA KapTa, eJeKTPOHHA KaJacT-
poBa KapTa Ta iHIIII.

Jliisa oOMiny MG POBUMHU KapTaMy MiK pi3HUMH 1H(OPMaLIHHUMU CUCTEMaMU BUKOPUCTOBY-
I0ThCS crienianbHl 00MiHHI hopmartu. Lle MmoxyTh OyTH ab0 nomyIsipHi hopMatu OyIb-IKUX BUPOO-
HUKIB mporpamMHoro 3adesnedenns (Hanpukian, DXF, MIF, SHP Tta ixmi), mo cranu crangapTom
“ne-daxro”, ado Mi>kHapoH1 cTaHAapTH (HampukiIad, Takuil cranaapt Open Geospatial Consortium
(OGC), sx GML). Lludposi kaptu, mo cTBoprotoThcs Tonorpagiunoro ciyx6oto 36poiiHux Cuin
VYkpaiHu MoXyTb 30epiraTucst 1 BAKOPUCTOBYBATUCA SIK y BUTJISAL 3akpuTHX JaHux (popmar F20S),
Tak 1y Biakputux nomupenux ¢popmarax: MIF, SHP, MDB, GDB. Ilepexia Mix popmaTamu 31ikic-
HIOETHCS 3a JOMIOMOI'0I0 KOHBEPTOpPiB 0e3 BTpatu iH(popmallii. 3a HeoOX1AHOCTI MOXJINBAa KOHBEpTa-
1ist B Oyab-sKkuil popMart, OCKUIBKHM CTPYKTYpa JaHUX € YHi(hIKOBAaHOIO.

Crpykrypa LIKM noOynoBaHna Ha IpUHILIKIIAX 00’ €KTHO-OPIEHTOBAHUX CUCTEM 1 CKJIa/Ia€ThCS 3
€JIEMEHTIB, 00’ €KTIB, y3arajbHIOIOUUX 00’ €KTIB, MiJICETMEHTIB Ta cerMeHTiB. Tonorpadiuni 00’ ekTn
MOXyTb Oyt enementamu Ta 00’ ektamu [IKM. OcnoBoro [IKM € 06’ekT, sikuit Moke MaTH MHO-
KMHY €JIEMEHTIB Ta BXOJUTH JI0 CKJIay y3arajJbHIOI040ro 00’ ekTa. Y3arajipHIO04i 00’ €KkTH alo ca-
MOCTIHHI 00’€KTH, 5IKI HE BXOJAThH J10 iX CKJIaay, OEAHYIOThCS B MIJCETMEHTH 1 CETMEHTH.

3a TUIIOM IIPOCTOPOBOT JIoKaTi3anii Bci TornorpadivHi Ta y3aranbHioroui 00’ ekt HIKM noains-
I0ThCS Ha TOYKOBI, JIIHIMHI Ta IUIOMIMHHI. 3MICTOBHI BIaCTUBOCTI TONOTrpadiyHUX Ta y3aralbHIOIYHX
00’€eKTiB BifjoOpaxaroTbess B ceMaHTHuHiN iHPopmanii LIKM. Cemantuuny iHdopmario ckiagae
MHO’KHHA SIKICHUX 1 KUIbKICHUX XapaKTePUCTHK, SIK1 € aTpUOyTaMH LIUX 00’ €KTIB.

Kosxnuit Tonorpadiunmii ta y3aransHiorounii 06’ ekt LIKM mae yHikanbHuH i1eHTHIKAITHIN
KOJ. 3a CHCTEMY KOJTyBaHHS IIPUIMAETHCS, B TIEPIITY YEPTYy, IepKaBHA cUcTeMa (HapuKIIaI, Uil Ha-
CeJICHUX IMyHKTIB, 00 €KTIB aJMiHICTPaTUBHO-TIOIITHYHOTO MOALTY obnacTel, paioHiB — koau Kia-
cudikaropa 00'eKTIB aJAMIHICTPATUBHO-TEPUTOPIAILHOTO YCTPOIO YKpaiHu), 3a ii BICYTHOCTI — Bi-
JI0OMYa, a 3a BIICYyTHOCTI 000X — CUCTEMa KOJIiB, SIKa TPAAULIHHO BUKOPUCTOBYETHCS B ICHYIOUHX 1H-
dbopMaliiHuX cucTemMax, 1 JIMIIe Y pa3l BIACYTHOCTI TaKUX — JOBUIbHE KOJyBaHHS.

VYci enementu LIKM, siki BigHOCATBHCS 10 okpemoro 06’exta [IKM, moBHHHI MaTH y BiAMOBII-
HOMY aTpuOyTI iIeHTU(DIKAIIHHAN KO IbOTo 00’ €KTa, a BCl 00’ €KTH, SIK1 BIIHOCATHCS IO TIEBHOTO
y3arajbHIOI0UOro 00’ €KTa, — iIeHTU(IKALIHHUI KO LHOTO y3aralbHIOIUOro 00’ €KTa.

Kosxunii Tonorpadiuauit 06’ext [LIKM Mmae Tonorpadiuamii kox 3riguo 3 Kimacudikaropom to-
norpadiyHoi iHpopmanii ans Tomorpadiuyaux kapt macmra6is 1:10 000, 1:25 000, 1:50 000,
1:100 000, 1:200 000, 1:500 000, 1:1 000 000. O6’exTu LIKM, sixi He MaroTh Koy Knacudikartopa,
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MMO3HAYEeHI TOAAaTKOBUMH KojaMu. Cama eJIeKTpOHHA KapTa MIiCIIEBOCTI CKIIAAEThCS 3 BOCBMH 0a30-

BUX CETMEHTIB, SIKi TOKa3aHi Ha puc.l.
[ CermenTu \

Ne2

Ne3
: riﬂporpa(biﬂ :
Ne8

Ne6 Ne7

JOPOKHS Mepeska POCIHMHHUM TTOKPHB 1
IPyHTH

Pucynok 1 — ba3oBi cermenTH upoBoi KapTu MiCIIEBOCTI

Nel

MaTeMaTHYHI CIEMEHTH,
eJIEMEHTH TUIaHOBOI i
BHCOTHOI OCHOBH

Ne5

TIOJTITHKO-
aIMiHICTpaTHBHHI
YCTpiid, oropoxi i
OKpeMi IpHpOIHi
SIBUIIA Ta 00'€KTH

Nod

HaceneHi ITYHKTH

TIPOMHMCIIOBI,
CLIIBCBKOTOCIIONAPCHK
i1 corianbHO-
KYJIbTYpHi 00'€KTH

BxurodueHHsl T0OIaTKOBUX CETMEHTIB HEOOXITHO OOTpYHTOBYBATH B TEXHIYHOMY 3aBJaHHI Ha
purotosijicHHs [IKM.

BinnosigHo 10 BUMOT [8], OCHOBHUM MPOTPaMHUM MPOAYKTOM [Tl 3aCTOCYBaHHSI B 30pOMHUX
Cunax Ykpainu BusHadeHo reoindopmaniitanii npoaykt ArcGIS xommanii ESRI (CLLA).

Jo cknany ArcGIS BxonaTh iHTErpOBaHi MPOrpaMHi MPOIYKTH, MPU3HAUEH] K JJISL PO3POOKHU
Ta eKCIUTyaTamii reoiHpopMamiifHuX CUCTEM PI3HOTO PiBHS CKJIAJHOCTI, TaK 1 JJs reoindopMmartiii-
HOTo 3a0e3MeUYeHHs pO3B’A3aHH 3aB/laHb, IOB’A3aHUX 3 BUKOPUCTAHHSAM IIPOCTOPOBOI iHpopMallii,
BKJTIOYAIOUH TTOJIEOBY 3HOMKY 1 pOOOTY B KOMIT IOTEpHUX Mepekax, y TOMY YMCIIi 1 B cucreMi [HTep-
HeT.

OCHOBHMMH MOJYJIIMU IIporpaMHoro 3a0e3neueHHst ArcGIS mist BukopucTtanHs B iHTepecax
30poitnux Cun Ykpainu €: ArcMap — npu3HaueHHUi JUIsl meperyisny, peJaryBaHHs, CTBOPEHHS Ta
aHai3y reorpoctopoBux aanux; ArcCatalog — nst kepyBaHHS Ta KOHBEpTAIlli T€OMPOCTOPOBUX Ja-
Hux; ArcScene 1 ArcGlobe — 711 TpuBHMipHOTO MOietoBaHHA 1 BitoOpaxkeHHs; ArcGIS 3D Analyst
— JUI BUPILIEHHS TPUKIIAHUX 33/1a4 3 BAKOPUCTAaHHAM TpUBUMIpHUX AaHuX; ArcGIS Spatial Analyst
JI03BOJISIE€ TIpaLfOBaTH 3 pacTpoBUMHU AaHuMu; ArcGIS Network Analyst npusHadenuit aias podotu 3
T€OMETPUYHUMU MeEpEeKaMHu Ta JI03BOJISI€ 3HAXOAUTH onTUMaibHl MapmpytH; ArcGIS Survey
Analyst npu3HadeHuil 1711 ypiBHIOBaHHS Ta BiTOOpaKeHHs T€0JIe3UYHMX 3HIMaHb [9].

CtBopeHHs U(PPOBOi KApTH MICIIEBOCTI BKITIOYAE HACTYITHI KPOKH.

1. BusHaueHHs BUXiAHHUX MaTepianiB ams ctBopeHHs [IKM.

Buxigaumu kaprorpadiyauMu Matepianamu ais ckiaaganig KM e:

a) HUGPOBI KApTH MiCLIEBOCTI;

0) BUugaBHUYI (CKJIaJalbH1) OPUTiHAIM TonorpadiuHux KapT abo iX Korifi;

B) TUpa)KH1 BiIOUTKH TomorpadiuHux KapT;

r) opToOTOIIIaHN Ta MaTepialii KOCMIYHO1T 3OMKH.

2. Buxigni kaprorpadiuHi Marepiajiyu NOBUHHI 3a0€3ME€UYNUTH TOYHICTh, JOCTOBIPHICTH Ta MOB-
HOTY B1I00pa)K€HHSI CTaHy MICLEBOCTI [0 METPUYHIN 1 CeMaHTUYHIN 1HQOpMallii, sika BiJMoBiAana
6u Bumoram, BUCyHyTuM 110 LIKM.

3. ng oxepxaHHs HEOOX1IHUX BIJOMOCTEH sIK JOJATKOBUM MaTepian npu crBopeHHi [[KM
MOBHHHI BUKOPUCTOBYBATHUCS:

a) katajoru Ta cnucku kogiB 00'exTiB (KOATYY, BimomMui Koau Ta iH.);

0) CIMCKM HACEJICHUX ITYHKTIB 3 BiIOMOCTSIMH PO KUTBKICTh MEIIKAHIIIB;

B) CITUCKH KOOpUHAT 00'€KTIB 3 iX BUCOTAMU;

I') AaHi IpO BUCOTH OyAiBeNb B HACEIEHUX MyHKTaX;

€) JaHi Ipo CKJIaJ Ta CTaH POCIUHHOTO MOKPHBY;

€) KaTaJorH (CIHUCKN) KOOPJUHAT T€O/IC3MYHUX MyHKTIB Ta 1HII JOKYMECHTH.
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4. 3araipHi 0cOO0HMBOCTI BimoOpakeHHs Tonorpadgidyaux 00'exTiB Ha [ITKM.

O06’exTH, HaHECEH] Ha KapTy, MOAUISIOTHCS HA TOYKOBI, JIIHIIHI Ta TTONIMHHI.

JIo TOYKOBHX BifHOCATBCS 00’€KTH, SIKi MaroTh po3mipn 1 MM? i MeHIIe y MacmTadi KapTH.
[Tos10’k€HHIO TOYKOBOTO 00’€KTa HAa MiCIIEBOCTI BiJMIOBiAa€ TOJOBHA TOYKA M03aMaCIITAOHOTO YMO-
BHOTO 3HaKYy, sKa 300pakye HOoro Ha Kapri.

Jlo niHIHHUX 00’€KTIB BIAHOCATHCS JIHIKHO-TIPOTSDKHI 00’ €KTH, SIKI MAlOTh MUPUHY | MM i
MeHIe y MacimTtadi kaptu. [1ojokeHHro JiHIHHOTO 00’ €KTa Ha MICIIEBOCTI BIJIITOBIIa€ OCHOBA JIiHIA
YMOBHOTO 3HAaKY.

JIo TUIONMHHUX BiZHOCATHCSA 06’ €KTH, sKi MAIOTh po3MipH Oinbine 1 MM? y MacmTabi KapTH.
ko 300pakeHHs TUIONMHHOTO 00’ €KTa epeTuHae pamka oopizy LIKM, To 3a lioro mexy npuiiMa-
€THCSI BIIPI30K PAMKH Ha i JIUTSHIII.

Ha I[IKM 6a30Bi cermMeHTH BiJI0OpaKyrOThCS HACTYITHUM YHHOM:

Cerment Nel. MareMaTu4Hi €1€MEHTH, €IEMEHTH IJIAHOBOI 1 BUCOTHOI OCHOBHU. BimoOpaxa-
FOTHCS BC1 ITYHKTH IIJIAHOBOT Ta BUCOTHOT OCHOBH (aCTPOHOMIYHI, T€0/IE3UYHI, 3MOMOYHOI 1 HIBEJIIPHOT
MEpEeK), IKi MAFOTh ITiITUC a0COTIOTHOT BUCOTH Ta ITIAMKUCH BIMITOK BHCOT. Y3arajibHIOK04i 00'€KTH
B I[bOMY CETMEHTI BiJICyTHI.

Cerment Ne2. Penbed cymri. Sk mpaBuino, BimoOpakaloThesi BCl TOPH3OHTANI B MOEIHAHHI 3
YMOBHHUMH 3HaKaMu OOpHBIB, CKEJIb, SIPiB, BUMOTH, 3CYBIB, CYXHX pPYyCel, KApCTOBUX BOPOHOK, KaMm'-
SIHUX PIK, TJABOBHUX IOTOKIB, ()ipHOBUX MOJIIB Ta iH.

Penwed na LIKM mosxe OyTu BigoOpakeHu BiIMITKaMy BUCOT SIK Ha pIBHOMIpHIM CiTiIi Y Oy/Ib-
skomy GRID ¢opmari, TekctoBoMy opmari, popmari eneKTpOHHHUX TaOIUIls 9 y hopMati pacTpo-
Boro (aiiny (TIFF, BMP, PCX ta iH.), Tak 1 Ha HEpiBHOMIpHIi# CITIII MPU YMOB1 HaIaHHS MPOTPAMHHX
3ac00iB IepeTBOPEHHS I[bOT0 (hopMary B iHII GpopmaTH.

Cerment Ne3. T'igporpadis 1 rizporexHiuHi cnopyau. BimoOpaxaroTecs BoIOMMH (OKeaHH,
MOpsi, 03epa BOAOCXOBHINA Ta iH.), BOAOTOKH (PiKH, KaHAJH, CTPYMKH, KaHaBU), 00'€KTH IpUOEepex-
Hoi cMyrH (6eperoBi OOMITMHM 1 MUIMHU, Oepern oOpUBHUCTI Ta i1H.), pesibed 1HA (1300aTH, MO3HAUKU
rnbuH), 00'ekTH HaBirauiiHoi HebGe3neku (pudu, ckeni, KaMeHi, 0aHKH), XapaKTEepUCTUKH T11por-
padii, 110 BUIUIIOTbCA Ha KapTi SIK CaMOCTiHHI 00'ekTH (ypi3u BOJAM HA piKax, HAIPSMKHU Teyil Ta
1H.), JDKepesa BOAM Ta T1IPOTEXHIUHI criopyau (rpedui, MUT03H, TOPTOBI 1 MpUYaIbHI CIOPYIH, BO-
JIOTIPOBI/IHI Ta BOJIOPO3MOALIBHI CIOPY/IU Ta 1H.).

Cerment Ned4. Haceneni nyHkTH. BinoOpaxaroTecsi HaceneH1 MyHKTH BC1X THIIIB, OKpeMi Oy/Ii-
BJIl Ta €JIEMEHTH BHYTPILIHBOI CTPYKTYPU HACEICHUX ITyHKTIB.

Cerment Ne5. [TpomucioBi, CiIbCHKOTOCTIOIAPCHKI Ta COIIATbHO-KYJIBTYPHI 00'ekTH. BigoOpa-
KAIOTbCs MTPOMUCIIOB] 00'€KTH, MICIsl BUIOOYTKY KOPHCHUX KOIAJIMH, KOMYHIKAIil, CIOpyau MpU
IIPOMUCIIOBUX 00'€KTaX, CHOPYIH 1 00'€KTH COLIaTbHOIO MPU3HAUYEHHS, KYJIbTOBI CIIOPY/H Ta 1H.

CermenT Ne6. JlopoxHs Mepexa 1 JopoxHi criopynu. BinoOpaxaroTbes aBTOMOOUTBHI IIJISIXU
BCIX KJIACIB, 3aJII3HULI, [PYHTOBI IOPOTH, CTEXKKH, XapaKTePH1 JUISTHKU TOPOKHbOI MEPEX1, CIOpYIn
Ha 3aTI3HUILX Ta aBTOMOOUIBHUX JIOPOTax Ta iH.

Cerment Ne7. PocnuuHuil OKpuB Ta IpyHTH. BinobpaxaeTbes qepeBHa pOCIMHHICTD TPUPOJI-
HOTO Ta MTYYHOTO TOXO/KEHHSI, 1HIIIa POCIUHHICTh, BC1 BUAH IPYHTIB.

Cerment Ne8. TTomiTHKO-aAMIHICTPaTUBHUN YCTPiil, OTOPOKi 1 OKpeMi MPUPOIHI SIBUIIIA Ta 00'-
€KTH. BioOpakaloThCsi KOPJIOHH, MEX1, OTOPOXKi, aepOHaBIraliiHi JaHi, OKpeMi IPUPO/IHI SIBHUILA Ta
00'exTH.

Bumoru o nopatkoBux (TematuuHux) cermeHTiB LIKM nossirarots y HacTynmHOMY:

® J0JIaTKOBI (T€MaTU4YH1) CETMEHTH MOBHHHI MaTH TaKy K F€OMETPUUHY, 1HQOpMaIliiiHy Ta
00'€KTHY CTPYKTYpY, K 1 6a30Bi cermenTu [IKM;

® KOXXEH CErMEHT MOXe BKJIFOYaTH B ceOe JIeKiJIbKa MiJCErMEHTIB, 00'€KTH SKUX MOETHYIOThCS
32 IPOCTOPOBUMHM UM IHIIMMHU TEMAaTHUHUMH TPUHLIUTIAMU;

e arpulytu 00'€KTIB MOBMHHI MaTH YKpaiHChKI Ta aHTJINACHKI CKOPOYCHHSI /Ui Ha3B IOJIB.
Ha3Bu nosiB He MOXyYTh MaTH OijibIlle 8 CHMBOJIIB;

® CTPYKTypa TeMaTHYHHX CETMEHTIB MOBHMHHA OyTH omwmcaHa B Gopmyisapi [IKM okpemum
IT1IPO3A1IOM.
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Bumoru no enextpoHHOi 6106J110TEKH YMOBHHMX 3HAKIB Ta KOJOBUX CTOPIHOK MOJIATAIOTh y Ha-
CTYIHOMY:

e [IKM sk BipTyaJlbHa CYKYITHICTh CTPYKTYPOBaHO1 iH(pOpMaIlii He Ma€e CBOTO B1IOOpaKCHHS
B €KpaHHiil a00 HaJpyKOBaHiil GopMi, TOOTO HE MOYKE MAaTH CBO€] CHCTEMH YMOBHHUX 3HAKIB;

e BigoOpaxenHus iHpopmanii [IKM BigOyBaeThcs 3a JONOMOTOIO MPOTrPaMHUX 3aCO01B T€0iH-
(dbopmamiifHuX TEXHOJIOTIH, IKi BAKOPHCTOBYIOTH CBOi 010TI0TEKM YMOBHHUX 3HAKIB, JOCTaTHI /ISl Bi-
no00paXeHHs BCIX CYTTEBOCTEH, sIKi MalOTh TonmorpadiuHi Ta J01aTKOBI 10 HUX KOJIH;

e cemanTuuHa iHpopmanis [IKM nmoBuHHa 3aHOCUTHUCS B €AMHY KOJIOBaHY CTOpiHKY. Lls cTo-
piHKa OBHHHA MICTUTH B cO01 MOBHUI Halip cUMBOIIIB yKpaiHchkoi abeTku Ta cumBoiiB ASCIIL. B
dopmyssipi LIKM noBuHHA OyTH MpUBE/IeHA TIOBHA Ha3Ba KOJOBOI CTOPIHKHU 3 TIOCHIIAHHIM Ha Jiep-
*KaBHHUU a00 MDKHAPOJIHUI CTAaHAAPT, IKAM BOHA MpHitHaATa [8].

Bumoru 1o opopmienns [IKM nmonsrarots y HactynmHOoMY: [LIKM Bumaerses y Burisiai daitno-
BOI CTPYKTYpH, fIKa 3arrcaHa Ha MarHiTHUHA ab0o onTHYHUI HOCciid. KpiMm 3MicTOBHUX (aiiiB, B KOM-
IJIEKTI TOBUHEH OyTH TekcToBuil (aitn popmymsipy LIKM (im's daitny - formular.*) ta cnerianpHa
JTMPEKTOPIs, 0 MICTUTh (aiiin 6a3u Metananux (im'st qupekTopii — metadata).

BucnoBku. Takum 4uHOM, y CTaTTI PO3MIISIHYTO 1H(GOpMAILIHY CTPYKTYPY MPOCTOPOBOI 6a3u
mudpoBux kaprorpadivanx nanux macmradis 1 :500 000, 1 :1 000 000, crBopenoi Tonorpadigaoro
ciyx0010 30poitnux Cun Ykpainu, Ta BU3HAU€HO ii 0COOIMBOCTI 3 METOIO MOAAIBIIOI PO3POOKH Te-
XHOJIOTIi cTBOpeHHs Tonorpadivyamnx kapt macmradis 1:500 000, 1:1000 000 y BianoBigHOCTI 10 cTa-
uaaptieB HATO (TPC, ONC) i3 3acTocyBaHHsM nporpamMHoro 3adesnedeHHs ArcGIS.
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K.T.H., C.H.C. ZKupoB I'.b., K.T.H., c.H.c. JIlutBunenko H.L.,
K.BiliCbK.H., C.H.Cc. ®equenko O.II.
OCOBEHHOCTH HH®OPMAIIMOHHOM CTPYKTYPBI IPOCTPAHCTBEHHOM FA3bI I1U-
®POBBIX KAPTOI'PA®HUYECKUX JAHHBIX MACIITABOB 1 : 500 000 M1 1 : 1000 000, CO-
3JJAHHBIX TOIIOI'PA®UYECKOM CJOYKBOM BOPYKEHHBIX CHJ1 YKPAUHBI

B nvinewnee epema oonvuian yacms un@opmayuu cooepricum OaHHsle 0 2e02paduuecKom pacno-
J0HceHun 00veKmos. B coomeemcmeuu ¢ ocobennocmamu co8pemenHbIX UHPOPMAYUOHHBIX MEXHOI102UIL
6ce OaHHbIe 00J1JICHBL ObIMb OP2AHU306AHDL 6 DA3bL OAHHBIX C Ue1bI0 A0CKEAMHO20 OMPANCCHUSA 00BEKN 06
onpeoenenHoll npeoMemHuol ooaacmu (Komopvie umerom meHOeHUuI0 NOCMoOARNHO usmenamucs). Cozoa-
easn 0a3zy OAHHBIX, NOJIL306AMENL CHPEMUMCA YROPAOOYUMD UHMPOPMAYUIO RO PA3TUYHBIM NPUSHAKAM,
ocyuecmenams npu HeodXo0uMocmu Gvicmpulil HOUCK, ananu3 u oopaoomky. Taxum oopazom, F'HC 3a-
HuMaiom auoupyroujue nO3uyuu cpeou Opy2ux UHPOPMAyUOHHBIX CUCHIEM.

T'HC npumenaiomcs 60 6cex ompaciax Xo3aiucmeeHH020 KOMNIAEKCA U MOZYm QYHKYUOHUDPOBANb
Ha pazHvix ypoeuax. Ilpu ucnonvzosanuu I'HC npocmpancmeeHHble OGHHbIE CMIAHOGAMCA cCHpamezuye-
CKU 8AJICHOU UHGOpMayueli KaK 0151 KOPROPAMUGHOU 0esAmelbHOCIU, MAaK U 6 CMPYKmype HayluoHa1b-
HOIl 0e30naACHOCHU 20CY0apCmea, nPU INOM, 00OHOIL U3 3A0aU AGNAAEMCA 3a0aud CO30aHUA YUPPOBoIl Da3bl
OaHHBIX, OM KOMOpoil Hanpamyto 3aeucum noaeznocms I'HC u, komopas npedcmagnsem co6oii ee a0po.
Ha ocnoee 6a3vl 2e00annwix co30ar0mces yugdpossle Kapmuvl MECHIHOCIU PA3AUYHBIX MACUIMADO08.

Taxkum obpazom, 6 cmamove peuwraemcs 3a0aua no onpeodeeHuio mpedosanuil, NPeovACIAEMbIX K
yugpoeoii Kapme MecmHOCIU, ee CMPYKNYPe U INANO0G CO30AHUA C Ueabio OanbHelwel pa3padomyu
mexHonoz2uu cozoanus monozpaguueckux kapm macuimadéoe 1 : 500 000 u 1 : 1000 000 6 coomeemcmeuu
co cmanoapmamu HATO (TPC, ONC) ¢ npumenenuem npozpammnozo ooecneuenus ArcGlIS.

Knioueevie cnosa: yughposaa kapmozpaguueckan 6a3za 0annvlx, 2e0UHGOPpMaAUUOHHbIE CUCEMDbL,
2COUHPOPMAYUOHHBIE MEXHON02UU, UUPPOosas Kapma, I1eKMPOHHAA Kapma, monozpaguueckas kapma.

Ph.D. Zhyrov G.B., Ph.D. Lytvynenko N.I., Ph.D. Fedchenko O.P.
FEATURES OF THE INFORMATION STRUCTURE OF THE SPACIOUS BASIS OF
DIGITAL CARDOGRAPHIC DATA SHEETS 1 : 500 000 AND 1 : 1 000 000, CREATED BY THE
TOPOGRAPHIC SERVICE OF THE ARMED FORCES OF UKRAINE

In recent years, the need for information about the terrain is no longer satisfied with the using of
only topographic maps in paper form. The lack of informativeness of the map, the lack of employees from
different departments who dom’t has the appropriate education, the ability to read the map complicate its
use, and in some cases, even limit its use. For solving a number of the problems, that the automated analysis
of the territory state is included, the detailed information about the spatial position of objects in a digital
form requires.

To date, the most of the information contains the geographic data that is the important information
in the structure of the national security. According to the features of the modern information technology,
the location data must be organized in databases. When creating databases, the user seeks to arrange the
information by various features, so that if necessary, they can quickly search, analyze and process it. Geo-
graphic Information Systems (GIS) that can be used in different fields and can operate at different levels
can help in this. The scope of GIS using is very wide. Today it is difficult to imagine the spatial modeling
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and analysis of the planning, management, evaluation of the results of many modern information technol-
ogies, the study of natural resources, the management of the armed forces and weapons, without the GIS
using. Thus, with the helping of GIS, the digital databases are created and used, which are the basis of the
digital and electronic terrain maps of different scales.

In this article the information structure of the spatial database of digital map data of scale 1: 500 000,
1: 1 000 000, created by the Topographic Service of the Armed Forces of Ukraine is considered, and its
features are determined with the purpose for the further development of the technology for the creation of
topographic maps of scale 1: 500 000, 1: 1000,000 according to NATO standards (TPC, ONC) using ArcGIS
software.

Keywords: the digital cartographic data, the geoinformation systems, the geoinformation technolo-
gies, the digital map, the electronic map, the topographic map.
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YK 004.522 I.T.H., mpod. MsacumeB A.A. (XMHY)
1.T.H., c.H.c. Komaposa JI.A. (HAC um. C.. [TonoBa Onecca)

I'puuxkuii P.B. (A 3990 [Tonragsa)

Kyauxk K.B. (A 0796 PoBHo)

WEB-SERVER HA ARDUINO C ABTOPU3AILIMEN U TPA®UYECKHUM ITPEJICTAB-
JIJEHUEM NTH®OPMAILIUU C JATUUKOB

B pabome na 6aze Arduino Mega u konmponanepa W5100 nocmpoen web-cepeep onsn zpagpuueckozo
omoodpaxycenuna OAHHBLIX YOANEHHO20 KAUEHMA, NOAYYEHHbIX C OAMUUKOE MmeMnepamypvl, O0aeneHus,
sénaxcnocmu. Ilpozpamma cepsepa nanucana é cpeoe pazpabomku Arduino IDE. Omxoppekmuposana
oubnuomexa Ethernet ona W5100, komopas o1 Arduino IDE ver. 1.0.3, 1.0.5-r2 npueoouia K 3aeucanuio
cepgepa. lloxazana eo3modxncrnocms ucnonvzosanun oudauomexu Dygraphs ona cpagpuueckoit eusyanusza-
Uuu OAHHBIX, ROJIYUEHHBIX C NOMOWbI0 damuukos. Hanucanvl ckpunmul 013 npopucoeku 2pagukos ona
cnpoekmupoeannozo web-cepeepa. Ilpoananuszupoeana ckopocms nepedauu oanuwvix ¢ web-cepeepa
Arduino oz paznuunsix cemesvix konmponepos ENC28J60, W5100, W5500 ons cpedvt npozpammupo-
eéanus Arduino IDE u 6uénuomex UIPEthernet, Ethernet, Ethernet2. Iloxazano, umo ¢ Haumenvuie cKo-
pocmuio oannvle nepedaromea web-cepeepom ¢ konmponnepom ENC28I60 - 3.3Kbaiim/c, c naubonvuium
konmponanepom W5500 - 23.4K6aiim/c. Ommeueno, umo mu cepeepa He nOOOEPHCUBAION MHOZONOMOY-
Hyto pabomy. Iloamomy onu He MoZym Obimp UCHOB308AHDL 013 CO30AHUA MUHUAMIOPHBIX YHUGEPCAIIb-
HbIX web-cepeepoe 0nsa 00padomKku HeCKOIbKUX 3anpocos 00HospemenHo. Paccmompennutii ¢ pabome cep-
8ep Modcem 00CAYHCUBAMb MOJIbKO 00UH 3ANPOC OM 00HO20 YOaleHHo20 Kiuenma. IIpoananuzuposanst
CKOpPOCHIHbIE RAPAMEmpPbl nepedauu OAHHLIX 015 cepeepa Ha muxkpokoumponepe ATmega328p(Arduino
UNO) ¢ konmponnepom cemu ENC28J60. IIpocpamma cepsepa peanusosana na azvixe Cu 6 cpede npo-
zpammuposanun AVR Studio. Ommeuena évicoxan ckopocms nepedauu oannvix - 140Kbaiim/c u 603mooic-
HOCHb MHO20NOMOYHOU padomol. Ycmanoeneno, umo npu 00HO8pemMennoil nepedauu mpex ¢haiinoe paz-
HbIM KTUEHMAM CYMMAapHasn ckopocms nepedauu oocmuzaem 120-130Kbaiim/c, a 013 Ka)3coozo Kiuenma
40-50Kbaiim/c. Ilokazano, Ymo ucnonb306anue mMakKozo cepeepa Onsa peuieHus 3a0auu zpaguueckozo
npeocmaeneHus OAHHLIX C OAMYUKOS 3AMPYOHEHO 6Ce0CHEUE CAOHCHOCHU NEPEeHOCA NPOZPAMMHOZ0
obecneuenusn Ha opyzue MUKPDOKOHMPOJIIEPHL U OZPAHUYEHHOCHIbIO OUOIUOmMEKU O PadOmbl C KApmoii
microSD. Jkcnayamayusa pazpadomannozo 30ech cepeéepa 6 meveHuu mpex Jiem HOKA3ana GblCOKYIO
Haode}cHOCmMb €20 padomul.

B pabome paccmompeno cozoanue web-cepsepa na Arduino, komopulit umeem mooepHU3UPOBAHHYIO
HTTP basic authentication. Moodepnusayusa cocmoum 6 mom, uno 0131 aemopuzauuu UCHOAL3YENCA na-
POJIb U3 CRUCKA napo.ieii, KOmopbulii 6b10uUPaemca noab308ameiem Ha OCHOGAHUU KII0Ud, NEPeChliaemMozo
cepsepom. ITlpu Kaxxcoom Ho6OM 6x00e Ha cepeep NPedvlOyuiUlli napoilb CIAHOBUMbCA HEOCCM UM en-
Hom. TIpeocmaesnen npakmuueckuii npumep web-cepeepa na Arduino Mega, konmponnepamu Ethernet:
enc28j60 u w5500.

Knioueevie cnosa: mukpoxonmponnep, ENC28J60, W5100, W5500, Arduino Mega, Arduino UNO,
ATmega2560, 6udbruomexa Dygraphs, AVR Studio, base64-encoded, basic authentication.

IlocTranoBka mpoGJemu. [ ynpaBieHHUs yAaJeHHbIMU OOBEKTaMH 4acTo TpeOyercs He
TOJIBKO TOJIy4aTh JIETaJbHYI0 UH(OPMAIMIO C MHOXKECTBA JAaTYUKOB, HO M OTCIIEKHUBATh TEKYyIlee
COCTOSIHUE CUCTEMBI, IMHAMHUKY H3MEHEHUS COCTOSTHHS CHCTEMBI B TCUCHHUH 3aIaHHOTO IPOMEKYTKA
BpeMeHu. [l pemeHus Takoil 3amaun ynoOHO HCHOJIB30BaTh IpaduuecKoe MpeaCTaBICHUE BEIH-
YHH, CHUMAeMBbIX C Pa3JINYHbIX 1aTINKOB. [I0CKOIBKY NaTYNKH HAXOMSATCS HA YAATCHHBIX 00BEKTaX,
HauOoJiee JeIeBbIM peIIeHUEM SIBISIETCS MCIONIb30BaHue web-cepBepa Ha Arduino, K KOTOpOMY
MOJTKITFOYEHBI HEOOXOTUMBIE JATYHKHU U KOTOPBIA HMeeT NoCcTy K ceTr HTepHeT. Co CTOPOHBI KITH-
eHTa y/100HO HCII0NIb30BaHue Opay3epa, KoTopblil hopMupyer rpaduyeckoe mpeacTaBIeHIe MacCUBa
MOJTyYCHHBIX MAHHBIX C YAAJEeHHOTO Aartdyuka. J{ius ¢dopmupoBanus rpadukoB ¢ cepBepa Tpedyercs
NepechlIaTh JOCTATOYHO O0IbIION 00beM HHpopMauu. T.e. KpoMe MaccruBa JaHHBIX, HAKOTIICHHBIX
C JATYMKOB, MIEPECHUIAETCS IPOrpaMMHOe oOecrieueHre i Opaysepa, KoTopoe 03BOJIsIET Opay3epy
¢dbopmupoBath rpaguku. ITo TpeOyeT, 4TOOBI cepBep APAYHHO MOT IepechuIaTh uepe3 HTepHeT He
OJIVH MaKeT JaHHBIX, @ MHOXKECTBO ¢ IIpUeMIIeMOl ckopocTbio. Hanmpumep, as popmupoBaHus Me-
CSIYHOTO TpaduKa TEeMIIEpPaTyphl C MHTEPBAJIIOM 5 MUHYT HEOOXOIMMO Mepeaarb Opay3epy MaccHB
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naHHbIX pazMmepom npumepHo 200Kbaiit. [Iporpamma miis popmupoBanus rpadrika umeeT pazmep
npumepHo 125Kbaiit, kotopast 1omkHa ObITh MepeiaHa ¢ MAaCCHMBOM JIaHHBIX. TakuM oOpa3zom st
MIOCTPOCHUS OJTHOTO MeCSYHOro rpaduka web-cepBepy ApayuHo TpeOyeTrcs mepeaarb NpUMEpPHO
325Kbaiit unpopmanuu.

C nosiBlIeHHEM TEXHOJIOTHI yIaJeHHOIO yIpaBieHUs 00opyaoBaHueM yepe3 ceTb HTepHeT ¢
IIOMOUIBI0 MUKPOKOHTPOJUIEPOB (ApIyHHO) aKTyaJdbHOW TaKkKe cTaja 3ajada aBTOPU3ALMU Ha
yhpapisitolux cepepax. OgHaKO B OTJIMYHE OT COBPEMEHHBIX KOMIIBIOTEPOB APIYHHO HMEIOT
CKPOMHBIE BBIYHCIUTEIBHBIE PECYPCHI B CBA3H C YEM HE B COCTOSHUH MOAICPKUBATH NOJTHOICHHbIE
CeTeBbIE TPOTOKOJIbI, HE TOBOPS YK€ O TPOrPaMMHOM oOecrieueHnH, 00eCeunBaIOIINUX IHU(PPOBaHUE
JTaHHBIX B akeTax. HecMoTps Ha 3TO pacCMOTPUM BO3MOKHOCTH YIPOIICHHON y/ajleHHONW aBTOpHU-
3anuu Ha cepsepe Arduino. [iis sToro Bocnons3dyeMest Texunosorueir HT TP authentication, onucan-
Hoii B crangaprax HTTP 1.0/1.1.

AHaIN3 MOCJaeTHUX MCCAeT0BaAHUN W myOamkanmii. Pemenuro 3amaum nocrpoeHus Web-
cepBepa Ha MUKPOKOHTpPOJUIEpax yAeNlsaJ0Ch MHOTO BHUMAaHUS OCOOCHHO C TOSIBIIGHUEM TIEPBOTO arl-
napatHoro Koutpoiuiepa cetu Ethernet 10Base-T - mukpocxembr enc28j60 [1-9]. [TepBast mpakThue-
ckasi paboTa MO CO3/IaHHIO0 TAaKOTO cepBepa mpencraBieHa B padbore [8]. OmHaKo 3TOT cepBep MOr
MepechlIaTh TOJBKO OJMH TAKeT, BBIMOJHSS YAAJICHHOE BKIIOYECHHE, BBIKIIFOUCHHE HECKOIBKHX
yCTpOMCTB. B 3TOM mpoekTe MCroib30BaIuCh MUKPOKOHTPOJLIEPH! avr - atmega88, atmegal68 co
CKpOoMHBIMH pecypcamu. B 2011r. mosiBuiiace padota [2] B KOTOpOii ObLT IIpeACTaBICH MOJICPHU3H-
pOBaHHBIH MPOTOKOJ tCP/IiP, MO3BOJAIOIINI C MCIOIB30BAHHEM MHKPOCXeMbI eNc28j60 u MHUKpPO-
KoHTpoJutepa atmega328p co3aate web-cepBep ¢ MHOTOITIOTOKOBBIM PEXKHMOM padOTHI, TepeChlIaro-
M MHOKECTBO IAKETOB C BBICOKOH CKOPOCTHIO (10 140k06aiit/c). [Toakmouenne kapTel MicroSD
MIO3BOJISUIO UCTIONB30BaTh STOT MUKPOKOHTPOJUIEP 7S Co3/1aHus web-cepBepa, coieprKaliero 10cra-
TOYHO OOJIBIION 00beM cTaTrueckux html cranui ¢ Gororpadusamu. [anbHeiinee pa3BUTHE MOy~
i1 web-cepBep Ha 6a3e MUKpPOKOHTposuiepa atmega2560 u koutposutepa cetu W5100(w5500) [10-
14]. OnHako 3T cepBepa 10 HaCTOSIIEro BpEMEHH HE B COCTOSIHUU ObLTH 0TOOpakaTh rpaduyeckoe
npencTaBieHre noka3zanuil natuukoB. C mosiBneHuem 6ubmmoreku Dygraphs[3,7], ad¢dexkTuBHbIX
oubmmorex Ethernet.h, Ethernet2.h[10-12] cpenst Arduino IDE no3Bonmnu co3aath web-cepsep Ha
6a3e atmega2560 mns hopmupoBanus rpaduyeckoro mpeacrasiaeHus. OIHaKO Majble PECYpPChl MUK-
POKOHTPOJIJIEPOB HE MO3BOJISIIOT CO3/IaTh aBTOPU3UPOBaHHBIN BXOJ Ha Web-cepsep. B padote [16]
paccMarpuBaach MOIMbBITKA CO3TaHUS IOCTYIIA IO Tapoltto ¢ ucronb3oBanuem GET, POST 3anpocos.
A B pabore [15-19] - aBTOpHU3aLUs C KCIIOIB30BaHUEM cXeMbl basic. OHaKo UCTOIb30BaHUE HEIU]-
poBanHOTO TIpoToKoia HT TP mo3Bosisaio erko nepexBaTuTh UCIMOJIb3yeMbI€ JIOTUH U MapOJib C 1M0-
MOIIIBIO porpamMm - CHUGGEpoB.

Less padoThl - pazpaboTKa anmapaTHBIX U IPOrPAMMHBIX CPEACTB, peaTn3yonmx web-cep-
Bep Ha 6a3e MUKPOKOHTPOJUIEPOB AVl ¢ aBTOpU3aLMEH TOCTYIa M0 IUKINYECKH MEHSIOLMMCS apo-
JSIM ¥ TpaUUeCcKUM TMpeICTaBIeHueM HH(POPMAIIUU C TATYNKOB uepe3 ceTh HTepHeT.

OcHoBHOI1 MaTepuaJj ucciaenoBanni. [Ipeanonoxum, uro kanan MIHTEpHET UMeeT MpomycK-
Hyt0 criocoOHOCcTh 4M6Out/c - 500Kbaiit/c (Hanmpumep, camasi HU3Kask CKOPOCTh TMOJIKIFOYEHHOTO K
TeneOHHOHN IMHUHU TU(PPOBOro MoieMa). PaccMOTpuM CKOpOCTh nepeiaun TaHHBIX web-cepBepaMu
ApIynHO, TIOCTPOCHHBIC Ha HanOO0JIee pacIpOCTPaHEHHBIX M JIOCTYITHBIX CETEBBIX KOHTPOJUIEpAX U
OMOIMOTEKaX K HUM.

Ha pucynke 1 npexacrasnensl hoto koHtposiepoB Ethernet ¢ mukpocxemamu: ENC28J60,
W5100, W5500.

ENC28J60

Pucynok 1 — Konrpomnepsr Ethernet ENC28J60, W5100, W5500
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Ha puc. 2 mpeacraBiensl CTeHIbI HccaeayeMbx web-cepBepoB Arduino Mega ¢ ycranoBmieH-
HBIMH, TOKa3aHHBIMHA BBIIIC, KOHTPOJIJICpAaMHU CCTH.

Web-server Arduino Mega ¢ ENC28J60 nan W5500 Web-server Arduino Mega c W5100

Pucynok 2 — Web-cepBepa Arduino Mega ¢ ceteBsiMu KoHTpOsLIepamMu ENC28J60, W5100,
W5500

Jli1s1 omipeieieHnst CKOpOCTEH Nepeiaul IaHHBIX UCII0JIb30BaIach MPOrpaMMa YHHBEPCAITLHOTO
web-cepBepa, mpezcraBieHHas B vcTOYHUKE [1]. DTa mporpamma 1o 3anpocy Opay3epa CUUTHIBACT
html mokymeHTBI ¢ KapThl microSD u nepenaet ux KiIueHTy. [Ipudem cepBep KOPPEKTHO paboTaeT
KaK C TEKCTOBBIMH JJOKYMEHTaMH, TaK U ¢ U300pKCHUSIMHU M UCTIOJIHsAeMbIMU (patimamu. Ha pucyHke
3 moka3aHbl CKOPOCTHBIE JUarpaMMbl paboThl cepBepoB. st paboThI C CETEBBIMU KOHTPOJUIEpAMU
B cpeze Arduino IDE ucnonb3oBanuck nonynspusie ondaunoreku UIPEthernet (ENC28J60), Ethernet
(W5100) u Ethernet2 (W5500).

' w5100

Pucynox 3 — CKopocTHbIE JuarpaMMbl pabOThI CEpBEPOB LISl PA3HBIX KOHTPOJIEPOB CETH

W3 puc. 3 BUgHO, 4TO MakcUMalbHasi CKOPOCTh Nepeaaun AaHHbIX 23.4K0aiiT/c cooTBeTCTBYET
koHTpoiepy W5500, muanmansHhas 3.3K6aiit/c - koutpomtepy ENC28J60. Cepsep Arduino ¢ KoH-
tposuiepom WS5500 Ha mepenady AaHHBIX A7 (OPMHpPOBAaHUS MeCSAYHOro Trpaduka MOTPaTHUT
325/23.4 = 13.9 cexynn. HemocraTkoMm cepBepoB C yKa3aHHBIMH OMOJIMOTEKAaMH SIBISETCS TO, YTO
OHH pabOTArOT TOJIBKO C OJTHUM MTOTOKOM JIaHHBIX. T.€. 0THOBPEMEHHO KOMTUPOBATh C HUX JIBa (aiina
(HampuMep, TEKCT U PUCYHOK) He oNy4uuThes. Bropoit ¢aiin Oynet oxxuaath odepenu, moka nepBbli
MOJIHOCTBIO He Oy/eT ckomupoBaH. Takke ommbIT mokasai, uro oudmuoreka Ethernet niust W5100, mo-
ctaBissemas ¢ Arduino IDE ver. 1.0.5-r2 paboTaeT HEKOpPEKTHO, CEPBEP 3aBUCAECT, IOATOMY B paboTe
HIKe OyZeT JaHa KOppeKTHUpoBKa 3Tol O6ubnmoreku. B mocnennnx Bepcusix Arduino IDE (mampu-
Mep, ver. 1.8.6.) ommbka ucrpaBieHa U cepBep paboTaeT yCTOMYMBO, HO TaKKe HE MOAIEPKUBACT
MHOT'OITIOTOYHOM paboThI, @ CKOPOCTh NEPEAAYH JAHHBIX HECKOJIBKO HUXKE, YEM B UCTIPABIEHHON OMO-
nuoteku Ethernet.
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Paccmotpum emie oquH npoekt web-cepepa Ha Arduino. OH peain30BaH B cpejie MporpaMMu-
poBanust AVR Studio Ha s361ke C. 31ech ucnonbsiyercst Mukpokontpoiuiep ATmega328p (Arduino
UNO, Arduino Nano) u xontposuiep cetu ENC28J60. TexHomorust ero paboThl U MPOrpaMMHOE
obecrieyeHue moipooHo onucansl B padote [2]. Ha pucynke 4 nokasana ¢otorpadust Bocripousse-
JICHHOTO U3 UCTOYHHKA [2] cepBepa, KOTOPBIA UCTIOIL3yeT KoHTposuiep Arduino UNO.

Pucynoxk 4 — Web - cepsep Ha 6aze Arduino UNO u ENC28J60

Ha puc. 5 nokaszanbl CKOPOCTHBIE AMAarpaMMbl paboThI 3TOro cepBepa. BuiHo, 4yTo oH nomyc-
KaeT MHOT'OIIOTOYHYI0 00paboTKYy, a CKOPOCTh 0IHOr0 IoToka gocturaet 140Ko6aiit/c. I[Tpuyem, mak-
CUMAaJIbHOE KOJIMYECTBO IIOTOKOB YCTaHABIIMBACTCS POrpaMMHBIM ITyTeM. [IoaTOMy 3TOT CepBep sB-
asieTcs Hanbosiee MOAXOAIINM JUI PELIeHUs 3a/aun rpaduyeckoro mnpeacTaBieHsl MaccuBa JaH-
HBIX, HAKOTUICHHOTO Ha KapTe microSD. MoseT Takxe ObITh UCIIOJIh30BaH B KAYECTBE YHUBEPCAIIb-
HOr0 MHHHATIOpHOTO Web-cepBepa uis nepecbuiku html nokymenTtoB ¢ kapTel MicroSD u ympasie-
HUsl 000pyIOBaHUEM.

Cpper navOM

s

Asa noroms

Pucynok 5 — CxopocTHble tuarpaMMbl paboTel MHOTONIOTOUHOTO cepBepa Arduino UNO

B nanHo#t paboTe 1715 mOCTpoeHus cepBepa s TpauiecKoro mpeICTaBIeHUsI TaHHBIX OyIyT
ucnons3oBatkcs Arduino Mega ¢ kontpomiepom ATmega2560, kontpoiep cetu W5100, cpena
paspabotku Arduino IDE ver. 1.0.3, 1.0.5-r2 ¢ moaepHu3upoBanHoii oubaroTekoii Ethernet ms
W5100. Takoii cepep 1mo3BoJIUT POPMUPOBATH HEAETbHBIE TPA(QUKHU C BpEMEHEM OXHJIAHUS MPH-
MepHO 15-20 cexyna. boiiee mpeaAnOYTUTENBHBIM SIBISIETCS CEPBEP, IPEACTABICHHBIN HA PUCYHKE 4,
OJTHaKO MPOTrPaMMHUPOBAHME €T0 JJIS 33/]1a4 C JIOTOJTHUTEIbHBIMU CEPBEPHBIMU (DYHKIUSMHU SBIISIETCS
OoJiee CIIOXKHO 3a/1a4ueii, 4eM Co3aHue cepBepa Ha OCHOBE OMOIHMOTEK, BKIFOUEHHBIX B COCTAB CPEIbI
nporpammupoBanus Arduino IDE. JIononHUTENBHO K 3TOMY cepBep Ha puc. 4 HalMcaH Moj KOHKpeT-
HBIi MUKPOKOHTPOJUIEP U NEPEeXoA K APYyroi Mojaenau TpedyeT U3MEHEHus Koja, a Oubiuoreka s
paboTsI ¢ kKapTamMu microSD noauep:xkuBaeT Toiabko Gpopmar kapT SD (1o 2I'6aiiT), KOTOphIEe B HACTO-
siiee BpeMs He Beimyckatotcs. Hanmpumep, microSD kaptel dopmara SDHC, numeromume eMKocTh 8 1
Oonee ['6aiiT, He IO IEPKUBAIOTCSL.
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Hcnonb3oBanue cepepa ¢ KoHTposiepom cetd WS5100 cBsizana ¢ TeM, 4TO UCTIOIB3YETCs PO-
cTas ¥ oTpaboTaHHasi yHUBepcayibHas cpena pazpadorku Arduino IDE, Berpoennas 6ubnuoreka s
pabotsl ¢ kapramu microSD (moanepxkuBaet popmatr SDHC), oTkoppeKkTHpOBaHHAs YCTOMYHUBO pa-
ooTtaromas 6udaroreka Ethernet, orHocutebHO HEOOIBIION 0OBbEM MEPEChLIAEMbIX JTaHHBIX. B ci1y-
yae HEOOXOJMMOCTH MEPEChUIKM OOJbIIOro o0bemMa MHPOpPMAIUHU 11eJIeCO00pa3HO HCIOIb30BaTh
cepBep, MPEACTABICHHBIN HA pUC. 4 U OMMMCAHHEINA B padoTe [2].

Ha puc. 6 npeacraBieH sKCriepUMEHTaIbHBIA CTEH]T Pa0OTAaIOIIEro cepBepa, KOTOPbIH MOIy-
yaeT JaHHble ¢ JaT4nKoB Temrneparypbl DS18B20, naBnenus u temmneparypsl MS5611, BnaxHocTH
u remneparypsl DHT11, 3anuceiBaeT nanubie Ha kapTy microSD kaxkbie 300 cex. u mepechliacT Bce
3anucaHHble JaHHBIE [IPH 3alpoce KOHKPETHOTO MaccHBa JIaHHBIX Opay3epy KJIMEHTa BMECTE C Mpo-
rpammoit dygraph (java-ckpurT), KOTopas 3amyckaeTcsi opay3epom u GopMHUpYeET rpaduk.

Pucynok 6 — DkcniepuMeHTaNbHBIN CTeHT Web-cepBepa 1t GopMupoBanus rpaguKoB

PaccmoTtpennslit cepep ucnonn3yer oudnuoreky dygraph [3], u dopmupyer rpaduxu Temre-
patypsl BHe nomemeHus (DS18B20), suyrpu nmomemenuss (MS5611), atmocdepHoro maBneHus
(MS5611) u Bnaxuoctu Bo3ayxa (DHT11). Web - server no3gossier popMupoBath rpaduku B TeUe-
HUM 3-X cyToK. /[ 3TOro cymecTByeT cTpaHnyka "TeKyIlHue MOKa3aHus JaTYUKOB, HACTPOUKH" B
KOTOpOM yCTaHaBIMBAETCS BpeMsl U 3-U MOCIEA0BaTEIbHbIE JIaThl, /U1l KOTOPBIX TPeOYIOTCS rpa-
¢uxu. ITocne 3-x cyrok B (pailiabl JaHHBIX MHGOPMALIUSA C JAaTYMKOB 3aHOCUTHCS He Oyner. Tak Kak
JAaHHBIE C IATYUKOB JTI0OABIISIIOTCA B (haiiiibl, TO TIOCIIE TIEPETPY3KH CEPBEPa MOKHO BHECTH CIIEIYIO-
M€ nocieaoBarenbHble 3-u 1athl. TakuM 00pa3oM Ha rpadukax OyeT 0ToOpa)keHo elle JOMOJHH-
TEJIBHO TPOE CYTOK. JJi1 MOCTPOEHUsI HOBBIX rpa@uKoB He00X0auMo KapTy microSD nepectaBuTh Ha
KOMIIBIOTEP U YAAJIUTh AaHHBIE ¢ (ailnos datat.txt, datata.txt, datap.txt, datah.txt, cogep>xumoe KoTo-
pBIX Oyzner paccMoTpeHo Huke. Ha puc. 7 npencrasienbl HHTEpQECH TTIaBHOM CTpaHMIIbI CEpBepa,
rpaduK TeMrepaTypbl BHE TIOMEIIEHHUS U TEeKyIUe MOKa3aHUs JaTYUKOB C YCTAaHOBKOW BpPEMEHH U
JaThl.

B e . O p——— S 3 B e

Traweper.pe vor moosrmmmn
o Tanmepirnps sare 149 apen

Beb - cepoep na Arduine mega Towerperrps v rpe 149 s
TN HPOCMOTPA TEMBEPATYPLL, 1=
AARICHIN, IARNOC T S ——

e e s

TS st

T -, 11

Lirermes e

Virewencs 31 s

SIYRAE INASALIRE_ATTTRNIN, TE ISR

Pucynok 7 — VHTepdelicel rmaBHON CTpaHMIIbI cepBepa, rpaduK TeMIepaTypbl BHE TOMEIEHHS U
TEKYIUE MOKa3aHUs TaTYNKOB C YCTAHOBKOW BPEMEHH U JAAThI
PaccmoTpuM npuHIMI paboTh cepBepa, BHIMOIHAIONIETO BU3yanu3anuio rpaduxos. [lpu 3a-
npoce kireHTa 1o aapecy cepsepalhttp://192.168.1.38:9000), cepep obpammaercs k microSD kapte
u cuuThIBaet ¢aitn index.htm, koTopslil nepecriaercs Opaysepy. [Ipu nepexoze o ccbuike, HaNPH-
Mmep http://192.168.1.38:9000/in0.htm, cepBep cumthiBaeT ¢aitn in0.htm ¢ microSD u mepeckuraer
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sToT html moxymeHT Opay3epy, KOTOPBIM €ro UCHOJIHsET. VICKIIOUeHHne COCTaBISIET MEPeXo]] IO
ccbuike http://192.168.1.38:9000/temp. B 3TOM ciydae OTKpbhIBaeTCs CTpaHUUKa, KOTOPast MPECTaB-
JSeT TeKyLIMe MOKa3aHus 1aTYNKOB C YCTAaHOBKOM BpeMeHHU U Jathl (puc.7). anHele ¢ microSD miis
3TOM CCBUTKU HE CYMTHIBAIOTCA.

Dygraphs - aTo 6ubinoreka, moaKIFOUacMas K JI000i mporpaMMe (CKpHUIITY), HalTMCaHHOW Ha
s3bike JavaScript. Takum o6pazom HTML-g0KkyMeHT npeBpaiiaeTcsi B MHCTPYMEHT rpaduyeckon
BU3yanu3anuu. i1 3TOro He0OXO0AUMO MOJKIKOYNUTh OMOIMOTEKY K CKPHUITY U CO3JaThb OOBEKT
Dygraph B coOTBeTCTBUU ¢ MpaBHiIaMH s3bIKa. Kaxkplii Takoi 0OBEKT B 00IIEM CiTydae MpecTaB-
JseT coOol uarpaMmy, 06J1a1arollyl0 COOTBETCTBYIOIIMMHU IIPU3HAKaMK — JIET€HI0M, HAUMEHOBa-
HUsAMH oceif u T.1. Ckpunt ¢ 6uOIMOTEKOH, KOTOpbIE HAXOAATCS Ha Opay3epe, 3arpalBatoT Habop
naHHBIX B Buze (aitna B popmate CSV ¢ cepsepa npu nomoru 3anpoca XHR. O6o3nauenue mapa-
METpOB Ha rpaduke BelOUpaeTcs co ckpunra. Eciu npoprcoBbIBaeTCsl HECKOJIBKO KPUBBIX Ha Ipa-
¢buke, To UBET TUHUN BBIOMpAETCS OMOIMOTEKON aBTOMAaTHYECKH TaK, YTOOBI BU3YaIbHO KPUBBIE OT-
JMYAINCH ApYT oT Apyra. O603HaueHus 1o ocu X OyAyT MEHAThCS IPU MaclITaOUPOBaHUH - HAIPU-
Mep, €CIIU TI0 YMOJTYaHHIO 110 OCH apryMEHTOB HIyT MECSIIBI TO/1a, TO IPH YBEITUYCHUH TUArPaMMBbI
OyZAyT MOSBIATBCSA CHayala HeAeIM MECALa, a 3aTeM JTHH M I0TOM 4Yachl. 1 NpaBUIbHOTO QYHK-
uoHupoBanus 6ubaroTexn Dygraphs Ha kapTe microSD cepBepa 10KHBI IPUCYTCTBOBATH CIIETY-
rommue (paitbr:

1. index.htm

<HTML>
<HEAD>

<meta http-equiv="Content-Type" content="text/html; charset=windows-1251">

<TITLE>Web server Arduino w5100</TITLE>
</HEAD>
<BODY>
<B><FONT color=blue size="5">Be6 - cepsep na Arduino mega<br> ois npocmompa memnepa-
mypwt,<br> oaenenus, enaxcnocmu</FONT></B>
<hr>
<a href="web_gr.jpg"><img src="web3.JPG"/></a>
<hr>
<FONT size="4"><A href="in0.htm">Ipagux memnepamyput éne nomewenus</A></FONT>
<br><FONT size="4"><A href="inl.htm">Ipagpux ~memnepamypor euympu nomewe-
Hua</A></FONT>
<br><FONT size="4"><A href="in2.htm">1pagux ammocgpepnozo oasnenua</A></FONT>
<br><FONT size="4"><A href="in3.htm">/pagux erasxcrnocmu 6030yxa</A></[FONT>
<br><FONT size="4"><A  href="temp">Texywue noxazanus  Ooamuuxos, ycma-
Hoeku</A></FONT>
</body>
</html>

2. in0.htm

<htmI>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=windows-1251">
<script type="text/javascript"

src="dygm.js"></script>
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<link rel="stylesheet™" href="dygraph.css">
</head>
<body>
<div id="graphdiv2"
style="width:800px; height:600px;"></div>
<script type="text/javascript™>
g2 = new Dygraph(
document.getElementByld(*'graphdiv2"),
"DATAT.TXT", // path to CSV file
{
title: 'Temnepamypa éne nomeweHus',
xlabel: '[lama’,
ylabel: 'Temnepamypa epao. C',
showRoller: true,
rollPeriod: 5,
/[color: "#0000ff",
labels: [ "Date", "Temp" ],
strokeWidth: 1.5

}
);
</script>
<br>
<A href="/">Bosspam k enagnoi cmpanuye</A>
</body>
</htm|>

3. inl.htm - ckpunr mis GopmupoBanus rpaduka TeMIepaTypbl BHYTPH MOMEIICHHUS, aHAJIO-
ru4uHbIi in0.htm

4. in2.htm - ckpunt a1 hopmupoBaHus rpaduka aTMOC(HEPHOro JABICHUS, aHATOTUYHBINA
in0.htm

5. in3.htm - ckpunt a1t popMupoBanus rpapuKa OTHOCHTEIBHON BIQKHOCTH BO3/yXa, aHAJIO-
ru4gHbIi in0.htm

6. dygraph.min.js - ¢aiin 6ubnuorexu dygraphs (nepermeroBan B dygm.js, Tak kak ums ¢aiiia
JIOJDKHO OBITH He Oosiee 8 CHMBOJIOB, pacIIMpeHue - He 6osee 3-X CUMBOJIOB B (aiiyioBoil cucteme
FAT)

7. dygraph.css - daiin oudmmorexku dygraphs

8. Daiipl JaHHBIX MTOKAa3aHUHN JaTUYUKOB, MPEJCTABICHHBIX B Tabnuie 1. Itu daitnsr npu nep-
BOM BKJIIOUEHHH CEpBEpa CO3/Ial0TCs aBTOMAaTUYECKU. B HUX MOTYT JONNCHIBAaTHCS JaHHBIE NIPU T10-
BTOPHOM BKJIFOUEHUU CEepBeEpa, MOAITOMY rpaduk OyneT nmpoaoikarbes. Hanpumep, eciu cepBep Bo3-
0oOHOBHUT paboty uepe3 10 nHel, To 3TU JHU OyIyT OTOOpakeHbI rpa)KOM B BUJE MPSAMON JTMHUH,
COEAMHAIONIEN KOHEI TPEABIIYIIEH KPUBOM C HaYaJIOM CJIeAYIONIEH.

[Ipu BKIIIOYEHHHU cepBepa U MOCIEAYIOIEeH ero paboTe Kaxkable 5 MUHYT B (aitnel datat.txt,
datata.txt, datap.txt, datah.txt 3anmuchIBat0TCsI MOCTPOYHO AaHHBIC, KaK MPEICTABICHO B TabymIe 1.
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Tabmuna 1

DATAT.TXT

DATATATXT

DATAP.TXT

DATAH.TXT

2017-01-17 20: 4, 24.56
2017-01-17 20: 9, 24.56
2017-01-17 20:14, 24.44
2017-01-17 20:19, 24.50
2017-01-17 20:24, 24.44

2017-01-17 20: 4, 24.92
2017-01-17 20: 9, 24.89
2017-01-17 20:14, 24.84
2017-01-17 20:19, 24.87
2017-01-17 20:24, 24.86

2017-01-17 20: 5, 722.4
2017-01-17 20: 9, 722.4
2017-01-17 20:14, 722.3
2017-01-17 20:19, 722.3
2017-01-17 20:24, 722.3

2017-01-17 20: 5, 40
2017-01-17 20:10, 40
2017-01-17 20:15, 40
2017-01-17 20:20, 41
2017-01-17 20:25, 41

2017-01-17 20:29, 24.44 2017-01-17 20:29, 24.82 | 2017-01-17 20:29, 722.3 | 2017-01-17 20:30, 41

B sTH daiinsl numyTes gata BIOdIb OCH X, TemIeparypa BHe nomerneHus(datat.txt), remmnepa-
Typa BHyTpH nomenieHusi(datata.txt), atmocdepHoe naBieHue B MM.pT.cT.(datap.txt), oTHOCUTEIbHAS
BIAXXHOCTH B %o(datah.txt) mo ocu Y.

[IporpamMma cepBepa ¢ noakiIOUeHHbIM K HeMy LCD uHaukatopom st OTOOpaskeHUs: TeKy-
IIEr0 COCTOSIHUS IATYMKOB, MPEJCTaBICHA B UCTOUYHUKE [4].

[Iporpamma paboTtaer cienyromum 06pazom.

1. Kaxnyto cekyne uaer oopamenue k pyukiuu npepeisanus ISR (TIMERS COMPA vect),
peanusyroiryro padoty yacoB. OHa BBIYUCIIAET MUHYTHI, YaChl, THU U PACCUUTHIBAET OMOIHUTEIb-
HBbIE IAPAMETPBbI, KOTOPHIE IO3BOJIAIOT KOPPEKTHO OTPadaThIBaTh HEKOTOPHIE BPEMEHHBIE PparMeHThI
[IPOrpaMMBl.

2. B ke loop() BRITONHSIFOTCS CIIEAYIONTUE NCHCTBUS:

2.1.BeinonHseTcs 3anUCh JaHHBIX HA KapTy microSD. Hanpumep 11st gatuuka TeMmneparypbl
BHE [MOMEIICHHS 3aIuCh Ha MICrOSD BBIMOTHSIETCS CIEAYIOIUMHE ONIEpaTOPaMHU:
if( time==299 & & endn==0 && endgraf==0) // [Ipu cosnadenuu pemeru nuwiem 8 haili Kaxcovle
300 cex. u max 0o oocmudcenuu 24 uacos 3-20 OHs

{endn=1; // Ymobul 6vina monvro 1 3anuce npu time=299
myFilel = SD.open("datat.txt", FILE_WRITE);
if (myFilel) { sensors.requestTemperatures(); cel=sensors.getTempCByIndex(0);
dtostrf(cel,6,2,celbuf); dtostrf(ho,2,0,hobuf); dtostrf(mi,2,0,mibuf);
if(day==0) myFilel.print(fd0); else if(day==1) myFilel.print(fdl);

else if(day==2) myFilel.print(fd2); myFilel.print(" ");

myFilel.print(hobuf); myFilel.print(":"); myFilel.print(mibuf);

myFilel.print(","); myFilel.printin(celbuf);

myFilel.close(); }... }

2.2. OtkpsiBaeTcs ceTeBoe coenuuenue (Socket) u nmpocnymusaercs. Eciu coequnenue ycra-
HoBieHO (ESTABLISHMENT), onpenensiercst jyinHa nosist aHHbIX nakera TCP. Ecnu juyinHa paBHa
HYJIIO ¥ TaK 25 pa3 nojapsij, CpPOUHO NMPUHYIUTENILHO Ha CEpBEPE 3aKPbIBAETCS COEAMHEHNE, MHAYe
koHTposutep W5100 "3aBucHet" (BeposATHO anmnapaTHas omunoOka). [Tociae 3Toro onsTh OTKpbIBaeTCs
COEIMHEHHE U TaK J0 TeX MOp, MOoKa JUIMHA MOJIsl TaHHBIX He Oyzaet Oosblue Hyns. [lanee uaer cuu-
THIBaHHUE 3ar0JI0BKa, MOCHUIAEMOr0 Opay3epoM J0 TOCTUKEHHUS IyCTOM CTPOKH, KOTOpas OnpeessieT
KoHel 3arojoBka npu 3anpoce GET. Ecnu nepBoii cTpokoil 3aroioBka siBISE€TCS CTPOKa
GET/HTTP/1.1
TO JIaHHBIE CUMTHIBAIOTCS ¢ KapThl microSD ¢ ¢aiina index.htm u mepeckutaroTcst Opaysepy B BUIe
html noxymenra.

Ecnu nepBoii CTpOKO SBISIOTCA CTPOKH
GET /temp?c= HTTP/1.1, GET /temp?d= HTTP/1.1
TO BBINOJIHSIETCS paclio3HaBaHWE BPEMEHH U 1-i1 1aThl pu uX BBOJE B GOpMY CIEAYIOLUIMMU OTepa-
TOpaMHu:

if(strstr(clientline, "GET /temp?c=") 1=0) { // Pacnosnaem spems
fh[0]=clientline[12]; fh[1]=clientline[13]; fh[2]=0;
fm[0]=clientline[14]; fm[1]=clientline[15]; fm[2]=0; ho=atoi(fh); mi=atoi(fm);

}
if(strstr(clientline, "GET /temp?d=") 1=0) { // Pacnosnaem 1-10 oamy
fdO[O0]=clientline[12]; fdO[1]=clientline[13]; fdO[2]=clientline[14];fdO[3]=clientline[15];
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fdO[4]=clientline[16]; fdO[5]=clientline[17]; fdO[6]=clientline[18];fdO[7]=clientline[19];
fdO[8]=clientline[20]; fdO[9]=clientline[21];fd0[10]=0; }

Ecnu nepBoii CTpOKOI1 SIBISETCS CTPOKA
GET /temp HTTP/1.1
TO Ha B OKHE Opay3epa pacneyaThIBalOTCs TEKYyIUEe OKa3aHusl AaTYUKOB, (OPMBI BBOJIA BPEMEHHU U
natel (puc. 7). [Iporpamma conepxut Takxke ¢pyHKIH0 meter(), KOTopasi pacreyaTbiBaeT Ha SKpaHe
LCD cepBepa TekyIue noka3aHus JaTYNKOB, OOHOBIIsIEMbIC KaxKible 18 cekyHI.

Jlns npenoTBpaiieHus "3aBucanus’ cepBepa cranaapTHas oudauoreka Ethernet B Arduino IDE
ver. 1.0.3, 1.0.5-r2 6s1a oTkoppekTupoBaHa. B ucrtounuke [5] moapoOHO paccMaTpuBaeTcs Couep-
KUMOE€ U3MEHEHHBIX (hailiioB:

socket.cpp, EthernetClient.cpp, EthernetClient.h.

Buecensl m3menenune B ¢ynkunuto Void EthernetClient::stop() - (client.stop()) mns daiina
EthernetClient.c.

Paccmorpum HTTP authentication. ITpumenureasHo Kk Web-caiitam oH paboTaeT ClieAyOIHuM
obpa3zom:

1. Cepsep, ipu oOpallieHuu HeaBTOPHU30BAHHOTO KIIMEHTA K 3alIUILIEHHOMY PECYPCY, OTChLIAET
HTTP craryc “401 Unauthorized” u moGasnsier 3arosnoBok “WWW-Authenticate” ¢ ykazanuem
CXEMBbI U NapaMeTPOB ayTeHTU(PHUKALINY.

2. Bpay3ep, npu MOIy4eHHH TAaKOTO OTBETAa, ABTOMATUYECKH ITOKA3bIBAE€T IHAJIOT BBOJA
username u password. ITosb30BaTeib BBOJIMT JCTAIN CBOCH YUETHOM 3aIUCH.

3. CepBep ayTeHTUDHUIMPYET MOJIB30BATENS IO JaHHBIM U3 3TOTO 3arojIOBKa.

Bech mpoliecc cTanaapTU3MPOBaH M MOJICPKUBACTCS BCEMHU Opay3epaMu U Web-cepBepamu.
CymiecTByeT HECKOJBKO cxeM ayTeHTh(dukanuu. s ciaydas cepBepa Ha ApIYHMHO PacCMOTPHM
Basic. 3mech username u password mosib30oBates nepenaroTcs B 3aroioBke Authorization B He3sa-
mmdposantnom Buje (base64-encoded).

PaccMoTrpuM cxeMy ayTeHTHHKaUH DasiC, U BIOCIEICTBUN MOTUPHUIIUPYEM ee [T BeO-cep-
Bepa Arduino. MexaHu3m aBTOpPH3ALUH BBITJSIIUT CICAYOMNM o0pazoM. CHavaia Ipy 3ampoce Ha
MOJIKJTIOYEHHE K cepBepy Arduino Gpaysep mochluiaeT 3arojioBok 6€3 3ampoca aBTOPHU3AIIUH:
GET/HTTP/1.1
Host: 192.168.1.18:81
Connection: keep-alive
Cache-Control: max-age=0

Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/44.4.2403.3 Amigo/44.4.2403.3 MRCHROME SOC Safari/537.36

Accept-Encoding: gzip, deflate, sdch

Accept-Language: ru-RU,ru;q=0.8,en-US;q=0.6,en;q=0.4

Cepsep ApaynHO oTBedaeT Opay3epy 3arojloBKOM Ha HEOOXOUMOCTb 3alpoca C aBTOPU3AIUCH:
HTTP/1.0 401 Unauthorized

WWW-Authenticate: Basic realm="Arduino - HOME"

Bpaysep Amigo nmoceuIaeT cepBepy 3arpoc HO yXKe C aBTOPU3ALUCH:

GET/HTTP/1.1

Host: 192.168.1.18:81

Connection: keep-alive

Cache-Control: max-age=0

Authorization: Basic YWxleDoxMzY=

Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
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Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/44.4.2403.3 Amigo/44.4.2403.3 MRCHROME SOC Safari/537.36

Accept-Encoding: gzip, deflate, sdch

Accept-Language: ru-RU,ru;q=0.8,en-US;q=0.6,en;q=0.4

Cepesep Arduino noceiiaem omeem u nocie nycmoti cmpoku html ooxymenm

HTTP/1.0 200 OK

Content-Type: text/html

<B30ecv udem nepeoaua opayszepy html ooxymenma>

YWxleDoxMzY = -310 3akoaupoBanHbiii B Base64 nabop cumsosion alex:136 (alex - sro login, 136
- password, KoTopbie BBOAATCS B BBICKAKHMBAIOIIEM y Opay3epe okHe aBropu3anuu). Ha pucynke 8
MIPECTaBICHBI HHTEP(EHChI BBOIA JIOTHHA M TTAPOJIs ¥ 0TBeTa cepBepa Arduino. [Iporpamma cepepa
ApayuHO C OMMCAaHHOW aBTOpH3aluell npeacraBieHa B uctounuke [3]. B atoii mporpamme pabota

cepBepa M0 MPEACTABICHHON CXEME PEATU3YETCs C TOMOIIBIO OIEPATOPOB:
if (readString.lastindexOf("YWxleDoxMzY=")>-1) {

if (readString.lastindexOf("GET /favicon.ico")>-1) {
client.printin("HTTP/1.0 404 Not Found");
} else html_doc(client); }
else { client.printin("HTTP/1.0 401 Unauthorized");
client.printin("WWW-Authenticate: Basic realm=\"Arduino - HOME\"");}

Web-server ua Arduno MEGA 1280
11 KOs TpOANepe WS
¢ ayrestruduncatgeedl

o Otueva

Pucynoxk 8 — Murepdeiica BBoa joruHa u maposis 1 otBeta cepsepa Arduino

Onnako 6e301acHOCTb MU TOM cxeMe BechbMa Hu3Kas. [lakersl mo MHTEpHET nepenatoTcs B
OTKPBITOM BHJIE, TOITOMY 3aKOAUPOBAaHHBIN J0THH U napoiib (Y WxleDoxMzY=) M0O>HO JIerko BbI-
JIOBUTH C ITOMOIIBIO IPOrpaMM CHU(PEPOB U packoaupoBaTh ¢ moMouibio Base64 decode. Monep-
HU3UPYEM MPOTPaMMy, YTOOBI B OOJIBIIIEH CTENEHHU 3alUTUThL CepBEpP APIYyHHO IS TIPEIOTBpaIle-
HUSl HECAHKIIMOHUPOBAHHOTO yNpaBjieHUs UM. JlJ1d 3TOro co3gaiuM CHUCOK Iaposiel, KOTOPhIE U3-
BECTHBI [10JIb30BATEIIO cepBepa. [[puuem rmpu kax10M HOBOM BXOJI€ Ha CEpBEp MAPOJIb JOCTYIA J10JI-
’KEH MEHATHCS Ha CIeyrouuii no cnucky. [loaromy, ecnu npeapiaymnuii maposis Oyner pacmudpo-
BaH, TO OH CTAHOBUTBHCS HEIEUCTBUTENILHBIN U 3JIOYMBIIIUICHHUK HE CMOXET 3alTH Mo HeMmy. B uc-
touyHuke [ 14] mpencrasiena nporpamma Web-cepBepa ApiynHO, Ha KOTOPOM YCTaHOBJICHBI TPH CBe-
TOAMOMAA, UMUTUPYIOLINE BKIIOYEHHE-BBIKIIOUEHHE 3-X CHUJIOBBIX MCTOYHHUKOB MUTaHUs(HAIpUMED
ANEKTPO-PO3ETOK), NaTuuK TemnepaTypsl DS18B20(Temneparypa yiauibl) U JaTYUK BIAXKHOCTH U
temmniepatypsl DHT 11 (nemaer u3mepeHuss B TOMEIICHUH) WK JaTYMK JAABJICHHUS U TEMIIEPATyPhI
BMP280. IIporpamMMa ucnomnb3yeT 3 mapsl JOTHH: IapoJib:
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1. alex:136; 2. alex:138; 3. alex:140

[Tpu ka)xa0M HOBOM OOpAIIeHUH K CepBEPY Mapoiib MUKINYECKH MEHSETCS Ha CIEAYIOMUN B
criucke. J{ist Toro, 4ro0bl 3HATH CIICAYIOIIUI HOMEp MapoJisi B Opay3epe BRIBOAUTCS apameTp index.
Ero monp3oBaTenb JOMKEH 3alIOMHHUTH WM OMPEICIIUTh C MOMOIIBI0 OTKPBITOIO BXOJIA IO aJIpeCy
http://192.168.1.18:81/index. Takum oOpa3om, uem OoJIbIlIe TAPOJICH B CIIUCKE, TEM 00JIee 3alTUIIeH-
HBIM JIOJDKEH BBHITJISIETh cepBep. Ha pucynke 9 mpencraBieH uHTepQeiic ynpaBieHus cepBEpOM Ha
Arduino Mega.

= - clEN - cEEN

Arduine megs + @O Arowno mags + O

€ Y X D132168.118 EO0BBR0 B €02 C nimases BEoEasEOo P

Web-server #i Heosxoauma aeropmsayms : Web-server va Arduino MEGA 1280
1 koHTponnepe wo500
¢ aBTOpU3aLMeN JocTyna

W KOHTpORNep
C aBTOpH3aLN

Canbagso nawsmn: 5033
Index: 2

Pucynoxk 9 — Unrepdeiic ynpasnenus web-cepsepom Ha Arduino Mega

B npencraBnenHoM untepdeiice Index:2 o6o3Hauaer To, YTO MpH CIAESAYIOIIEM BXOJE Ha cep-
BEp HEOOXOAMMO JIJIsl aBTOPU3AIIMHU UCIIOJIB30BaTh napy alex:138.

33 80:10011 81

1. Tlpoananu3upoBana cKOpPOCTh nepeaaun ¢ Web-cepsepa Arduino uist pa3iIUYHBIX CETEBBIX
kouTposepoB ENC28J60, W5100, W5500 aist cpeast nporpammupoBanust Arduino IDE[6] u 6u6-
muotek UIPEthernet, Ethernet, Ethernet2. C HaumenbIeii CKOPOCTBIO JaHHBIE TIEPEIAIOTCS CepBe-
poM c¢ kxoHtpomiepom ENC28J60 - 3.3Kbaiit/c, ¢ Haubonbiieit koHtpoiuiepom WS5500 -
23.4Ko0aiit/c. OT™MEUEHO, UTO 3TH CepBepa He MOIEP)KUBAIOT MHOTOIIOTOYHYIO PadoTy.

2. IIpoananu3upoBaHbl CKOPOCTHBIE MapaMeTphbl Nepeaayy JaHHBIX JJIS cepBepa Ha MUKPO-
koHnTpoiiepe ATmega328p(Arduino UNO) ¢ kouTposmiepom cetu ENC28J60. [Tporpamma cepBepa
peanu3oBaHa Ha si3bike Cu B cpene mporpammupoBanuss AVR Studio[2]. OtmedeHa BbIcOKasi CKO-
pocth nepenaun JaHHbIX - 140Kbaiit/c 1 BO3MOXKHOCTH MHOTOITIOTOYHON PabOTHI.

3. Iloka3aHa BO3MOXKHOCTb UCIIOJIb30BaHus Oubimorexku Dygraphs[3] ans rpaduyeckoit Bu3y-
aITM3aluy TaHHBIX, TOJYYSHHBIX C TIOMOIIBIO JaTYMKOB. Hamvcanbl CKpUNTHI IJ1s1 IPOPUCOBKH Tpa-
(UKOB JUISl CIPOEKTUPOBAHHOTO CEPBEPA.

4. Ha 6a3e Arduino Mega u xontposuiepe W5100 nmoctpoeH web-cepBep mis rpaguiaeckoro
0TOOpa)KeHHsI JaHHBIX YIAJCHHOTO KJIMEHTA, MOJYYEHHBIX C JAaTYMKOB TEMIIEPATyphl, aBJICHUS,
BiaxHoctu. [Iporpamma cepBepa Hamucana B cpene paspaborku Arduino IDE Ha sizeike Wiring
(C++).

5. OtkoppekTupoBana oudaroreka Ethernet mist W5100, kotopast aist Arduino IDE ver. 1.0.3,
1.0.5-r2 mpuBoAMIIa K 3aBHCAHUIO CEPBEPA.

6. [Tokazano, uro HTTP aBropuzanust Basic nepenaer username u password moyib30BaTes B
HezammdposanHoM Buje (base64-encoded). U ecnu ve ucnonsiyetcs nporokon HTTPS (HTTP over
SSL), siBisieTCst OTHOCUTEITEHO HEOE30TIaCHOM.

7. llpeacraBienHas B paboTe MOJASpHU3AIMS CXeMbl aBTOpU3alui Basic mo3BoisieT 0THOCH-
TEJNBbHO 0E30IacHO YHPaBIATh CEPBEPOM APIYHHO, HO TPEOYeT UCIOIb30BaHUS HECKOJIBKUX Mapo-
JIed, KaXIbIH M3 KOTOPBIX COOOINAeTCs CEPBEPOM IOJIb30BATEIIO Uepe3 CHCIUATBHBIA IapaMeTp
index.
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A.T.H., mpo¢. Mscimen O.A., 1.T.H., ¢c.H.c. Komaposa JI.O., I'punnkuii P.B., Kyaik K.B.
WEB-SERVER HA ARDUINO 3 ABTOPU3ALIEIO I TPA®IYHUM NNPEJICTABJIEHHAM
IH®OPMAIIII 3 JATUYUKIB

Y pooomi na 6azi Arduino Mega i konmponepa W5100 noéyoosanuii web-cepeep onsn zpagiunozo
6i000pasricennsa Oanux 6i00AIEHO20 KINIEHMA, OMPUMAHUX 3 OAMYUUKIG meMnepamypu, mucKy, 6071020Cmi.
Ilpozpama cepsepa nanucana ¢ cepedosuuii po3pooku Arduino IDE. Biokopuzoeana 6ioniomexa Ethernet
onsa W5100, axa ona Arduino IDE ver. 1.0.3, 1.0.5-r2 npusoouna 0o 3asucanns cepeepa. llokazana mosic-
aueicme eukopucmanus oioniomexu Dygraphs ona zpaghiunoi eizyanizauii oanux, ompumanux 3a 0ono-
Mozo010 oamuyukie. Hanucani ckpunmu 01sa npomanvogysanns zpaghixie onsa cnpoexmoesanozo web-cepeepa.
Ilpoananizoeano wieuokicmop nepedaui oanux 3 web-cepeepa Arduino ona piznux mepesicesux KoHmpo.ne-
pie ENC28J60, W5100, W5500 ona cepeoosuwsa npozpamyesanns Arduino IDE i 6ioniomex UIPEthernet,
Ethernet, Ethernet2. Ilokazano, wio 3 HaliMeHWL010 WIGUOKICMIO 0ani nepedaromucsa web-cepeepom 3 Kon-
mpoaepom ENC28J60 - 3.3Kbaiim/c, 3 naitoinvuoro konmponiepom W5500 - 23.4Koaitm / c. Bioznaueno,
w0 Ui cepeepa e niompumyloms 6azamonomorogy pooomy. Tomy eonu ne moxcyms Gymu suKkopucmaui
0151 CMEOPEeHHA MIHIAMIOpHUX YHigepcanvHux web-cepeepis 0na 00poOKU 0eKinbKoX 3anumie 00HOUACHO.
Po3zznanymuii ¢ pooomi cepeep modice 006ciyzogysamu miibKu 0OUH 3anum 6i0 00H020 8i00aeHO20 Kiic-
uma. Ilpoananizoeano weuoKicHi napamempu nepeoaui Oanux 013 cepeéepa HA MIKPOKOHmMPOJiepi
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ATmega328p (Arduino UNO) 3 konmponepom mepesxci ENC28J60. Ilpozpama cepsepa peanizoeana na
mo6i Ci 6 cepedosuwii npozpamysannus AVR Studio. Bioznaueno eucoxy weuokicmo nepeoayi oaHux -
140Kbaiim/c i moxcaugicmp 6azamonomokoeozo peixcumy pooomu. Becmanoeneno, wo npu oonouacHiii
nepeoaui mpvox ¢haiinie pizHuM KiicHmam cymapua wieuokicme nepeoaui oocazae 120-130Kbaiim / ¢, a
ona Koxcnozo kinienma 40-50Kbaiim/c. Ilokazano, w0 6UKOPUCMAHHA MAKO20 cepeepa 0N GUPIUEHHA
3A60AHHA 2PAPIUHO20 RPeOCMABIEHHA OAHUX 3 OAMUUKIE YCKINAOHEHO BHACIIO0K CKIAOHOCHI nepeHe-
CEHHA NPOZPAMHO20 3a0e3neuentsa Ha iHui MIKpOKOHmpoJepu i oomedrcenicmio oioniomexu 0asa pooomu
3 kapmoro microSD. Excniyamauis po3poonenozo mym cepeepa é nepefizy mpbox pokKie noKazana 6UcoKy
HaoditiHicmb 1020 pobomu.

B po6omi pozenanymo cmeopenns web-cepsepa na Arduino, axuii mac mooepnizoeany HTTP basic
authentication. Moodepuizauisn nonszae 6 momy, wio 01151 A6MOPU3AUIT GUKOPUCHLOBYEMBCA RAPOLb 3I CHUCKY
napoiie, AKUil eUOUpPacmMyca Kopucmysauem Ha niocmaei Kiwua, AKuii nepecunacmuca cepsepom. llpu
KOJICHOMY HOBOMY 6X00i Ha cepaep nonepeoniii napois cmagamu Hediticnum. Ilpeocmaenenuit npaxkmuy-
Huii npuknad web-cepeepa na Arduino Mega, konmponepamu Ethernet: enc28j60 i w5500.

Kntouosei cnosa: mikpoxonmponep, ENC28J60, W5100, W5500, Arduino Mega, Arduino UNO,
ATmega2560, 6ioniomexa Dygraphs, AVR Studio, base64-encoded, basic authentication.

Prof. Myasischev A.A., Prof Komarova L.O., Gritsky R.V., Kulik K.V.
WEB SERVER ON ARDUINO WITH AUTHORIZATION AND GRAPHIC REPRESENTA-
TION OF INFORMATION FROM SENSORS

In the work on the basis of Arduino Mega and the W5100 controller, a web server is built for graph-
ical display of remote client data obtained from temperature, pressure, humidity sensors. The server pro-
gram is written in the Arduino IDE development environment. The Ethernet library for the W5100 has been
updated, which for Arduino IDE ver. 1.0.3, 1.0.5-r2 caused the server to hang. The possibility of using the
Dygraphs library for graphical visualization of data obtained with sensors is shown. Written scripts for
drawing graphics for the projected web server. The data transfer rate from the Arduino web server for
various network controllers ENC28J60, W5100, W5500 for the Arduino IDE programming environment
and UIPEthernet, Ethernet, Ethernet2 libraries was analyzed. It is shown that with the lowest speed the
data is transmitted by the web server with the ENC28J60 controller - 3.3Kb/s, with the largest controller
W5500 - 23.4Kbytes/s. It is noted that these servers do not support multithreaded work. Therefore, they can
not be used to create miniature universal web servers for processing multiple requests simultaneously. The
server considered in the work can serve only one request from one remote client. The speed parameters of
data transfer for the server on the ATmega328p microcontroller (Arduino UNO) with the network controller
ENC28J60 are analyzed. The server program is implemented in C language in the AVR Studio program-
ming environment. A high data transfer rate of 140Kb/s and a possibility of multithreading are noted. It is
established that with simultaneous transmission of three files to different clients, the total transmission
speed reaches 120-130Kb/s, and for each client 40-50Kb/s. It is shown that the use of such a server to solve
the problem of graphical representation of data from sensors is difficult due to the complexity of transfer-
ring software to other microcontrollers and the limited library for working with a microSD card. The oper-
ation of the server developed here for three years has shown high reliability of its operation.

The paper discusses the creation of a web server on the Arduino, which is a modernized HTTP basic
authentication. The upgrade consists in the fact that for authorization a password is used from the list of
passwords that is selected by the user on the basis of the key sent by the server. With each new login to the
server, the previous password becomes invalid. Presents a practical example of a web server on Arduino
Mega, Ethernet controllers: enc28j60 and w5500.

Keywords: microcontroller, ENC28J60, W5100, W5500, Arduino Mega, Arduino UNO, AT-
mega2560, Dygraphs library, AVR Studio, base64-encoded, basic authentication.
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AHAJII3 MOJIEJIEA TA ITIPOTHO3YBAHHSA PU3UKIB ®YHKIIOHYBAHHSA
CUCTEMM YIIPABJIIHHSA SDN APXITEKTYPU

Y cmammi pozenanymo numanna ananizy mooeneit ma anzopummie YyHKYioHyeanHsa cucmemu yn-
paesninna SDN apximexkmypu 011 3a6e3neuenHs 6inbui AKicHol pooomu mepednci. Benuka piznopionicmes
camoi anapamnoi peanizayii npucmpoie nepedaui oanux SDN apximexmypu npuzeooums 00 mozo, wio
PI3HI KOMymamopu Moxcyms He niompumyeamu 0eaKi Yynkuii yuu niompumyeamu ix iz 06mesncenor npo-
OyKmueHicmio. Y npoueci pobomu mepexyci ye Moxce Cymmeso 6nJIUHYmMU HA RPONYCKHY 30amHICb OK-
pemux nomokie nepedayi 0anux uu yinux oomenie mepexnci. Mapwpymusayia nomokie nepedaui 30ilicHio-
€MbCa 3a Kpumepiem AKOCmi 00cnyz08y8anHsa ma 3a Kpumepicm pieHOMIpHOZ0 3A8AHMAIICEHHI Mepeice-
eux pecypcise mepenci. Iliosuwennsa akocmi 06cnyzo8y8ant 30ilCHIOEMbCA I3 6PAXYBAHHAM Kaacuikayii
HOMOKY nepeoaui, ujo 00CUNb OOMENHCYE MONCAUGICIb YRPAGTNIHHA ROMOKom Oanux. Binvwicms modeneii
MaxKux mepedxc He 6paxoeyioms XapaKkmepucmuKk MyabomucepeicHoz0 NOMoOKy 0aHUX, Ui0 NPU3GOOUNL 00
nozipuieHHs AKOCMI 00CY208Y8aHHA MA NIOGUWLEHHA TUMOBGIPDHOCHMI ONIOKY6AHHA KAHAIE nepeoayi me-
peoici. Biocymnicmo moxcnueocmi 30iiicniosamu ougpepenuiiiogane ynpasuinua 01 OKpeMux nomokie
OaHUX OKpemux KaicHmis mepedci ma epaxyeamu iXuHi 6UMozu w000 AKOCMi, NPU38OOUHb 00 HU3ZLKOT
ehekmuenocmi Kanamy mapuipymusauyii, HCONMUMATbHO20 PO3NOOINTY HABAHMAINCEHHI Mepedici, nozip-
UIEHHA AKOCMI 00C/1Y208Y8aAHHA 6UCOKO NPIOPUMENHUX ROMOKIE OAHUX. 3AC00U KOHMPONIO 34 RPOUECOM
nepeoaui OKpemux nomoKie nepeoayi Oanux ei0Cymui, 6HACIOOK Y020 CUCHIEMA YRPAGTIHHA He MAE 3MO2Y
GUZHAYUMU NOZIPUIEHHA 00CY208Y8AHHA 01 YUX NOMOKIE OAHUX, A MOMY He 3M0Xce 2APAHMY6amu He-
00XIOHUIL pigeHb yNnpAGIiHHA. 3ACMOCYBAHHA HOBUX MOOeIell MaA AIZ0PUMMIE 3a0e3neYyeHHA PyHKYioHy-
6AHHA NPOZPAMHO — KEPOBGAHOI0 MepeHceto 003601UMb RPOGOOUMU MAPUIPYMU3ALII0 NOMOKIE 0AHUX Me-
pevici, Ougpepenuyitorouu ix 3a Yymaugicmio 00 nepemiuty6aHHs NOPsaOKy naKemie ma po3puey 3’€OHaHHA.

Memorto 0anoi cmammi € npoeedeHHA aHanizy mooenell ma anzopummie yHKYioHyeaHHs cucmemu
ynpagninua apximexkmypu SDN ona 6invuw naodiiinoi poobomu mepesici. Lle naoae moscaugicms Kopucmy-
eauam ompumyeamu HOCay2u i3 HeOOXIOHOI0 AKICMIO, 00CMOGIPpHICMIO MA 00360J1UMb NOOOJAMU GUHU-
Kawui npoodnemu, nog’a3ami i3 ck1aoHowamu mizpayii 6i0 mpaouyininux mepesic 00 apximexmypu SDN.

Knrouosi cnosa: npozpamno xeposani mepesici SDN, ynpasninna mepesicegumu npucmpoamu, apxi-
mexkmypa SDN, modeni ma anzopummu cucmemu ynpagiinHs, pieeHd GYHKUIOHYEAHHA Mepedici.

ITocTanoBka npodsaemu. OcHoBHa i€ po3BUTKY SDN-migxoay npu noOya0Bi Mepex MoJsi-
rae y Tomy, o0 BIJIUINTH KEpYBaHHS MEPEKEBUM 00J1aIHAHHAM BiJl YIIpaBIiHHS EpeIavueto JaHUX
3a paxXyHOK pO3pOo0JIEHHS CTIEIIaIbHOTO TPOrPAMHOTO 3a0€3MEUCHHS, IKE MOKE MTPAIIOBaTH Ha OKpe-
MoMYy 00JaIHaHHI ITiJ] KOHTPOJIEM afMiHicTpaTopa Mepexi. [lonmomoske nepeiiTu Bij] ynpaBiliHHS OK-
PEMHUMH €K3EeMIUIIPAaMH MEPEKEBOTO O0JIQJHAHHS JI0 KEPYBaHHS MEPEKEI0 y IIIIOMY Ta CTBOPHUTH
IHTENEKTyaIbHUI MPOTrpaMHO — KePOBaHHM iHTEpdEeic Mi>K MEPEKHUM J0JaTKOM Ta TPAHCHOPTHUM
CepeZIoBUILEM Mepexi. Y CTaHAapTHIN apXiTEKTypl MPOrpaMHO KEPOBAaHUX MEPEX BUIUISIOTH TPU
OCHOBHHMX DiBHI — IH(QPACTPYKTYpHHI piBEHb TOOTO piBeHb Mepeadi JaHUX, Ha IKOMY (yHKIIIOHY-
I0Th MEpEeXXeBl KOMYTAaTOPU Ta KaHAJIU Nepeayl JaHUX, piBeHb KepyBaHHs - Ha0lp MporpamMHUX 3a-
co0iB, JIOT1YHO BIAIEHUX BiJl piBHS epeaayi JaHuX, 110 3a0e31euyroTh peati3allilo MeXaHi3MiB Ke-
pYyBaHHS IPUCTPOSIMH 1HPACTPYKTYPHOTO PIBHSI Ta PIBEHb MEPEXKEBUX J101aTKIB — HE YH1(DIKOBaHUMA
Ta HE3aJICXKHUHU B1Jl BUPOOHMKA PiBEHB JJIS MPOCTIIIIOr0 KEPYBAaHHS MEPEXKEI0 1 BHECEHHS 10/1aTKOBUX
(GyHKIIH Ta eJeMEeHTIB, K1 MOTPiOHI CaMOMY BIIACHUKY MEPEXKI.

ITporokon Open-Flow — e mpoTokon ympaiiHHS MpoIiecoM OOpPOOKH JaHHX, IO Tepesa-
IOTHCS TI0 MEPEXkKi MapIIPYTH3aTOPAMHU Ta KOMYTaTOpaMu. BHKOPUCTOBYETHCS TSI KEPYBaHHS Mepe-
’KEBHMH €JIEMEHTaMH 13 LIEHTPAJIBHOT'O MIPUCTPOIO - KOHTPOJIEPA MEPEKI, IKUM MOXKE CITyTyBaTH 3BH-
yaitHui kKoMI1 totep uu cepBep. [Iporokon Open-Flow, mo peanizye He3anexHUM Bijl BUpOOHHKA 1H-
Tepdelic MK TOTIYHUM KOHTPOJIEPOM MEPEXKi Ta MEpEKEBUM TPAHCIIOPTOM, € OJIHIEIO 3 pealtizanii
KOHIIETIII1 MPOTPaMHO - KEPOBAHOI MEPEXKi. SIIpoM piBHS KepyBaHHS MPOTPAMHO - KEPOBAHOT MEPExKi
€ MepeKeBa olepaliifHa cucTeMa - MporpaMHuii 3acid, mo 3adbe3neuye iHTepderic 3acodbamMu piBHS
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nepeaadi JaHuX Ta MPUKIIATHAN MPOTpaMHMA 1HTEpdEic 11 piBHS MEPEXKEBUX TOAATKIB, chopmy-
JOBAHUH B TepPMiHAX OUIBII BUCOKOTO PiBHS a0CTpaKIlii MOPIBHIHO 3 TUM, SIKUI BUKOPUCTOBYETHCS
B mapaMmeTpax KoH]iryparlii MepexeBux NnpuctpoiB. Ha BiaMiHy BiJ TpaaMIIIHHOTO 3aCTOCYBaHHS
MEpeKeBOi ONepaIiifHOT CUCTEMH SIK OTIepaIliifHOT CUCTEMH 1HTEIPOBAHO] 31 CTEKOM MEPEXKEBHX IPO-
TOKOJIIB, B IaHOMY BMIaJKy OyIeMO PO3yMITH IPOrpaMHy cHcTeMa, Lo 3a0e3redye MOHITOPUHT,
JOCTYI, KEpyBaHHS pecypcaMu BCi€i Mepexi, a He KOHKPETHOTO By3na. O0’€KTOM KepyBaHHS Mepe-
YKEBO1 OomepariiiHoi CUCTeMH € OJIUH a00 KiJbka KomyTatopiB. KoHTponep 3abe3neuye HaOip iHTEp-
(eiiciB sl CTBOpEHHS, pearyBaHHs, BUIAICHHS, KEpyBaHHA KOH(QIrypamiero Tabiauib MOTOKIB Y
komyTaTtopax. KomyraTopoM kepye nporpaMHuil npouec, siIkuif BAKOHY€ThCsl Ha KOHTpoJiepi. KoHT-
poJiep TOBUHEH BOJIOAITH 1H(GOPMAIIIEIO TTPO TOIOJIOTI0 MepeXki B Oyab - sKuii MOMeHT 4acy. [Hdo-
pMallis Ipo TOMOJIOTII0 MEPEeXki TaK0XK MICTHTD 1H(OPMAIIiIO PO PO3MIIIEHHS KOPUCTYBAUiB Ta cep-
BEpiB, IHIIMX €JIEMEHTIB Ta CEPBICIB MEpEXki, a KpPIM TOro, MPUB’I3KYy MK IMCHAMH Ta aJpecamH.
ToMy ofHi€r0 3 HAWBaXUIUBIIIKX 33124, 110 PO3B’A3YIOTHCS MEPEKEBOIO OTIEPAIlIHOI CUCTEMOIO, €
MOCTIHHUN MOHITOPHHT MEPEXIi Ta MO0y 10Ba TOIMOJIOTI Mepeki. BUKopucTaHHS CTaHIApPTU30BAHOTO
BIIKPUTOTO iHTEpdEiCy TUIOMMHYI Nlepeadi JaHUX J1a€ MOKIIMBICTh BIIPOBA/KyBAaTH 1HHOBAIIIl Ha-
OaraTo onepaTHBHiIIE, HIX 1€ BiI0OyBaeThcs ChOTO/IHI. BiacHUKY Mepexi Ta onepaTopu MOXKYTh J0-
JaBaTH HOB1 (PYHKITIOHATHHI MOYKJIMBOCTI Ta MOCIYTH B TaKy MIPOTPaMHO - KepoBaHy Mepexy. Hosa
(YHKLIOHAJIBHICT Ta MMOCIYTH BIIPOBAIXKYIOThCSA 32 IOIIOMOTIOI0 CTBOPEHHSI MEPEXKEBUX CEPBICIB Ha
MepeXKeBii ornepariiifHiil cuctemMi 4 KOHTPOJIEpi 3 BUKOpUCTaHHAM cTannaptuzoBaHoro API. Ie cyt-
TEBO IPUCKOPIOE PO3BUTOK MEPEK1, HAIPUKJIIAJL, BIPOBAKEHHS HOBUX METO/11B KOHTPOJIIO JIOCTYIIY.

AHaJti3 ocTaHHIX A0caizkeHsb i myOJikauiii. [IpoBenennii anani3z METOIIB Ta MoJieNel yrpas-
JIHHS IPOrPaMHO - KEPOBAaHMMHU MEpeKaMHM 10Ka3as, 1110 npolieMa 3abe3neueHHs sIKocTi 00cIyro-
BYBaHHSA 3aiiMa€ IOCUTh BAKIMBE MiCIIe Y HAYKOBHX IMPALSX 3aKOPJOHHUX 1 BITYM3HSIHUX JOCIiI-
HUKIB. 3HaYHa yBara HayKOBIIIB IPUIUIAETHCS 10 aJlalTUBHOCTI IPOTrPaMHO - KEPOBAHOI MEPEXKi B
YMOBax 0OCIIyrOBYBaHHSI MYJbTHCEPBICHOTO MOTOKY AaHuX. OcobmuBe Micie TyT 3aiiMae 3a0e3re-
YeHHs JOCTOBIPHOCTI nepeaayi iHdopmallii Ta cCepBiCHUX MOCIYT yIpaBiiHHs i Mepex [1] e Bpa-
XOBYIOThCS 1 TPOTPaMHO - KOHPirypoBani Mepesxi [2]. CucTeMa MOHITOPUHTY TTAKETHOI 3aTPUMKH B
HpPOrpaMHoO - KOH(DITYPOBaHUX TEIICKOMYHIKAIIHUX Mepexax [3] mokpalilye ynpaBiiHHSI MepeKaMu
13 3aCTOCYBAaHHSM CY4YaCHHUX TEXHOJIOT1H. baratokpuTepianbHa onTuMizallis napameTpiB MporpaMHoO
- KOH(}IrypoBaHux Mepex [4] 103Bojsie 3a0€3MEUUTH 33/1aHy CTaOUIBHICTh Ta Oe3NepepBHICTH YII-
paBIiHHSA. YTIPaBJIiHHS TEIICKOMYHIKAIISIMH 13 3aCTOCYBaHHSAM HOBITHIX TeXHOJOT1i [5] mo3Bossie 3a-
0e3MmeunTy 331aHy CTaOUIbHICTh Ta Oe3NepepBHICTh YNPaBIiHHA. BU3HaueHHs JOCTYIHOCTI porpa-
MHUX KOMIUIEKCIB Y CUCTEMAaxX 3 CEpBICHO-OPIEHTOBAHOIO apXITEKTyporo [6] 3abe3neuyeTbest 3aCTo-
CYBaHHSM IHTEJIEKTYyaJIbHUX TEXHOJIOTIH JUIsl MiBUILEHHS SIKOCTI POOOTH MEpeX MpU HEBU3HAUYEHO-
cti [7]. MeTton aBTomaTH3allii moOyIOBH MPOrPaMHO — KEPOBAaHUX Mepex [8] 3abe3neuye onTuma-
JIbHY CUCTEMY YIIPaBIIIHHS NPH MPOEKTOBaHI Mepex [9], a meTo OaslaHCyBaHHS HaBaHTAXKCHHS Ha
OCHOBI IHTETPOBaHO1 apXiTekTypu ynpasiiaHsi[10] nonomarae 3ade3neunT JOCTOBIPHICTH Mepeaayl
iHpopmaii. 3HaHHA Cy4acHUX cepBICHUX Mociyr apxXiTekTypu LTE 115t BHCOKOIIBUAKICHUX MEpex
[11] momomarae B 3a0e3meueHi BIIMOBO CTIMKOCTI TPH BUKOPUCTAHHI XMapHUX o04HciieHs [12], 6a-
raTopiBHEBOI iepapXii ynpaBiiHHS y IporpaMHoO -KoH(pirypoBanux mepexax [13]. BpaxoByrouu mpo-
BEJICHUI aHaJ13, MOKHA JIHUTH 10 BUCHOBKY, 110 1ICHYIOUY1 MOJIEJII YIIPaBIiHHS 1HGOPMAIIITHUM MOTO-
KOM y MPOTpaMHO - KOHPIrypyeMo Mepekax He 3aBX/IU BPaXOBYIOTh BUMOTU OKPEMOTO KI€HTa, a
IUGEepeHLIIOTh MOTOKH JIMIIE 3a KjlacaMu 1HQopMaIlil Ta He 3aBKI1 BUKOPUCTOBYIOTh aKTyaJbHI
napaMeTpH YIpaBiHHS Ta 00CIyroBYBaHHS SIK OKPEMHUX KaHAJiB, TaK W IHAMBIIYaJbHUX MOTOKIB
OKPEMOTO KJIIEHTAa MEPEKI.

Meta po60oTH — IPOBECTH aHAJI3 MOJIeNel Ta aIrOPUTMIB (PYHKIIOHYBaHHS CUCTEMH YyIIpaB-
JiHHSA apxiTekTyporo SDN ans Ouibin HafaiiHOT poboTu Mepexi. Lle Hagae MOXIHUBICTH KOPUCTYBa-
YaM OTPUMYBATH MOCIYTH 13 HEOOX1HOIO SKICTIO, JOCTOBIPHICTIO Ta J03BOJIUTH MOJ0JIaTH BUHUKA-
1041 MPOOIeMH.

OcHoBHUIi MaTepiaJ AocaizkeHb. B paMkax aHami3y CKIaJOBHX €IEMEHTIB CUCTEMH YIIPaB-
niaas SDN apxiTekTypH, 110 3a0e3neuyoTh SKICTh 00CIYyTrOBYyBaHHS MOTOKIB Y MIPOTPaAMHO - KEPO-
BaHMMHU Mepexkax € Ieski Henouiku. Lle, He3Bakaroun Ha BUIIIHIA PiBEHb ONIEPATUBHOCTI OOUNCIICHHS
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MapHIpyTiB Ta aHaJIi3 TOMOJIOTT MEpexi, cama MapIIpyTU3allis 3iHCHIOETHCS 3a IOTTOMOTOI0 TPaIn-
LIAHUX aJTOPUTMIB, III0 BUKOPUCTOBYIOThCS icCHYtouMMH nipoTokonamu - OSPF ta EIGRP. Pi3nopi-
JHICTH CcaMol armapaTHOl peaiaiii MPUCTPOiB Mepeaadi JaHUX MEPEkKi MPHU3BOJUTH IO TOTO, IIO0
pi3HI BUIY KOMYTAaTOpPiB MOXYTh HE MIATPUMYBATH JA€sKi QYHKILIT UM MIATPUMYBATH iX 13 oOMexe-
HOIO MPOJYKTUBHICTIO. Y TIporieci poOOTH MEpexKi 116 MOKE CYTTEBO BIUIMHYTH Ha MPOITYCKHY 3/1aT-
HICTh OKpEMHX IMOTOKIB Mepeayi JaHUX YM HIJTMX JOMEHiB Mepexi. Cama MapiipyTH3allisi HOTOKIB
repeaadi 3A1HCHIOETBCS 3a KPUTEPIEM SKOCTI 00CITyrOBYBAaHHS UM 32 KPUTEPIEM PIBHOMIPHOTO 3aBa-
HTaKEHHS MEpeXeBUX pecypciB Mepexi. IlinBuiienns sskocTi 00CIyroByBaHHs 3/11HCHIOETHCS 13 Bpa-
XyBaHHAM Kitacudikaii motoky nepemadi 3rigHo ITU-T, mo A0cuTh CyTTEBO 0OMEKYE MOKITUBICTh
VIIPaBJIiHHS MMOTOKOM JaHuX. BiblmicTe Mozeneld He BpPaXOBYIOTh XapaKTEPUCTHK MYJIbTHCEPBiC-
HOTO MOTOKY JaHHX, 110 MPU3BOAUTH JI0 MOTIPIICHHS SKOCTI 00CIYTOBYBaHHS Ta IMiIBUIICHHS HMO-
BIpHOCTI OJIOKYBaHHsI KaHaJiB repeaadi Mepexi. [1{e omna kaTeropist MeTo1iB 6a3yeTbCsi Ha MMOTOKO-
BUX aHATITUYHUX MOJEJSAX JUIsl onTuMizaii mepexi. Lli MeToau BUKOPUCTOBYIOTh MOJIET OallaHCy-
BaHHS HaBaHTKEHHS IMMOTOKIB Nepeayi NaHuX, sIKi He BPaxOBYIOTh YYTIMBOCTI MMOTOKY JaHHX JIO
HepeMilllyBaHHS TIOPSIKY MTaKeTiB, MOTIPIICHHS 3aTPUMKHU Ta THMYACOBOTO PO3pUBY 3’€HaHHs [1].

Pozrnsinemo apxitektypy SDN (puc. 1), 0 ckinagaeThbes i3 piBHS NpOTrpaMu, piBHSI Mepeke-
BOTO YCTAaTKyBaHHS Ta PiBHS AaHUX. MepekeBl KOMYTaTOPH CTAlOTh MPOCTHMH HMPUCTPOSIMH TIEpe
azpecariii, a Jorika ynpasiiHHs B apxiTekTypi SDN pearnizoBaHa B JIOT1YHO LIEHTPATi30BAHOMY KOH-
TPOJIEPI.

Management Application
I
0SS 1 I SDN plane
[~ v| application
|1 ? N SDN
L2 N | application
A-CPI ‘ ‘
N7 N7 SDN Contr]:;::a;
{jf Jl> Coordinator Agent controller P
X T
S
Master .
RDB SDN control logic
Z
0SS D-CPI
— NE (2 1) Data
— s Agent (= 1 plane
- ,_1'> oordinator gent (= 1)
Mast
F?S Be ' ME resources

Pucynok 1 — Knacuuna mozens apxitektypa SDN mepexi
SDN koHntpouiep ynpasisie pecypcamu ganux uepe3 D-CPI intepdeiic. A-CPI intepdetic Bu-

KOPUCTOBYETHCS JIJIsl peatizalii 3B'A3Ky MK JJOJaTKaMH Ta KOHTPOJIEPOM TOMY (YHKIIis yIpaB-
JiHHS BiAOyBaeThcs uepe3 inTepdelic ynpapiiaasa. Taka KoHDIrypairis Moke MiATPUMYyBaTH Pi3HI
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MepexkeBi 1oaaTtku. Ha BiqMiHy Bij TpaaullifHUX Mepex y Mepekax SDN mapmpyTu3aTtop BHKO-
Hye nuiie QyHKIii nepenayi. BiaMiHHICTB nepenadi NakeTiB y TpaaAULiHHIX MEepekax Ta Mepekax
SDN mpexacrasieHo Ha puc. 2 [3].

Traditional Device SDN Architecture

onmroler

Caontrol Management
Flane Flane

Control Management
Plare Flarne

Data Plane

Network Device Data Plane

Pucynok 2 — IopiBHaHHs TpaauuiiHoi Ta SDN apxitektypu

[Tpu ananizi Mmoeneit Ta anropuT™iB QyHKIIOHYBaHHS cucTeMu yrnpaBiiHHs SDN apxiTekTypu
PO3TIISTHEMO CITIBBITHOLICHHS A0 11 TpaAULIHHUX MepexX. YCi cydacHi iHpOpMarliifHi TEXHOJIOT] BH-
CYBaIOTh JOCUTH BEJIMKI BUMOTH J0 THYYKOCTI Ta MacIITaboBaHOCTI KOMITIOTEPHHUX MEPEX 1 0UiKy-
eTbes, 0 SDN Mepexi JONOMOKYTh BUPIIIUTH LUIMN Psii HAsBHUX MPOOJIEM, CIPUATUMYTh CTBO-
PEHHIO aBTOMATH30BaHUX, MPOTPAMOBAHUX, THYYKUX Ta €eKOHOMIYHUX MEPEKEBUX 1HPPACTPYKTYD,
OJTHaK I CTpaTeris y pI3HUX MPOBIJHUX BHUPOOHMKIB IMOMITHO PpO3pI3HAETHCS. 3a OLIHKaMU
GARTNER[3], na MmepexeBy iH(ppacTpykTypy npunagae npudnusto 17% IT - 6romxety. [Ipu npomy
BOHA JAJIEKO HE 3aBXKI1 MOKE aJanTyBaTHCs 10 3MiH oTped 6i3Hecy. Tomy HOBI TEeHJIEHIIIT - BIpTY-
anizailisi, XMapHi 0OYHMCIIEHHs, MOOUIBbHICTh KOPUCTYBaUiB, 3pOCTaHHs OOCSATIB Mepeadl - 3SMIHIOIOTh
BHUMOTH JI0 MEPEXEBUX 1HPPACTPYKTYp. By1yTh BUHUKATH NUTAHHS YU 3MOXKYTh CbOTOJTHI MEpEXeBi
MPOJYKTH 3a0€3MeYUTH MIATPUMKY MalOYTHIX AOJATKIB 1 CEPBICIB, KOO MIpOI0 PO3BUTOK MEpEexki
Oyze npuB'sA3aHUH 10 IPOAYKTIB 00paHOro BUpoOHMKa Tomo. [IpiopuTeTHICTH pillleHb, apXiTeKTypa
TpPaaAULIIHHOTO MEPEKEBOI0 00T IHAHHS pOOUTS 110 MPUB'A3KY AYyXKe MILIHOIO. /Ieski BUpOOHUKHU Ha-
BITh XapaKTepU3YIOTh MOTOUYHY CUTYALII0 Y MEpeXKeBUH raiysi sk peBomoniiny. Pan excreptis [4]
B SIKOCTI PELENTy YCYHEHHsI pO3KPUTHX B Mepekax MpoOjieM Ha3MBaIOTh MepexiJ 0 apXITeKTypu
nporpaMHo-kepoBanux mepex (Software-Defined-Networking, SDN). Apxitekrypa SDN o0irise ic-
TOTHO MOCJIA0MTH 3aJIEKHICTh BiJl 3aMOBHUKIB TEXHOJIOT1H KOHKPETHOTO BUpOOHUKa. B apxiTekTypi
SDN Bes j10riKa yIpaBIiHHSI MEPEKEBUMHU IPUCTPOSIMH BUHOCUTBHCS B TaK 3BaHy «IUIOIIMHY yIpaB-
JIHHS», SIKa pealli3yeThCsl MPOrpaMHUM YuHOM. KOHCTpYKTHBHO KOHTpOJepu B apxiTekTypi SDN mo-
KyTh OyayBaTHcs Ha 0a3i ¢izuyHuX abo BipTyalbHUX BY37iB. B apxitektypi SDN ynpaBninHs Me-
PEKEBUMH MPUCTPOSIMH, SIK TIPABUJIO, 3AIHCHIOETHCS 10 TipoTokoiry Open-Flow. ["omoBHa ines apxi-
tektypu SDN - BimainenHs QyHKIiN nepenadi n1aHux Bia QyHKIINH ynpaBaiHHA. Y TpaaULiHHUX KO-
MyTaTopax Ta MaplIpyTU3aToOpax Li mpoiiecu 38’ s13aH1. Y apxitekTypi SDN Mepexa, 1110 CKIa1aeThCs
13 6e3114i MPUCTPOIB PI3HUX BUPOOHMKIB, MOCTAE ISl 3aCTOCYBAHHS SIK OJIMH JIOTTYHUIA KOMYTaTOp.
Apxitektypa SDN n03Bossie aqMiHiCTpaTOpaM MporpaMmyBaTH MEPEXY K €WHE IIijie, a He 3aiima-
THUCS] OKPEMHUMH KOMYTaTOpaMH, K1 MOXKYTh IPOCTO BUKOHYBATH 1HCTPYKILii KOHTposiepa. Peanizaris
TaKoi KOHIIETIIi1 3HAYHO CIPOIIy€E eKCIUTyaTaIlito Ta GyHKIIOHYBaHHS Mepexi, ii koHpiryparito. Ko-
MYTaTOPH MOXYTh OYTH IPOCTUMH Ta JEIIEBUMH. XapaKTEPUCTUKHU MEPEK1 MOXKHA ONIEPATUBHO 3Mi-
HIOBaTH Y PEXXHUMI pEaIbHOTO 4acy, CKOPOUYIOThCSI TEPMIHU BIIPOBA/IKEHHS HOBHX JIOJIaTKIB Ta Ccep-
BiciB. [Iporpamui intepdeticu (API), koHTposiepH 103BOJSAIOTH PO3POOHHUKAM CTBOPIOBATH JI0AaTKU
JUTs YIIPaBIIiHHS TaKo Mepekero. LI mporpaMu MOXXyTh BUKOHYBATH HaWpi3HOMAaHITHIII (QyHKIIIT,
MPUYOMY JJIS ILOTO HE MOTPIOHO 3HATH OCOOIMBOCTI POOOTH KOHKPETHUX MEPEKEBUX MPUCTPOIB. 3
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TOYKHU 30py BUPOOHHUKIB, TAKHH M1X1/1 HE TOBHHEH BUKJIMKATH €HTY31a3My Y PO3POOHUKIB Mepexe-
BOT'0 YCTAaTKyBaHHs, SIKi 0araTo pokiB yJOCKOHAJIIOBAJIM YHIKaNbHI (DYHKII CBOIX KOMYTaTOpiB Ta
MapuIpyTrU3aTopiB. MOXIIMBICTh BUKOPUCTAHHS MPOCTHX Ta JCIIEBUX KOMYTAaTOPIB, CTBOPEHHS J10-
JaTKiB CTOPOHHIMH PO3pOOHMKAaMU 3a paxyHOK Binkputux API minpuBae 6i3Hec TakuxX KOMIaHIH,
no30aBJsie X [pKepera 10AaTKoBoi BapTocTi. [IpoTe Benmuki 3aMOBHUKY, BKIIFOYAIOYH TIPOBITHUX OTe-
partopiB 3B'SI3Ky Ta IpOBaiiepiB, BXKe MeperHsuIcs igestMu apxiTektypu SDN, a BUpOOHHUKH MiKpO-
CXeM KOMYTaTOpPiB OToJIoCHIH Tpo miaATpuMKy Open-Flow, TOMy MOCTaBHUKH HE MOXYTh 3aJIUIIIa-
tucs octoponb. Ctpykrypa Open-Flow mapuipyrusaropa npeacrasiena Ha puc. 3. Open-Flow ma-
PIIPYTU3AaTOP CKIIAIAETHCA 13 OJHIET a00 JEKIIbKOX TaOJHIh MOTOKIB. MapipyTu3aTop OOMIHIO-
€THCSI MOBIOMIICHHSIMH 3 KOHTPOJIEPOM 32 JIorioMoroto mpotokoiry Open-Flow. 3a momomoroto mpo-
tokoiry Open-Flow, KOHTpoJiep BUKOHYE TaKi JIii 3 3a1TMcamMul TOTOKIB B TAOIHIISIX SIK JA0JaBaTH, OHO-
BJIFOBATH, BUIAJISTH.

VY Ta0UIsgX MOTOKIB MapuIipyTU3aTopa MiCTAThCS HAOOpH 3aIUCIB, a YC1 3aIiCH BUZHAYAFOTHCS
MTOJISIMU TIOP1BHSHB, JIIYMIBHUKAMH Ta HAOOPOM 1HCTPYKIIIH, SIKi 3aCTOCOBYIOTBCS J0 TTAKETY Ta CITiB-
naiy i3 nmossiMu. [Ipu mepenadi, 3aro0BKH MAKETiB MOPIBHIOIOTHCS 13 MOJSIMH MTOPIBHSHB 3aITUCIB B
MOPAIKY IPIOPUTETY, a 1€ OJHE 13 MOJMiB MOPIBHSAHHSA. SIKIIO 3HaWIEH] BIAMOBIAHI 3alHCH, TO JO
MaKeTy 3aCTOCOBYIOThCS 1HCTPYKIIii, acOIifioBaHi i3 UM 3amucoM. SIKIIO He 3HAHAEHO KOJAHOTO 3a-
MTUCY, TO MAKET CKUIAEThCS a00 MEePEeNaeThCs IS aHAI3Y IPUUHATTS PILICHHS KOHTPOJIEPY.

Controller Controller

R
h OpenFlow Protocol
OpenFlow Switch

Datapath

i
OpenFlow | | OpenFlow :
|
|
|

Channel Channel Group | | Meter
Control Channel | Table Table
Port Port
Flow Flow Flow
EE N
T | Table [ ] Table [0 0| Table |
Port Pipeline Port
= -

Pucynok 3 — CrangaptHuii anroput™ gyHkuionyBanis Open-Flow mapuipyruzaropa

[HcTpykuii y BianoBigHux 3anucax Open-Flow Mapuipytuzaropa MICTSTh Aii, K1 3aCTOCOBY-
IOTHCS IO TAKETY Ta BU3HAYAIOTh OE€3MOCePEHbO caMi MpaBHiia ePEeCUIIaHHs, Y1 BU3HAYAIOTh MOa-
JBIIY OOpOOKY MaKeTa, y HaCTYIHUX TaOJIMISIX TOTOKIB - KOHBeepHa o0poOka. KonBeepHa 06poOka
JI03BOJIsIE TIEpEAaBaTH aHAIII3 MMaKeTa i3 0JIHi€T TaOIHIIl B 1HITY, TOJIaTKOBO MEPECUIIA0UH CTeialbHi
MeTaaaHi. OO6poOKa 3aKiHUY€ETbCSI, KOJIM BIANOBIIHI IHCTPYKIIT HE MICTATh KOMaH/]| MIEpECHIIaHHS B
HACTYMHY TaOJHIIO0 y 1Ieil MOMEHT BUKOHYETbCS MOAMDIKAIlisl TaKeTy, BUKOHAHHS "HaKOMMYeHHUX"
ni. 3aBnaku takiid moneni, Open-Flow komyTatop Moxe QyHKIIOHYBAaTH SIK IPOCTUM KOMYTaTop,
MapuUIpyTU3aTOp, MEPEKEBUI €KpaH UM SIK 1HILE MepekeBuil mpucTpiil. Bee BU3HauaeThes 3a Tabm-
et nepenayi. Taka Mojens 0OpoOKHM TMakeTa BIAKPUBAE YHIKAJIbHI MOXKIUBOCTI. [IpucTpiit moxe
BUKOPHCTOBYBATHCS B POJIi IK KOMYTATOpa, TaK 1 MapIIpyTH3aTOPa YU MEPEKEBOro eKpany. I pynosa
TaOIUI MICTHTH 3alUCH TPYII, @ KOKEH 3aIMC MICTUTh TaKOXK CIHCOK IHCTPYKIIiH 31 crienudiaHo0
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CEMaHTHUKOIO, 110 3aJICKUTh BiJl TUITY TpynH. [[ii B OJTHIH 3aCTOCOBYIOTHCS JJIS BCIX MAKETIB, MO MO-
CHJIAIOTHCS JI0 i€l rpymu. 30ip CTATUCTHKU peati3yeThCs 3a JOTOMOTO0 JTUMIBHUKIB. JITUNIHLHUKU
MOXXYTb OyTH MpHU3HAYCHI1 JJI1 KOXKHO1 TaOJINIIL, IOTOKY, MOPTY, YEPTH, TPYIH Y1 HAOOPH JTYUITHHU-
KiB, BU3Ha4eHi cnemianizaiiero Open-Flow. Bei Open-Flow cymicHi TiuniIbHUKE MOKYTh OyTH pea-
JI130BaHi B MPOrpaMHOMY 3a0€3Me4eHH1 Ta BiI0OpaXkaroTh iH(OpMaIlito Ha OCHOB1 ONMUTYBAHHSI ama-
paTHHUX JTIYHJILHUKIB, SIKI MAalOTh OOMEXKEHUH Jiana30H 3Ha4eHb. JIF0OOUH MOTOKOBUI 3aIHC MICTUTh
Hallp IHCTPYKIIIH, SKi BUKOHYIOTHCS B TOMY pa3i, KOJH MaKeT BIAMOBIIA€ MpaBMTy. Y Cl IHCTPYKITii
JUISTHCS HA HACTYITHI TUITK: JIJIs HETAHOTO BUKOHAHHS, JUUTsI OYUIIEHHS CIIMCKY 1HCTPYKITIH, ISt 10-
JaBaHHS HOBOT IHCTPYKIIII, AJIs 3aMIUCy METalaHuX, JAJIs Iepexo/1y A0 HacTynHoi Tabmuii. [HeTpykiii
JUTsl HETaitHOTO BUKOHAHHS JTal0Th BKa31BKY 3aCTOCYBATH IEBHI /il HeraiHo, 6e3 Oy/apb - AKUX 3MiH Y
Habopi aiil. Taka iHCTPYKILis MOXKe OyTH BUKOpHCTaHa JUIsi Moan(ikamii nakera npu nepeaadi Horo
10 iHIo1 TabauIll. [HCTPYKIT UIsi OYMIIEHHS BUAAISIOTH BCl IHCTPYKIIIT 3 HAOOPY 1HCTPYKINN AJIs
OKpEeMOro MOTOKY. [HCTpyKIii 1715 J0AaBaHHS HOBOI IHCTPYKIIi1 JOMOBHIOIOTh HASIBHUN HA01p IHCTPY-
KIIi{ 115 OKpEeMOTro MpaBWjia HOBUMH 1HCTPYKIISIMHU. [HCTPYKIlisS mepexoay A0 HACTYIHOI TaOJuIl
MICTHTh HOMep TabJHIli, B SIKy IMakeT Oy/e mepemanuii micis 00poOku B nmotouHii Tadbmuimi. Homep
HACTYIHOT Ta0nHIll 000B’A3KOBO MOBUHEH OyTH OLIBIINM BiJl HOMEpA MOTOYHOI TaOJIHUII.

JlocmipkeHHsT Ta aHaii3 Mojelnel 1 anropuTMiB 3a0e3nedeHHsT (yHKIIOHYBaHHS M TPOIIECiB
yIpaBIiHHS Mepekero, mooyaoBaHoro 3a npuHimnamu SDN, nokasye, 1o crno4atky HeoOX1aHO 3/1ii-
CHHTH MOJICPHI3aIlI0 MEXaHI3MiB MOHITOPHUHTY CTaHy ii pecypciB, MO CKIJIbKH MPU BUKOPUCTAHHI
CTaHJIaPTHOT'O MEXaH13My CIIOCTEPIraeThCs reHepallis HaAJTUIIKOBOI cITy>K00BOi iH(popMaItii 11s ene-
MEHTIB, 1110 IPOCTOIOIOTH. Lle MOke MaTH JOCUTHh HETaTHBHUI BIUIUB HA €(DEKTUBHICTH POOOTH Yepe3
3aBaHTAXKEHICTh KaHANIB nepeaayi. ToMy npu ananizi Mojenei Ta anropuTMiB (PyHKIIIOHYBaHHS CH-
cremu ynpaBiaiHHS SDN apxiTeKTypH, y 3B 3Ky 13 HEJOJIKaMH iCHYIOUHX CHCTEM MOHITOPHHTY, Y
OaraThox myOmiKaiisx [7] mponoHyeThCsl BUKOPUCTOBYBATH METO/ IMHAMIYHOI afanTarllii mapaMmer-
piB CHCTEMH MOHITOPHHTY, HAIIPUKIA[, 3MiHY IHTEHCHBHOCTI MOHITOPHHTY CTaHY MEpPEXKEBOTO elie-
MEHTa 3aJIeKHO BiJ] HOTO MOTOYHOI 3aBaHTAXKEHOCTI. [HTeNeKTyanbHUI MOHITOPHHT B MEPEXkKi Ha OC-
HOBI SDN pearizyeThesl MIITXOM BCTAHOBJICHHS TOJIOBHOTO J0JaTKy MOHITOPUHTY Ha KOHTPOJIEP Ta
BIJIMIOBITHUX IIKOHTPOJIBHUX HOMY areHTiB Ha KOXKEH KOMYTAaTop. 3arajioM MpoLec MOHITOPUHTY
IPYHTYETHCS Ha IBOX OCHOBHHUX IIAX0IaX:

* 3MiHa IHTEHCHUBHOCTI MOHITOPUHIY 3aJIe)KHO BiJl MONEPEJAHbO HAKOMMYEHOI CTaTUCTUYHOT
1H(popMaLlli PO CTaH 3aBAaHTAXKEHOCTI y MaM’ATi KEpyr4oro nNpucTporo Mepexi. Ha ocHoBi aHamnizy
MOKHa BH3HAUaTH XapaKTepUCTUKU TOTOKY iHQopMallii B MEBHUH MepioJ Yacy Ta 3MIHIOBATH
IHTEHCUBHICTH BIJIMOBITHO /10 BU3HAYCHUX MOTPeO. B roanHu mikoBOro HaBaHTa)KeHHS, HAITPUKJIAI,
CJIiJ] 301IbIIYBATH iIHTEHCUBHICTh MOHITOPUHTY, @ BHOY1 MO>KHA 3MEHIINTH;

* JUHAMIYHA 3MiHA THTEHCHUBHOCTI MOHITOPHHTY, 3QJIE)KHO BiJ 3aBaHTaXEHOCTI €JIEMEHTIB
MepeX Ha OCHOBI 310paHUX y PEXUMI pealbHOro 4acy. Y BHIAAKy HAOMM)KEHHS 3aBaHTa)KEHOCTI
MepesKi 10 KpUTHUHOTO PiBHS, 30UIbIIYETHCS YACTOTA OIMUTYBAHHS MEPEKEBUX BY3JIiB 1 TAKUM YHNHOM
3MIIACHIOETHCS TePeXi]] y CTaH MUIBHOIO MOHITOPUHTY BiANOBIAHUX €JIE€MEHTIB MEPEXI.

Tomy aHasi3 MOHITOPUHTY BUKOHYE JIOJATOK, BCTAHOBJICHUH HA KOHTPOJIEPI, a MiIKOHTPOJIbHI
oMy areHTH BUKOHYIOTh (pyHKIIIT 300py iH(pOpMalii, Moanikaiio Ta BiANpaBIeHHS Ha KOHTPOJIEP.
Po3noain iIHTEHCHBHOCTI MOHITOPUHTY OKPEMHX CETMEHTIB MEpeXi J1a€ MOXIIMBICTh YCYHYTH Haj-
JIMILIKOBI POIIECH MOHITOPUHTY Ta 0OPOOKH JaHUX MPO CTaH MEPEXkKi, BAKOHYIOUM HEOOXITHY iHTe-
HCHUBHICTb JIMILIE HA TUX BY3JIax, Jie Bce Iie HeoOX11HO poOuTu. Ha 0CHOBI IHTEHCHUBHOCTI MOHITOPH-
HT'Y MOXHa 301IbIIYBaTH FHYYKICTh YIPaBIiHHS eJeMeHTaMHu Mepeski Ha ocHOBI SDN, Ta edexTus-
HillIe BUKOPUCTOBYBATH OOYHUCIIIOBANIbHI PECYPCH MPUCTPOIB PiBHSA yrpaBiiHHs. Bonoaioun norou-
HOIO CITY»00BOIO 1H(POPMAITiEI0, MOKHA 31MCHIOBATH ONMTUMATBHUI PO3MOILT HABaHTAXKEHHS Ha Me-
PEXi, TONEePeKYIOUN TAKMM YMHOM HETaTHBHI SIBUIIA MTEPEBaHTAKEHHS MEPEKEBUX BY3iB. Takox
MO>KHa IEPEBOAUTH €JIEMEHTH, 1110 IPOCTOIOIOTh, Y PEKUM OUiKYBaHHS, 30epiratouu npu IbOMy MO-
YKJIMBICTh HAJIIMHOTO Ta MIBUJKOTO iX BIAHOBJICHHS 10 HOPMAJBHOTO pexumy pobotu. Lle 3nauHO
3MEHIIUTH BUTPATH Ta 301JIBIIYE YAC «OKUTTS» MEpExeBUX MpUCTpoiB. [ToBHICTIO BigKmouaTH 007a-
JTHAHHS HE 3aBXKIU JOIUIBHO, 1O CKUIBKK HOTO BBIMKHEHHS MOTpeOye MEBHOTO Yacy JJisi BiIHOB-
JIeHHA TaOJUIb KOMYTALlii, 3aITyCKYy yCiX alapaTHUX Ta IPOrpaMHUX MPOLIECiB KOMYTaTopa, 110 BILIH-
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Ba€ Ha Yac rnepedy1I0BU TOMOJIOTII MEpeXi Ta CIIPUUNHSE CTPHOOK CITy>K00BOT 1H(hOpMAIIii MiXK KOHT-
poiiepoM Ta KomyTraropoM. OCOOIUBICTIO PO3TIISIHYTOTO MEXaHI3MYy € 3MiHa IHTEHCUBHOCT1 MOHITO-
PHHIY JIMIIE KOHKPETHOIO MEPEXEBOT0 By3Ja, KU 1IbOT0 IMOTpedye, OJIHAK 1Ie HE BIIJIMBAE HA 1HTe-
HCHBHICTh MOHITOPHHTY IHIIMX BY3JiB. Takuit anroput™m [7] QyHKIIOHYBaHHS CHCTEMH YIPaBIiHHS
SDN apxiTekTypu Ta IpOINOHOBAHUI MEXaHI3M € aJallTOBAaHUM JI0 Cy4aCHOI'O IMHAMIYHOT'O TOTOKY
JTaHUX Ta 3a0e3mneuye xopoury 0a3y AJs MOJANBIIOro Mpoliecy OallaHCYBaHHs HaBaHTaXEHHsA. Yum
BUIIIE MUTTEBE 3HAYCHHS 3aBAHTAXEHHS KaHally, TUM IIBU/IIE BIIOYAEThCS HACTYIIHE ONUTYBAaHHS,
TOMY YMM O1NIbIIIE 3aBAaHTAKCHHS KaHAJTy, TUM YaCTillle CUCTEMa MOHITOPUHTY 311 CHIOE OITUTYBAaHHS
1010 KUTBKOCTI nepeaanoi indopmartii. Takuii MeToJ MOKHAa BUKOPHUCTOBYBAaTH CTOCOBHO YCiX Ta-
paMeTpiB KOMyTaTopa y BUIAJKY, KOJIH MiJABULIEHHS IHTEHCUBHOCTI IXHBOI'O ONUTYBAHHS HE BIUIM-
Ba€ HETaTHMBHO HA XapaKTEPUCTHKH MPOAYKTHBHOCTI Ta sSIKOCTI PpyHKIIoOHYBaHHS Mepexi. Llle Bax-
JIUBHM TIapaMeTPOM MPOLIECY MOHITOPHHTY € KIJTbKICTh 1H(POPMAIIii, III0 TEHEPYETHCS UM ITPOLIECOM.
[Tpu poGoTi Mepexi, y BUNAAKY MiABULICHHS IHTEHCUBHOCTI MOHITOPUHTY KUIBKICTh CITy00BOI 1H-
¢dopmarii, HaBaHTa)XEHHS Ha 1H(QOPMaLIHINM KaHaJl 3pOCTa€, IO 3arajaoM MPU3BOIUTH 10 YacTKO-
BOTO 3HIDKEHHS €(PEKTHBHOCTI BUKOPHCTaHHS iH(popMaliifHOTO KaHaty. OyHKIlisS 3MiHU 1HTEHCHB-
HOCTI MOHITOPUHTY OyJie Pi3HOO AJIsl KOXKHOI'O OKPEMOT0 IapaMeTpy Mepexi, a il MakCUMaJlbHe 3Ha-
YEHHS 3aJIeKaTHUME BiJ] piBHS HaBaHTAXCHHS MPOIECY MOHITOPUHTY Ha MepexeBi enemeHTn. OoMme-
’KEHHS 1110J10 YaCTOTU MOHITOPHUHTY JIESKHUX [apaMeTpiB 4acTO BCTAHOBIIIOIOTh BUPOOHUKHU, BKa3y-
I0YM KPUTHYHE 3HAYCHHS y JOKYMEHTAIIi1 10 IPUCTPOIB.

CrpotieHi mixou1 0 aHali3y MOTOKIB IaHUX 1 clipoOu oTpuMaHHs iH(opMallii Ipo MepeKeBi
JOJATKH HA IiJCTaBi JETKOJOCTYITHUX aTpHOYTiB Ta XapaKTEPUCTHK IMOTOKIB HAWYACTIIIEe BUSBIIS-
I0TbCS HEMPOAYKTUBHUMHU. Y OUIBLIOCTI Mporpam oOMiHy QaillaMu aKTUBHO BUKOPHCTOBYIOTHCS
MIPUIOMH, IO YCKJIQJHIOE JOCTOBIPHY iACHTU(]IKAIIIO TaKUX JOJATKIB — TUHAMIYHE MPU3HAYCHHS
MOPTIB, J€LIEHTPATI30BaH1 CXOBHIA, BUKOPUCTAHHS MOMIUPEHUX MPUKIIAHUX TPOTOKOJMIB K TPaHC-
MOPTHHX, @ TAKOXK KpUNTOrpadiyHi METOIM MPUXOBYBAHHS Ta MACKYBaHHSA MOTOKY JaHUX. ToMy st
BUSIBJICHHS MEPEKEBUX aHOMaJliif HeoOXiIHUM perenbHui aHaii3. Lli 00CTaBUHU BUMararoTh BUKO-
PUCTaHHS JOJATKOBUX TEXHIYHMX, IPOTPAMHUX Ta aJTOPUTMIYHUX 3ac001B 1 MaTEMAaTUYHUX MOJie-
Je JOCHiKYBaHUX MpOIeciB. XapakTepUCTHKU (PYHKIIOHYBaHHS MPOrpaMHO-KEPOBAHOI MeEpexi,
IO CKJIaAa€eThes 3 pisHOpimHuX Open-Flow komyTaTopis, 3anexars BiJl allapaTHUX XapaKTEPUCTHUK
KO>)KHOTO KOMyTaTopa. 3 METOI0 3MEHILICHHs CKJIaJHOCTI Ta BapTOCTI KOMyTaTropa MOCTayalbHUKU
MOXYTh 00OMeXHTH (QyHKIIOHAIBHI MOxITUBOCTI Open-Flow, Hanpukian, po3mip anapaTHoi TaOIuUII
MOTOKIB Y1 MOKJIMBOCTEH I1i€] TaOMUIII 111010 MOLITYKY 3@ MEBHUMU MOJISIMU, BUKOHAHHS MIEBHUX 1
HaJ maketamu. JlogaTKu, 110 BCTAHOBIIOIOTHCS HA KOHTPOJIEPl, MOBMHHI BPaxOBYBaTH I1I oOMe-
KEHHS, 11100 YHUKHYTH MOXJIUBUX MPOOJIeM, OB’ SI3aHUX 13 MOTIPIIEHHSIM MPOJYKTUBHOCTI MEpexi
B Iporieci ii po6oTu. BukopuctaHHs HOBUX MOJieNiel Ta aJrOPUTMIB JI03BOJISE 3a0€3MEYUTH LIEHTPa-
J30BaHUN MOHITOPHHT NapaMeTpiB MEPEKEBUX MPUCTPOIB Ta GOPMYBATH XapaKTEPUCTHKH (PyHKITI-
OHYBaHHS IPOrpPaMHO-KEpOBaHOI MepeKi Ha BUXO/11. Pe3ylbTaTu MOHITOPUHTY MOXYTb OyTH 10AaT-
KOBO BUKOPHCTaHI1 NpH MJIaHyBaHHI poOOTH Mepexi UM JUIsl TUHAMIYHOI ONTUMI3allii Mepexi - BCTa-
HOBJICHHSI TIPABUJI 13 BpaXyBaHHSIM allapaTHUX XapaKTEPUCTHK KOMyTaTopa Ta Tepenadi MmoToKy Ja-
HUX Yepe3 pi3Hi NUISIXH TSl YHUKHEHHS BY3bKUX MICIlb Y Takii Mepexi. Crenudikanis Open-Flow
BHU3Haua€e HEOOX1IHY (YHKIIOHAIBHICTh, SIKa MOBUHHA OYTH peajli3oBaHa y KO)KHOMY KOMYTaTOpi
Open-Flow. OcHoBHOIO MeToOrO i€l cniernudikariii € 3a0e3nedyeHHsT YHipIKOBaHUX MPOIECIB KOHT-
POJIIO Ta YIIPaBITiHHS MPOTPaMHO-KEPOBAHOI0 MEPEKEI0, IO CKITATAETHCS 13 MPUCTPOIB Pi3HUX MO/Ie-
Jei BiJ pi3HUX BUPOOHUKIB. Pearnizanis He0OXiAHOT (PyHKI[IOHATBHOCTI € IHUBIAYaJIbHOIO Ta 3Mi-
HIOETHCS BiJl OJJTHOTO BUPOOHUKA /10 1HIIIOTO [7] Ta MOKe MPUBECTH J0 3MIH MPOAYKTHBHOCTI y pea-
TbHIA Mepexi. [Ipobremu BUHMKAIOTH YK€ TOJI, KOJIM NMPOrpaMHO-KEpOBaHa Mepeka HalalToBaHa
Ta OKpeMi KOMYTaTOpH MMOYUHAIOTh CTBOPIOBATH BY3bK1 MICIISl, MOTIPIIYIOUH MTPOTYKTUBHICTH Ta K-
icTb 00cTyroByBaHHsI Mepexi. Taki HeOMIKM MOKHA BpaXxyBaTH Ha CTaJil MPOEKTYBaHHS MpOrpa-
MHO-KE€pPOBaHOT MEpEXi Ta pO3pOOKH TPOrpaMHOTro 3a0e3MeUeHHs 111 KOHTposepa. ToMy HeoOXiTHO,
00 po3pOOHUKH TOJIATKIB Ul IPOrPaMHO-KEPOBAHMX MEPEX 3MOTJIM OTPUMATH iH(POPMALIiIO PO
0OMEXEHHsI POTYKTUBHOCTI KOHKPETHOTO KOMYTaTopa 13 METO 3abe3redyeHHs cTablIbHOI Ta Ha-
IiifHOT poO6OTH Mepeki. 3aBASKU TakKiif CUCTEMI PO3POOHHKH 3MOKYTh OTPUMATH HEOOXiTHI AaHi Ta
MOJKJIMBICTh OXapaKTE€pPU3yBaTH NMPOJYKTUBHICTh KOHKPETHOro KoMmyraropa. Komyrartop, 3anexHo
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BiJI amapaTHOi peasizallii, Moke HajJaBaTH JOCTYI 0 okpeMmux mapametpiB. Crnenudikaris Open-
Flow micTuTh 3aranbHuil aaropuT™ poOOTH Ta CIIUCOK MTAPAMETPIB TOCTYIMHHX IS MOHITOPUHTY:

- CTaTHCTHKA IIOTOKIB Mepeaadi - TPUBATICTh ICHYBaHHsI, IPIOPUTET, KUIBKICTh 0OPOOICHUX TTa-
KETiB, OaiiT;

- CTaTHCTHKA TaOJIUIIb MOTOKIB JaHMUX - KUJIBKICTh MPaBHJI, KUIBKICTh OOpOOJIEHUX TAKETIB,
OaiiT;

- CTaTHCTHKA MOPTIB Nepeiadi - KUIbKICTh EPEIaHuX UM BITKMHYTUX TaKeTiB, OalT, TOMHUIOK
nepenavi Ta Komi3ii);

- CTaTHCTHKA YepT mnepeaadi - JOBKHHA Yeprd, KUIbKICTh MepeJaHuX MakeTiB, 0alT, KiIbKIiCTh
BIJIKUHYTHX MAKETIB Yepe3 MeperiOBHEHHS;

- i cnenmdikamii - STP, 36ipka cermentis IP makeTiB Tomro.

PosrisiHyTa cucreMa 103BOJIs€ 3iHCHIOBATH MOHITOpHHT sik Open-Flow mapamerpis, Tak i ma-
pametpiB Q 0 S, nop's3anux i3 podoror komyraropa. [Tapamerpu Open-Flow - makcumManbHa Kilib-
KICTh MPaBUJI 13 KOHKPETHOIO CTPYKTYPOIO, TPUBAIICTH BCTAHOBJICHHS IIPABUJI, TPUBATICTh OMUTY-
BaHHS CTAaTHCTUKHU TAOJUII MOTOKIB, TPHBAIICTH OOPOOKH MAKETIB i3 BUKOPUCTAHHSAM IPOTPAMHHUX
Ta0JIUILIb MOTOKIB IAHUX, TPUBANICTh 3YMTYBaHHS 1H(OpMaIlii i3 TIYMIBHUKIB, @ TAKOK 3aBaHTAXKEHHS
[EHTPATBLHOTO TIporiecopa NpUCTporo [9]. OCHOBHUM KOMIIOHEHTOM PO3TJISTHYTOI CUCTEMH MOHITO-
PHUHTY € J0JaTOK MOHITOPUHTY, KUl BCTAHOBIIIOETHCA HA (izuuHOMY cepepi. Lleit momaTok BUKO-
HY€ KJIFOUOBY POJIb 300py, pOopMaTyBaHHA Ta MpeacTaBleHHs iHpopMalii y ¢popmari, 3pydHOMY A5
KOpHCTYBaya 1 i mofanbiioi o0pooku i€l indopmanii iHmmMu nonatkamu. basa ganux 306epirae
iHpopManiro, HeoOXiIHY A7 pOOOTH AOAATKA, HAPUKJIIA, /I HaJalITYBaHHS KOMYTaTOPiB, MOZEI]
Ta TEXHIYH1 0COOIMBOCTEN TOro YM iHIIOro komyraropa. Lli nani 3aHocsaThcs B 0a3y JaHUX aaMiHicC-
TpaTop MporpaMHO-KepOBaHOI Mepexi. ¥ 0a3i JaHux 30epiraroTbes 3i0paHi JaHI MOHITOPHHTY Ta
00poOJIeHI CTaTUCTUYHI XapaKTEPUCTUKHU TTOBEAIHKA MEPEXi B TIEBHI TIEPI10IH.

[Tporuo3yBaHHsI pU3HKIB Ta CTAOUILHOCTI SIKOCTI (DYHKIIIOHYBAaHHS CHCTEMH ynpaBiiHHs SDN
apxitektypu. CTyniHb O4iKyBaHUX PU3HUKIB ()YHKIIIOHYBaHHS MO>KHA IOJATH K JOOYTOK iIMOBIpHO-
cTi HeOakaHMX HACIIJIKIB Ha BiJMIOBIIHY BEJIMYMHY BTPAT aHAJIOTIYHO sIK y mpaipix [11]:

R:ZRi :Zpi'zi, (1)

ne R — pennuuna pusuky;
P; — liMOBIpHOCTI HeOaXkaHUX BIUIMBIB KaHATy Iepeayi;
Z, — BeNMYMHM BTPAT KaHay.
Jnist OLliHIOBaHHS PU3HKY SKOCTI (yHKIIOHYBaHHS Mepexi SDN Takok BUKOPHUCTOBYIOTh Be-
JINYHHY CepeHbO3BAXEHOro Moy Biaxmmenns AZ (ryr n=12) [11]:

n _ _ 1 n
AZ=2pi-(Zi-2) Z=-27;, )
i=1 M=
Takox BU3HAYaIOTh cepeIHbOKBAIpATUUHE BiaXuiIeHHs [11]:
n
=12
c=2Pi(Zi-2)", &)
i=1

k1o B3sITH 10 yBaru HETATHMBHI BIJXHWJICHHSI Bij 3allJIJaHOBAaHUX MapaMeTpiB Bija mapaMmerpa

Z | 1o cTymiHb PU3HKY SKOCTi (PyHKI[IOHYBAHHS OLIHIOETHCS TOKA3HUKOM Bapiamii S, i Horo 3Ha-
YEHHS BU3HAYAETHCS 3 JOTIOMOTOIO CIiBBigHOMIEHHS [11]:

n n
732
Sz = 2P (Zi=2) -yl Xpi-Li, 4)
i=1 i=1
ne |, ={l,} — inauxarop HecnpUATINBUX BiIXUIEHD AKOCTI POGOTH, IKOMY BiAOBiAIOTH:

0, st cipusiTmBoro Biaxunenns |, =0,
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1, st HecnipusiuBoro Biaxunenns |, =1.

BucnoBku. AHaiiz Mojeneit Ta anroput™MiB GpyHKIioHyBaHHA SDN Mepesk rmokasye, mo 011b-
IIiCTh MOJIENIEH HE BPAXOBYIOTh XapaKTEPUCTUK MYJIbTHCEPBICHOIO MOTOKY JaHMX 1 1€ MPU3BOAUTH
JI0 TIOTIpIIEHHS SIKOCT1 (DYHKIIIOHYBAaHHS Ta ITiIBUIIICHHS KMOBIPHOCTI OJIOKYBaHHS KaHATIB Iepeaadi
Mepexi. BicyTHICTh MOXKIMBOCTI 31iHiCHIOBAaTH AU(epeHIiiOBaHe YIPABIIHHS JJIs1 OKPEMHUX MOTO-
KiB JJaHUX OKPEMUX KITIEHTIB MEPEKi Ta BpaxyBaTH iXHI BUMOTH 100 SKOCTI, MPU3BOJUTH 0 HU3b-
KOi e(h)eKTHUBHOCTI KaHATy MapLIpyTH3allii, HEONTUMATHHOTO PO3MOILTY HAaBAaHTAXKEHHS MEPEXKi, IM0-
TIPIICHHS SKOCT1 0OCITYrOByBaHHS BUCOKO MPIOPUTETHUX IMOTOKIB JJaHUX. 3aCO0OM KOHTPOJIIO 3a MPO-
[IECOM Tepeiayi OKpeMHX MOTOKIB Mepeaayl JaHuX BiJICYTHI, BHACIIAOK YOTO CUCTEMA yIPaBIiHHS
MEpEXKEI0 HEe Ma€ 3MOTy BU3HAYHTH TOTIPIICHHS SIKOCTI QYHKITIOHYBaHHS IS IIMX ITOTOKIB IaHUX, a
TOMY HE 3MOXK€ rapaHTyBaTH piBEHb SIKOCTI, Y3TOJDKEHUH y cepBici. BpaxoByroun npoBeneHmii aHa-
J113, MO>KHA JIATH 10 BUCHOBKY, IO ICHYIOUYI MOJIEJI yIpaBJiHHs 1HPOPMALIMHIM ITOTOKOM Y IPO-
IpaMHO - KOH(]IrypyeMo Mepekax He 3aBKH BPaXOBYIOTh BUMOTH OKPEMOT'0 KJIi€HTa, a JU(epeHIli-
IOIOTH MMOTOKH JIMIIIE 32 KJlacaMu MOTOKY iHdopMartii. Posrnsnyra cxema po3podku mepexxk SDN mo-
Ka3ye, 0 pi3Hi opraHizaiii nmpu ctBopeHi mepexx SDN, cTaBisaTh 3a MeTy (popMyBaHHS TaKoi apXi-
TEKTYpPH MEPEXi Ta YCTaTKyBaHHS, 110 TPUITYCKAE BiUIUICHHS TUIOMUHK YIPABIIHHS Bifl TUIOIIUHH
nepeaayi Ta JOKIAJAl0Th 3HAYHHUX 3YCWIIb JIO IMOJOJIAHHS BHHUKAIOYHMX MPOOJIEM, MOB’SI3aHUX 13
CKJIaIHOIIAMHU Mirpamii BiJ Tpaguiiinux mepex 1o apxitektypu SDN. Lle B noganbuioMy HajgacTb
MOJKJIMBICTh KOPUCTYBa4aM OTPUMYBATH MOCIYTH 13 HEOOXITHOIO SIKICTIO, HAIHICTIO, JOCTOBIpHI-
CTIO Ta MPOTHO3YBATH PU3UKH 1 CTAOUIBbHICTh SAKOCTI (DYHKI[IOHYBAaHHS CUCTEMH YIPABIIHHS TaKOi
apXiTEeKTypH.
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I.T.H., ¢.H.C. CemoxoB O.B., K.T.H., 1ou. XMeabuunkuii 10.B.,
Kosna JI.M., JlicoBcbknii O.C.
AHAJIN3 MOJEJIE 1 TIPOTHO3BUPOBAHHUE PUCKOB ®YHKIIMOHUPOBAHUS CUC-
TEMBbI YIIPABJIEHUS SDN APXUTEKTYPbI

B cmamuve paccmompenst 6onpocel ananuza mooeseli U anzopummos yHKYUOHUPOBAHUS CUCHEMbl
ynpaenenusa SDN apxumexmypul 015 ob6ecneuenus 6o01ee kauecmeennoii pabomsl cemu. bonvwan pazno-
POOHOCmb camoil annapamuoil peanuszayuu ycmpoicme nepeoayu oannvix SDN apxumexkmypuvl npueo-
Oum K momy, 4mo pasHvle KOMMYMAmopsvl MOZym He H000epHCUAmb HeKomopule (PyHKUUU uiu noooep-
JHcueamp UX ¢ 0ZPAHUUEHHOI RPOU360OUmeNbHOCMbI0. B npoyecce pabomul cemu — amo moxcem cyuije-
CHM8EHHO NOGIUAMb HA NPONYCKHYIO CROCOOHOCHb OMOEIbHBIX NOMOKOE8 nepeoauu OAHHBIX U UeablX
oomenoe cemu. Mapuwipymu3sayus HOMOKO8 nepedayu oCyuiecmeaiiemca no Kpumepuro Kaiecmaea oociy-
HCUBAHUA U HO KPUMEPUIO DAGHOMEPHOIL 3azpy3Ku cemesblx pecypcos cemu. Ilosviuenue kavecmea 06-
CIYHCUBAHUA OCYULECMBTIACHICA C YUEMOM KAACCUPUKAYUU NOMOKA nepeoayu, 4mo 6ecbma 0ZpaHuyiu-
eaem 803MOMNCHOCHIb YNPAGAEHUA NOMOKOM Oannbix. bonvuwuncmeo moodeneii makux cemeit ne yuumoi-
6ar0m XapaKmepucmuK Myjibmu CepeucHoz0 NOMOKA OAHHbIX, YMO HPUEOOUM K YXYOUIEHUID Kauecmea
odcyycueanua u nOGvlUIEHUE 6EPOAMHOCHU DJIOKUPOGAHUA KAHAN06 nepedayu. Omcymcmeue 803Modic-
Hocmu ocywiecmenams ouggepenyuposantnoe ynpagienue 011 omoeabHblX NHOMOKO8 OAHHBIX OMOeb-
HbIX K/IUEHM 06 cemu U yuecms UX mpedosanus OMHOCUmMeIbHO Kauecmed, npueooum K Hu3Kou Iggex-
MUBHOCIMU KAHAIA MAPWPYMU3AUUL, HEONMUMANbHO20 PACHDPEOe/IeHUA HAZPY3KU cemu, yXyouieHue Ka-
yecmea 0OCAYIHCUBAHUA 8bICOKO NPUOPUMENIHBIX ROMOKO0G Oannblx. Cpedcmea KORMPOA HAO RPOUECCOM
nepeoauu omoenbHbIX NOMOKO8 Hepedauu OAHHBIX OMCYHCIEYIOM, 6ClIe0CHEUe Yez0 cucmemda ynpaeie-
HUA He UMeem 603MONCHOCHb ONPedeUms YXyouieHue 00CayHcueanus O IMUX NOMOKO8 OAHHBIX, d
HOMOMY He CMOXCem 2apanmupoeamsy Heo0xooumolit yposens ynpasnenus. Ilpumenenue nogvix mooeneii
U anzopummos obecneueHus YYHKYUOHUPOBAHUA NPOZPAMMHO — YAPAGIAEMOI CEMbI0 NO380IUM NPOBO-
OUMb MAPUWIPYMU3AYUI0 NOMOKO08 OAHHBIX cemu, Oupepenyupys ux no 4yecmeumenbHoCmu K nepeme-
WIUGAHUIO NOPAOKA NAKEMO8 U Pa3pbléd COeOUHEHUSL.

Llenvio oannoit cmamou a61:1€MCA NPOGEOEHUE AHAIU3A MOOeNel U AI20PUMMO8 PYHKUUOHUPOGA-
Hua cucmemvl ynpasnenus apxumekmypolt SDN ona donee nadexncnoii pabomur cemu. Imo npedocmas-
J1em 803MONCHOCHIb HOb30GAMENAM NOAYUAMb YCIYZU C HEOOXO00UMBIM KAUeCHE0M, 00CHO8EPHOCHIbIO
U RO38071UM NPEOOOIEMb 603HUKAIOWUE NPOOIEMbL, CEA3AHHDBLE CO C/IOHCHOCMAMU MUZDAUUN O MPAou-
UuOHHbIX cemeil K apxumexmype SDN.

Kntouegwle cnosa: npozpammno ynpasnsemsie cemu SDN, ynpasnenue cemegbimu ycmpoicmeamu,
apxumexmypa SDN, moodenu u anzopummst cucmemol ynpasienus, ypoeenv hYHKUUOHUPOSAHUA CeMU.
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K.T.H., c.H.Cc. JlanTeB O.A ([IYT)

k.T.H. Cananpaa LII. (KOI'TIA)

K.¢p-m.H. Cauyk 10.B. (CHY)

MATEMATHYHA MOJEJIb CTPYKTYPH TH®OPALIMHOI MEPE’KT HA OCHOBI
HECTAIIOHAPHOI IEPAPXIYHOI TA CTAHIOHAPHOI I'TIEPMEPEXKI

Y emammi po3pobrena moodenvy cmpykmypu inmezpanvhoi inghopmayininoi mepesci Ha 0cHo8i He-
cmauionapnoi iepapxiunoi ma cmauionaphnoi zinepmepesici, 3 8pAXY8AHHAM DYUHIGHUX 6NIUGIE Pi3HO20
xapakmepy. Ili0 ¢hynkyionanvnor cmiitkicmio inmezpansvHoi inpopmauiiinoi mepexnci 6 po6omi pozymi-
€MbCA MOHCUBICHb PYHKYIOHYGAHHA CUCHEMU, HeXAl i3 3MEHUIEHHAM AKOCHI, RDOMAZOM 3A0AHO20 YaCy
nio enaueoM 308HIWIHIX ma eHympiuwtHix decmabinizyrouux gpaxmopie. I1io 306nininimu ma enympimininu
decmadinizyrouumu hakmopamu posymiromocsa 6iomosu, 300i enemenmis cucmemu, HABMUCHI NOWKO-
0JceHHs, 00Il06I YPAICEHHA, eNeKMPOMAZHIMHI 360U, NOMUTKU 00C/IY206YI04020 nepconay. 3abesne-
YeHHA 671ACMUBOCHI (PYHKUIOHANbHOT cilIKoCmI OY0b-aK0I CKN1a0HOT meXHIuHOT cucmemu 30iHCHIOEMbCA
6 mpu emanu: idenmugikayia Hewumamuoi cumyauyii, 10Kanizayia HewWmMamuoi cumyauii, 6iOH061eHHA
dyukuionyeanns 3a paxynok nepeposnooiny pecypcie. Ilpu po3zenaoi inmezpanvrux ingpopmaviiinux me-
pedic 3 mouKu 30py yHKuioHanvHoi cmitikocmi, 6uxio 3 1ady ey3na Komymauii uu Jinii 36’ 3Ky msazHe 3a
C00010 pYlIHYGaHHA KAHAJIE nepedayi 6MOPUHHUX MePeic, AKI 8 2paghax yux mepexyc € HeCyMiHcHUMU.
Tomy mooenioeamu cmpykmypy makoi mepeici zpaghpom nedouinvHo. Y 36’A3Ky 3 YuM, 66e0€HO HOGI no-
HAMMA | 6U3HAYEHHA 6 Meopilo PyHKUIOHANbHOI cmiliKocmi ma po3pooJieHo 8i0N0GIOHUIL MemOOUYHU
anapam. /lana moodensv 6paxoeye yci HeoOXiOHi 0CHOGHI 3 MOUKU 30py (yHKUioHAIbHOI cmilikocmi napa-
Mempu mepeici, ix eracmueocmi ma giOHOUIEHHA, AKI 30IUCHIOIOMb 3HAYHUTL 6NIUE HA CUHME3 ONMUMA-
AbHOT cmpyKkmypu mepedici. Biominnicms cinepmepesic 8io inwiux cmpykmypHux mooeneii noia2ac ¢ momy,
U0 8 CIMEOPEHi cmpyKmypu zinepmepeoici 6epe yuacms 6ivuie 080X MEIPHUX MHOMNCUH, W0 00360IAE 8PaA-
Xyeamu @naAUE MONMCAUGUX NOZAUIMAMHUX CUMYaUiil, AKI 00yMOo6aeHi 6HympIWHIiMU | 306HIWHIMU YUH-
HUKamu.

Kniouoei cnosa: zinepmepesica, necmayionapua zinepmepesica, inpopmauiiini mepesici, pynkuiona-
JbHa cmiliKicmy, pyiiHieHI 6naugu.

Beryn. 3a ocraHHI JeKiIbKa A€CATHIITh B )KUTTI CY4aCHOTO CYCHUIBCTBA PI3KO 3pocia poJib
iHpopManiiHo-TexXHIYHOT cepu. OgHAK 3 PO3BUTKOM 1H(POPMAIIHHO-TEXHIYHUX CHUCTEM, MiIBH-
IIYETHCS 1X UyTJIMBICTb J0 30BHILIHIX BIUIMBIB pi3HOro Xapakrepy. Lli 1ii MOXyTh mopyiryBaTH HOp-
MaJIbHUH peXXUM pOOOTH IIUX CHCTEM 1 HaBITh MPU3BOIUTH 10 OBHOT 3yITUHKH 1X poOOTH. Y TOH ke
yac craH 1H(OPMAIIHHO-TEXHIYHUX CHCTEM aKTHBHO BIUIMBA€ HA CTaH MOJITUYHOI, EKOHOMIYHOI,
00OpOHHOT Ta 1HIIMX CKJIaJOBUX O€3MeKH HALIOoi KpaiHH.

OcHOBOIO IIUX CUCTEM € IHTerpaibHi iHpopmaiiini mepexi (IIM). 3natricts [IM npotucrostu
pyiHiBHUM 1isiM (P[]) 1 mpooBKyBaTH BUKOHYBATH MEBHUM 00cAT PYHKIIIN, MOXKIIMBO 3 MOTipIIEH-
HSIM SIKOCTI, € iX BJIaCTUBICTIO, IKY Ha3UBAIOTh (DYHKII1IOHAIBHOIO CTIHKICTIO.

ITocTanoBka npodJjemu. Peamnizanis ¢GyHKIIOHATBHOI CTIMKOCTI T0CIATAETHCS 3aCTOCYBAHHSAM
B CKJIa/IHIM TEXHIUHINA CUCTEMI PI3HUX YK€ ICHYIOUHMX BUIB HAJMIPHOCTI (CTPYKTYPHOi, 4aCOBO1, 1H-
¢dopmariiiHoi, (yHKIIOHATBHOI Ta 1H.) HUIAXOM IMEPEepPO3NOALTYy PECYpCiB 3 METOI0 MapHpyBaHHS
HACJIJKIB TO3alITaTHUX CHUTyariii. Pazom 3 TuMm, HeducieHHI poOOTH B Taimy3i 3a0e3reueHHs
(bYyHKIIOHATTBHOT CTIKOCTI CKIaJHUX TEXHIYHUX CUCTEM HE Jal0Th 3MOTH BUPOOMTH €IMHI MiAXOIH
Ta 3aMo4YaTKyBaTH TEOPETUYH1 OCHOBH 3a0e3neueHHs PyHKI1oHaIbHOI cTitikocTi s [IM. [IpoGnema
MOJIATAE Y BIACYTHOCTI MiAXOQy Ta BIAMOBIIHUX MOJENEH MIOJ0 OMHUCY CTPYKTYpH CydacHOi iHTe-
rpaibHOi 1HPOPMAIlIITHOT Mepexi, apaMeTpiB ii eTleMEHTIB Ta 3B’A3KIB, a TAKOXK BIJACYTHICTIO MOX-
JIMBOCTI BpaxyBaTH PYHHYIOU1 BIUTUBU PI3HOTO XapakTepy.

AHaJi3 ocTanHix nyoJaikaniii. Marematnyna popmanizauis GyHkioHansHoi cTiikocTi [IM €
MEepIIiM HAyKOBO-OOIPYHTOBAHMM KPOKOM CTBOPEHHSI METOJOJIOTIYHHUX OCHOB 3a0e3MleueHHs
¢byukmioHansHOI criiikocTi [IM [1 — 6]. AHani3 Teopii GpyHKI[IOHATBHOT CTIKOCTI 111010 METOIB MO-
JICITIOBaHHS CKIIQIHUX TEXHIYHUX CHCTEM IOKa3aB, IO ICHYIOTH BiAMOBIIHI HAYKOBI Tpalli AJis JIH-
HaAMIYHUX CHCTEM, 5IKi 0a3yloThCs Ha BHUKOpHUCTaHi Teopil rpadis [7 — 9]. 3okpema, y pobori [3]
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3ampoOIOHOBAaHO MaTeMaTUYHY MOJENb CTPYKTYpH 1H(DOopMaliiiiHoi Mepexi 5 mokomiaHs (5G) Ha oc-
HOBI Teopii BUMaaKoBHX rpadis, a B ctarti [10] po3risiHyTo Mozenb CKIaIHOI i€papXidYHOT CUCTEMH,
0 IPYHTYETHCS Ha MpeACTaBiIeHHl y BUIIAAl K-rimepmepeski. OcoOIMBOCTI IPHUHIUITY POOOTH CY-
gacHux [IM 1103BOJISIFOTH 3pOOUTH BUCHOBOK TIPO T€, 110 HE3BAXKAIOYH HA CEPHO3HI HAYKOBI PE3yIib-
TaTu Teopii PYHKIIIOHAIBHOI CTIMKOCTI JOCIIKYBaH1 B HIil MaTeMaTH4YHI MOJCII CKIaJHUX CHCTEM
HE 3/1aTHI aJIeKBaTHO onucatu npoiec ¢pyHkuionyBanus [IM.

MeTo1o cTaTTi € po3poOKa MOJIeNi CTPYKTYPH 1HTETpaibHOT iH(POpMAaIIiitHOT Mepeki Ha OCHOBI
HECTAaIlIOHAPHOI 1€PapXiYHOI Ta CTAILlIOHAPHOI TiEepMEpexKi, 3 BpaXyBaHHIM PYWHIBHUX BIUIUBIB
PI3HOTO Xapakrepy.

Buxiax ocHoBHOro Mmarepiaiy. /[ Toro mo6 mpoBoaUTH BCEOIUHMM aHa3 (YHKIIOHATb-
HO{ cTiiiKocTi iH(pOopMaLiiHUX MEpex, HE0OX1THO PO3IIIAaTH OKPEMO HE TUIBKH MEpBUHHI a00 BTO-
PHHHI MEPEXKi, ajie 1 BC1 Mepexi mepeaavi JaHUX B CYKymHOCTI. Taki 00'eqHani Mepexi Oyaemo Ha-
3MBATH IHTErPATbHUMH 1H()OPMALITHIMU MepeKaMu.

[Ipu posrasai iHTerpaabHUX 1HGOPMAIIHHUX MEPEX 3 TOUKH 30py PYHKIIOHATBHOT CTIMKOCTI,
BUXI1JI 3 JTaly By3Jla KOMYTallii 9¥ JiHil 3B’53Ky TATHE 32 CO00I0 pyiHYBaHHS KaHAJiB nepeaadi BTO-
PUHHHUX MEPEK, SKi B rpadax uxX Mepex € HECyMDKHUMU. ToMy MOJIETTIOBATH CTPYKTYPY Takoi Me-
pexi rpadoM HeTOIITHHO.

TakuMm 4MHOM BUHUKa€e HEOOXITHICTh BBECTH HOBI MOHATTS B T€OPitO (YHKIIOHANBHOI CTi-
KocTi iH(popMmariiftHux Mepex. Ex3oTepruuna Mepeska — 11e Taka TeOpeTHIHA MOJICIIb MEPEeXi 3B A3KY,
B SIKiif IPOCTOPOBE MOJIOKEHHS KaHAIIIB Mepeadi He BIUIMBAE Ha PO3B’S3aHHS MOCTABICHUX HEpe]
JOCIITHUKOM 3aBAaHb. E30TepruHa mMepeka — TeopeTHYHa MOJIENIb MEPEkKi 3B’SI3KY, B SIKii SIBHO
PO3IIISIIAE€ThCS peaizallisi BTOpPUHHOI MepeXi B IEpBUHHIN iH(QOpMAITiIHHIA Mepexi.

[lepmiit TeopeTnuHiii Mozeni iHpopMaiiHOT MepexXi BIAMOBIAA€ MOHATTS «rpad» IK MOJeINi
CTPYKTYPH, & APYTii — MOHATTS «TilepMepexay, sike BIepiie OyIo 3arponoHoBaHo B poooTi [11].

[TpuHIIMTIOBA BIMIHHICTH TIIEPMEPEXK BiJl IHIIMX CTPYKTYPHUX MOJIENICH MOJISATaE B TOMY, IO
B CTBOPEHI CTPYKTYPH TinepMepexi Oepe ydacTs Oibiiie ABOX TBIpHUX MHOXHH [12].

Tak sk METOM BIIOMHUX TEOPIM HE 3aBXKAM TO3BOJSIOTH JTOCHIKYBATH TIIEPMEPEXKi, TO TO-
TpiOHO PO3POOUTH BIMOBIIHUNA METOAOJIOTIYHUIA anapar i CTBOPUTH HOBI MOHATTS 1 BU3HAYECHHS.

I'inepmepeskeBi Moneni. PopMaibHO aOCTPaKTHY TiNEPMEPEKY MOXHA OMUCATH IIICTKOIO

AS = (X,V,R;P,F,W), sixa Bri1rouae HacTymHi 00’ exktu: X = (Xl, Xo, ...y Xn) — MHOKMHA BEPIIINH;
V= (vl,vz, Vg )— MHOJKHHA r'inok; R= (rl, D, . I’m) — MHOHHa pedep; P:V — 2% BizloOpa-
KEHHS, SIKE KOXKHOMY eJIeMeHTY V €V CTaBHUTh y BiINOBITHICTh MHOXHHY P(v) 3 X #ioro BepmuH.

Tum camum Bigobpakendst P BusHauae rineprpad PS =(X WV, P); F:R —>2\F/>3 — BimoOpaxeHHS,

SIKE KOKHOMY eJIeMeHTY I'€ R cTaBUTh y BIAMOBIIHICTE MHOXHHY F (I) #ioro rinok, npudaomy cimeii-
CTBO IIAMHOXHH TLJIOK Z\és MICTUTH TaKi MiAMHOXWHHU, TUIKU SKUX CKJIAJA0Th 3B’ SI3HY YaCTUHY

rineprpada PS ; Binoopaxenns F Busnauae rineprpap FS=(V,R;F);W:r > 2P(FI) v reR
— BIZOOpaKeHHs, sIKe 3iCTaBisie KOXKHOMY enleMeHTy I e Rmigmuoxuny W (r)3 P(F(r)) itoro Bep-
mmHamu, ae P(F(r)) — muoxuna Bepmud B PS |, iHnuaeHtHux rinkam F(r)i3 V. Takum guHOM,
BinmoOpaxenns W Busnauae rineprpap WS = (X,R;W).
Iimeprpad PS Ha3zBemMo mepBHHHOIO MEpeXero rinepmepesxki, a rineprpad WS — BTOpUHHOIO.
HeBaxkxko momitutH, mo Bimobpaxenus P, F, W € BigHOmeHHAMH IHIUACHTHOCTI ¥y

BinnmoBigHMX rineprpadax PS, FS, WS i, BinnoBiAHO, BOHH BU3HAYAIOTH 1HIIUIEHTHICTH €IEMEHTIB B
abcTpakTHil rimepmepexi AS. Ha puc. 1 HaBeeHa giarpama BiIHOIICHHS IHIIUJCHTHOCTI.
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Pucynok 1 — Jliarpama BiHOIIEHHS IHIUASHTHOCTI TiepMepexi
IHTerpaJIbHOI 1HPOPMALIIITHOT Mepexi

[HmmMu cnoBamu BepmmHa x€ X iHIUACHTHA Tt veV Toail 1 TUbku Tol, Komu x€ P(v) ;
rinka veV inmuaenTHa pedpy I eR Toxi 1 numie Toxai, komu v € F(r); pebpo r eR inmmnenTne
BepiIrHI x€ X TOMI 1 JIKIIe Toai, Ko x € W (r).

BaxxiuBHM TOHATTSAM € TaKOXK BIJHOIICHHS CJIA0KOI 1HIIUACHTHOCTI €JIEMEHTIB a0CTPaKTHOT
rimepmMepexi. A came, Ba €JIEMEHTH 13 Pi3HUX MHOXKHH c1a00 1HIMISHTHI, SKIIO 3HANIEThCs elle-
MEHT 13 TPeThO1 MHOKWHH, THIIMACHTHUH iM 000M. Hanpukian, BepmmHa x€ X cnabo iHIUICHTHA
peopy r eR, skmo 1 TiibkH sKIIO icHye eneMeHT VeV, takuid, mo xe P(v) 1 v e F(r), Tooto

xe P(F(r)). 3po3ymino, mo cinabo iHIMIECHTHI €JIEMEHTH MOXYTh OYTH TaKOX IHIMICHTHHUMH,

HaBIaK{ HEBIPHO.

3 puc. 1 BUaHO, IO AJIS €IEMEHTIB TilepMepek MO)KHA BU3HAYUTH IIICTh MOHATh CYMI>)KHOCTI
enemeHTiB. [lificHO, aHanoriuHo 3 rpadamu i rimeprpadamMu aBa €JIEeMEHTH 13 OJHiI€I MHOKUHH
CYMIXHI TOJ 1 JIUIIE TOJ1, KOJIU 3HAWIETHCS €IEMEHT 13 PYroi MHOXKHUHU, THIIUACHTHUI iM 000M.
AJne Tak SK B TinepMepekax Julsl eJeMeHTa 13 Oyab-sKoi MHOKMHHM MOXXYTb OyTH 3HalJeHi 1HIU-
JICHTHI €JIEMEHTH 3 JIBOX PI3HMX MHOXMWH, TO BIANOBITHO MaeMO JBa MOHATTS cyMmikHOCTI. Hanpu-

KJIaJ1, BEPLIMHU X; 1 X i3 X V-cyMikHi, sikuio v € Vi xy € P(v)ixp € P(v), i 1i BepumHu r-cyMixHi,
skmo 3r € R: x e W(r)i xp e W(r). AHanoriyauM YMHOM BH3HAYAETHCS CYMDKHICTh 1HIIMX €lie-

MEHTIB A4S.
AoGcrpaktHa rinepmepexa S =(X,V,R; P, F,W) Ha3uBaeThcs TinepMepekero, SKIIo:

1) |P(v)|=2WveV,|W(r)|=2VreR,

2) muoxwuna F(r) i3 V cknagae mapuipyt B rpadi PS = ( X ,V) VreR.

Taxum unHOM, nepBuHHa PS 1 BTopraHa WS Mepexi rinepmepexi S € rpadamu, a F BigoOpaxae
pedpa WS =(X, R) B Mapuipytu rpaga PS =(X, V).

Ha puc. 2 300paxxeHa rinepMeperka Ta BCi i CKJIaJ10B1 YaCTHHH.

JIiist KOJKHOTO 3Ha4YeHHs Xj € X Bu3Ha4yeHi QyHKIs [ (t), sIKa B MOAANBIIIOMY OyZe TpaKTy-

BaTHCs SIK €MHICTh Oydepa Ha BIANOBIAHUNA MOMEHT 4acy, (QYHKIIiS }j (t):1, AKIIO BEPIIMHA X;
3HAXOJIUTHCS B poOOYOMY cTaHi (TOOTO cripaBHUII 1i MpooOpa3 B Mepeki) B MOMEHT 1, 1 QyHKIis
7i (t) =0 B inmomy Bumazky.

Jlnst KOKHOT Timk|  V j €V nmocraBuMo y BiAmoBimHICTE (YHKIIT o j (t) >0 (mpormyckHa
3JaTHICTh BIAOBIqHOI iH(pOpMAIiiHOT Mepexi) i O (t) >0 (mpomyckHa 31aTHICTh KaHAy 3B'I3KY
MiX JIBOMa TepMiHAIaMH B MEPExi), mpuaomy O (t) BiAnoBinae pebpy I € R.

OueBHIHO, [0 Y BUMAAKY V j eV Vt>0
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2 o) =<a(),

r.eF(v)
TOOTO MPOIMYCKHA 37aTHICTh 1H(POPMAIIIIHOT Mepexi B Oyab-SIKHI MOMEHT 4acy HE MEHIIA, HIXK Cy-
MapHa MPOITYCKHA 3/IaTHICTh KaHATIB, pealTi30BaHUX B JaHii Mepexi. Takum 4uHOM, BU3HAYCHA HE-
cramionapHa rimepmepexa AS (t) = ( XV, R;P,F.W ) , B SIKifl MIXK BEPIIIMHAMM X Ta Y MOYKHA 3HAWTH

MaKCUMAJILHUM TOTIK 3a 4ac T nourHarouu 3 to.

X1 X2
S:
X1 V1 X2
V3 V4
X3
ps: V2 Vs
Ve V7
\'
Xa X5
0
X1
r
X3
r
WS:
6
X4 X5
8
FS:

Pucynok 2 — I'imepmepeka i ii ckiamosi:
a — rinepMmepexa; 6 — nepBuHHa Mepexa PS; 6 — BTopunna mepexa WS; 2 — rinepmepexa FS

Iepapxiuni rinepmepexi. Haifuactinie rinepmepexi OyBae HEAOCTaTHRO IS TOTO, MO0 OMH-
caTH 1€epapXidyHy CTPYKTYpY, SKa Ma€ OlIbIN HIK JABa piBHSA. [|JIsI IbOTO MOXXYTh OYTH BUKOPHUCTaHI
iepapxivHi TinepMepexi.

lepapxidna rimepMepexa — BIOPSAIKOBaHA MHOXKHHA TpadiB, CyCiHI €IEMEHTH SIKO1 YTBOPIO-
I0Th TinepMepexy [5]:
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HS =(PS,WS, WSy, ...,WSy).
[HIIMMH CIIOBaMH, SIKILO B3ATH TilEpMEPERy SP ( X,Rp_1,Rp ) , yrBopery WSy 1iWSp, To
WS _1 — nepsunna mepesxa Sy, WS, — Bropunna, Ry 1 — muoxuna pebepWS_1, Ry — Muoxuna pe-
6epWS,, .
MoskHa TOBOpHTH TIPO Tinepmepexi p-ro pisus, ae WS p—1— MCPBUHHA MepesKa, sKmo p >1,

PS — nepBunrHa Mepexa, ko p =1.

CdhopmynroeMo MOHATTS BUJAICHHS P-TO piBHS. BHYTpinIHe (30BHIIIHE) BUAATICHHS P-TO PiBHA
— 1€ BUJIAJICHHS BEPIIMHHM TiIIEpMEPEKi PiBHSA P, TP SKOMY BUIAISIOTHCS IHIIMICHTHI pedpa, cTporo
cnabo IHIMAEHTHI pedpa, a TAKOXK caMa BEpIIMHA 1 TJIKHU rinepMepexi p-ro piBHS.

OueBuHO, IO BUIAICHHS P-TO PiBHs BIUTMHE HA BCI TiIEpMepexi, piBeHb AKUX BUIE P. Takum

urHOM, Ko posrusHyTH rpadu WSp_1, WS iWS 1, To Bunanenns Gynb-snkoro pedpa r 3 WS,
CpHYMHEHe Oyab-SKUM BHJIOM BUJAJICHHS BEPIIMHHU 3 TillepMepexi Sp, IpU3BE/IE 10 BUIAJICHHS
BCix pebep WS p+1, IHIMICHTHEX peOpy I' B rinepMepexi S p+1- JIKILO napamMeTpy iepapXidHoi rinep-

MEpexi 3aIeKaTh Bijl 4acy, TO BOHA HA3UBAEThCS HECTAIlIOHAPHOIO.

Bunu Bunanenns enemeHTiB. i Toro, mo0 MpoBOJUTH BCeOIUHUEI aHAII3 (YHKIIOHATBHOT
CTIMIKOCTI Ta OI[IHIOBAaTH BIUIMB PYHHIBHUX (akTOpiB Ha iHPOpMaIiifHy Mepexy, MOTPIOHO TaKOX
OITMCATH TIOHATTS BUJAJICHHS €JIEMEHTIB TIIEPMEPEIKEBUX MOJICIICH:

1) Bunanenus pedep: pedpo r Oyne BunaneHo, akuio 3 rpadha WS Oyne Buganeno pedpo rI;

2) BUIAJICHHS TUIOK: TiKa V Oyne BUAalieHa, SKIIO BOHA Oyje BHIaleHa 3 rpada MepBUHHOT
Mepexki PS, a 3 rpada BTopuHHOT Mepesxi OyayTh BUIaJIeH] BC1 IHIIMIEHTHI 1ii rinmi pedpa (puc. 3).

X1 X1

Pucynok 3 — [Ipuknaa BuganeHHs riiky V7 13 TiepMepexi:
a — 10 BUJAJIEHHS T1IKH; O — HiCIsI BUTAJIEHHS

Ji1 rinepMepeski po3pi3HAIOTh TPU CIOCOOU BUJIAJIEHHS BEPIIUH (puc. 4):

1. Bepmnna x 6yze BHYTpPILIHBO BUAJIEHA, SIKIIO OyAyTh BUAAIEHI BCl IHIMACHTHI il peOpa,
T00TO B Tpadi WS BepimHa x BUSIBUTHCS 130JIbOBAHOIO.

2. BepmmHa x Oyne 30BHI BHJaJIeHa, KO OyayTh BUAAJeHI Bci ci1abo iHIMACHTHI (aje He
iHnuaeHTH1) i pedpa. Ha rpadi WS e Bianoizae BugaieHHIO nesIKOl MIIMHOXHHE pedep, a Ha
rineprpadi FS — crabkomy BuaanaeHHIO MiMHOXXUHU pedep.

3. Bepmnna x Oyne BumaneHa, sikio OyayTh BUAaeH1 BCl IHITIACHTHI 1 TUTKH 1 BOHA cama.
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Pucynok 4 — Pi3H1 Buau BUJIaleHHS BEPIIMHU X3 13 TIIIEpMEpPExKi:
@ — BUXIi/IHa TilepMepeska; 6 — rirnepceTs Micis BUJAIEHHS BEPUIMHU; 6 — TepMepexa Mmicis
30BHIIIHBOTO BHIAJIEHHS BEPIINHY;
2 — rinepMmepesxa miclisi BHyTPIIIHBOI'O BUAAJICHHS BEPLIMHU

BucnoBku. JlocnimkeHHs nporecy (QYHKIIOHYBaHHS Cy4acHUX I1H(GOpPMALIHHUX Mepex
HaJaJli MOXJIMBICTh pO3pOOUTH MaTeMaTHuHy Mojieb [IM Ha OCHOBI HECTaI[IOHAPHOI TrinepMepexi.
Metoau BIIOMUX T€OpPil HE 3aBXAU J03BOJIAIOTH JIOCIIIKYBATH rinepMepexi. ToMy gaHa Mozenb
BpaxoBye yci HEOOX1/JH1 OCHOBHI 3 TOUKH 30py (PYHKILIOHAJIBHOI CTIMKOCTI MapaMeTpu Mepexl, ix
BJIACTMBOCTI Ta BIJIHOIIEHHS, SIK1 3[1CHIOIOTh 3HAYHHUI BIIUB Ha CUHTE3 ONTUMAJIBHOI CTPYKTYpHU
Mepexi.

BinMiHHICTB TimepMepesx BiJl IHIIUX CTPYKTYPHUX MOJENEN MOJsrae B TOMy, II0 B CTBOPEHI
CTPYKTYpHU rinepmepexi 6epe ydacTb OuTbIIE ABOX TBIPHUX MHOXKHH, 1110 JJO3BOJISIE€ BpaXyBaTH BILTUB
MO>KJIMBUX TI03AIITaTHUX CUTYaIliH, K 00yMOBJIEH1 BHYTPIIIHIMY 1 30BHIIIHIMA YHHHUKAMU. Takum
Y1HOM, 3a0e3nedenHs [IM BnacTUBOCTI (PYHKIIOHATIBHOI CTIKOCTI CTHKAETHCS 3 HOBOIO TEOPETHY-
HOIO MPOOJIEMOI0, 1110 BUMArae s ii pillleHHsI po3pO0OKH a/IeKBaTHOIO MAaTEMaTHYHOI'O arapaTy CUH-
T€3Y CUCTEMH.

[lepcneKTHBHIMH NUITXaMU TOJANBIIHAX JOCIIKEHb Y 3a3HAYCHOMY HANpPSIMKY MOXe OyTh
IIMPOKE KOJIO MUTaHb 11010 PO3pOOKH HOBHX Ta YIOCKOHAJIECHHS ICHYIOUMX METOJUK Ii/IBUILCHHS
piBHA (YHKIIIOHAIBHOI CTIHKOCTI 1HPOPMALIITHUX MEpekK, AKi MalOTh aBTOHOMHO (DYHKI[IOHYBAaTH B
YMOBax BILIMBY 30BHIIIHIX Ta BHYTPIIIHIX 1eCTa01Ii3yl0YnX (aKTOpiB.
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K.(.-M.H., Jo1. Coduyk B.B., k.T.H., c.H.c. JlanTeB A.A.,
k.T.H. Cananna UIL, k.¢p.-m.H. Cauyk 10.B.
MATEMATHYECKAS MOJEJIb CTPYKTYPbl HHOOPAIIMHHOU CETU HA OCHOBE HE-
CTAIIMOHAPHOM MEPAPXUYECKOM U CTAIIMOHAPHOM 'MIEPCETH

B cmampue paspabomana mooenb cmpyKmypsl UHmMeZPAabHOU UHGOPMAUUOHHOU CemU HA OCHOgE
HeCMayUoOHApPHOIl UepapxuiecKoll U CMayUOHapHOll ZUREPCENtb, C YYEmOoM Pa3pyuiumenabHblX 6030¢il-
cmeuii paznuunoz2o xapaxkmepa. 1100 gpynkyuonanvhoit ycmoiiuugocmyio UHmMezpanbHoi UHPOPMaAyUOH-
HOUl cemu 6 padone NOHUMAECMCA 603MONCHOCHL PYHKUUOHUPOGAHUA CUCHIEMbL, NYCHLL C YMEHbULEHUEM
Kauecmea, 6 meyenue 3a0aHHO20 8PEMEHU NOO GTUAHUEM GHEUIHUX U 6HYMPEHHUX 0eCIaOUIUIUPYIOUUX
thaxkmopoe. 1100 enewsnumu u eHympennumu 0ecmaduIUIUPYIOUUMU PaKmopanu HOHUMAIOMCA OMKa3a,
cOoOU INeMeHm o6 CUCmembl, YMbLULICHHbIE NOBPENCOCHUSA, DOEBble NOPAIICCHUA, ITIEKMPOMAZHUNHbBIE NO-
mexu, oumudku obcayycusarouiezo nepconana. Obecneuenue ceolicmea YyHKYUOHATLHOU YCMOUYUEOCIU
10001 CNIOIHCHOU MEXHUYECKOU CUCHEMbl OCYU{ECHGIACHICA 6 MPU IMAnA: uOeHmupuKayus Hewiman-
HOUl cumyayuu, 10KAIU3AUUA HEWMAMHOU CUMYAyul, 60CCIMAHO0GICHUA (YHKUUOHUPOBGAHUA 34 CUEm
nepepacnpeodenenusn pecypcos. Ilpu paccmompenuu unmezpanbHolX UHGOPMAUYUOHHBIX cemell ¢ MOYKU
3penusn YYHRKUUOHAIbHOU YCHMOUYUEOCHU, 8bIX00 U3 CIPOA Y314 KOMMYMAYUU Uau JUHUN C6A3U 6/eduem
3a co0oll paspyuienue KaHAI06 nepeoauy 6MOPUYHBIX Cemeil, 6 2pagax IMux cemeii A6AACMCA HECMEIIC-
noimu. Iloamomy modenuposame cmpykmypy maxou cemu zpagom neyenecooopasno. B ceasu ¢ smum,
66€0€Hbl HOGblE NOHAMUS U ONPedeleHUsA 8 MEeOPUIO PYHKUYUOHAIbHOU YCHOUUUBOCIU U PA3PAOOmMaH co-
omeemcmeyouuii Memoouueckuil annapam. /{aHHaA MOOETb YUUMbBIEACH 6Ce HEODX00UMDbIE OCHOGHDBIE C
MOUKU 3DEHUS YYHKUUOHATLHOU YCMOUYUEOCIU RAPAMEMPD CEMU, UX CEOTICHEA U OMHOUIEHUS, KOMO-
Pble 0Ccyuiecmenaiom 3 HaYUme1bHoe 6IUAHUE HA CUHME3 ONMUMATbHOU cmPYyKmypel cemu. Omauuue 2u-
nepcemy om Opy2ux CHPYKmMYPHbBIX MOOeNell 3aKAI0UAemcs 6 HoM, Ymo 6 CO30aHUNU CMPYKmMYypbl 2unep-
cemp yuacmeyem 0osee 06yxX 00pa3yIouiux MHOMCECHE, NO36OIAEH YHECMb GAUAHUE 603MOMNICHBIX GHe-
WM AMHBIX CUMYayuil, 00yC106/1eHHbIX 6HYMPEHHUMU U GHEWHUMU (haKkmopamu.

Knrouegole cnosa: zunepcems, HecmayuonapHaa cunepcems, UHHOPMaAYUOHHBIE cemu, QYHKYUO-
HAIbHAA YCHOUYUBOCHb, PA3PYUIUMETbHBIE 6030€UCHEUSL.

Ph.D. Sobchuk VV, Ph.D. Laptev A.A., Ph.D. Salanda I.P., Ph.D. Sachuk Yu.V.
MATHEMATICAL MODEL OF INFORMATION NETWORK STRUCTURE ON THE BASIS OF
NON-STATIONARY HIERARCHICAL AND STATIONARY HYPERSLETS

The article developed a model of the structure of an integrated information network based on a non-
stationary hierarchical and stationary hypernetwork, taking into account the destructive effects of various
kinds. The functional stability of the integrated information network in the work is understood as the ability
of the system to function, albeit with a decrease in quality, for a given time under the influence of external
and internal destabilizing factors. External and internal destabilizing factors are understood as failures,
malfunctions of system elements, deliberate damages, combat defeats, electromagnetic interferences,
maintenance personnel errors. Ensuring the functional stability of any complex technical system is carried
out in three stages: identifying abnormal situations, localizing abnormal situations, restoring operation due
to the redistribution of resources. When considering integrated information networks from the point of view
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of functional stability, the failure of a switching node or communication line entails the destruction of the
transmission channels of secondary networks, in the graphs of these networks are non-adjacent. Therefore,
it is impractical to model the structure of such a network by a graph. In this regard, introduced new concepts
and definitions in the theory of functional stability and developed an appropriate methodological apparatus.
This model takes into account all the necessary basic parameters from the point of view of functional sta-
bility of the network, their properties and relations, which have a significant impact on the synthesis of the
optimal network structure. The difference between a hypernetwork and other structural models is that the
creation of a hypernetwork structure involves more than two generating sets, allows you to take into account
the influence of possible emergency situations caused by internal and external factors.

Keywords: hyper-network, non-stationary hyper-network, information networks, functional stability,
destructive effects.

Ph.D. Khmelnitsky Y.V., prof. Selyukov A.V., Kovpa D.M.
ANALYSIS OF MODELS AND PROGNOSTICATION OF RISKS OF FUNCTIONING OF
CONTROL SYSTEM OF SDN OF ARCHITECTURE

The article deals with the analysis of models and algorithms of the system control SDN of architecture
for providing of more quality work of network. Great diversity of most hardware implementation of the data
devices SDN architecture leads to the fact that different switches may not support some features or support
them with limited performance. In the process network, this can significantly affect the throughput of an
individual data flow or whole network domains. Routing flow transfer is carried out by criterion of quality
of service and the criterion of balanced loads of network resources the network. Improving the quality of
service is subject to the classification of the flow that greatly restricts the ability of flow control. Most models
of such networks do not take into account the characteristics of multi-service data flow, which leads to
deterioration in the quality of service and increase the likelihood of blocking the channels of transmission
network. The inability to implement differentiated management for individual data streams for individual
clients and take them into account quality requirements, leads to low efficiency of channel routing, sub-
optimal distribution of network load, the deterioration of the quality of service high-priority data streams.
Tools control over the process of transmission of individual data flow do not exist, whereby the control
system has the ability to determine service degradation for these data streams, and therefore will not be able
to guarantee the necessary level of control. New models and algorithms of functioning of a software —
managed network will allow for routing data streams of network, differentiating them according to the
sensitivity to mixing of packet and connection drops. At created networks try to dissociate C-plane from the
plane of transmission and put considerable efforts to overcoming of the nascent problems related to com-
plications of migration from traditional networks to architecture of SDN.

The aim of this article is realization of analysis of models and algorithms of functioning of control
system of architecture of SDN for more reliable work of network. It gives possibility to the users to get
services with necessary quality, by authenticity and will allow overcoming the nascent problems related to
complications of migration from traditional networks to architecture of SDN.

Keywords: software driven networks SDN control of network devices, SDN architecture, models and
algorithms of the control system, the level of functioning of the network.
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VJIK 004.891 K.T.H., Ao1. XMejbHunbkuii 10.B. (XMHY)
Kao6aykos O.A. (IHHII 3CY)

Ps6a J1.O. (BIKHY)

Couoneena JI.B. (BIKHY)

Tkau A.O. (XMHY)

METO/JHU TA 3ACOBU 3ABE3IIEYEHHA 3ABéI[OCTIfIKOi IHEPEJJAYI
IHO®OPMAIII B TEJIEKOMYHIKAHIMHUX MEPEKAX

Y cmammi nposedeno ananiz memoodie ma 3acooie 3abezneyennsn 3a6adocmiiikoi nepeoaui inghop-
Mauii 6 meneKOMyHIKAYIlIHUX Mepexcax AKi 3aCmocoeyionms mexHoN02il, w0 0036071A10Mb y pexcumi pea-
JIbHO20 Yacy 2apanmyeamu AKiCHy, HAOIIHY ma ipoZiOHy nepedauy 0aHUX 6 yMoeax enaugy 3aeao. /na
MeneKOMYHIKAUIIHUX Mepedc 3a80AHHA ONMUMATbHO20 MA AKICHO20 NPUIoMY IH(opmayii nonsazacy eu-
KOPUCHAHHI 671ACMUBOCHIEN KOPUCHO20 CUZHAY, 3A6A0U MaA KAHAJIY nepeoayi 0J1s 30inbuleHHA UMOBIPHO-
cmi npasunvHo20 npuiiomy. /Ina 30inbuienna UMOGIPHOCII NPAGUILHO20 RPUILOMY MAE Oymu npoeedene
nonepeoHe 00PoOIEHHA NPUIIHAMO20 CUZHATIY, W0 3a0e3neyye 30inbuleHHA IOHOUIEHHS CUZHA ma 3a-
eaoa. Kananu nepedaui oanux, ujo 3acmocogyroms mexnonozii, AKi 00360110Mb Y PeIHCUMI PeaibHO20 Yacy
2apanmyeamu AKICHy, HAOIIIHY ma 6ipo2iOHy nepeoayy OaHux ¢ ymoeax 6nauegy 3aeao, Kpauje 3adeneuy-
10omb 3a0aHUX 3HAYUEHb NOKA3HUKIE 6ip02iOHOT nepedaui iHhopmauii 30ilicHIoEmMbCA 3a PAXYHOK 8UKOPUC-
maunHa Heobxionozo kooyeannsa. Ili0 wac nepedaui makumu KaHanamu GUHUKAE Oazamo mpyoHouyis,
nO6’A3AHUX i3 6NAUBOM NPUPOOHUX, NPOMUCTIOBUX, HAGMUCHUX MA HeHAeMUCHUX 3a68a0. Bci cnocobu 3a-
8A00CMITIKOCII 3A2A710M 6€0ymb 00 Uac080i ma anapamyproi HaomipHocmi AK i3 60Ky Oxycepena inghop-
Mmauii, max i 3 60Ky aopecama. Axuio posenaoamu 3a6a00CmiiKicms meneKoOMyHIKauiiiHoi mepesici AK 30a-
muicme cucmemu RPOMuUOiAMU 346a0amM, Mo mpeda 3HAMU, YUM HPOMUOIAMU i HA WO RPOMUOIAMU,
moomo 0aa 6opomvoU i3 3a8a0amu nOmpioni anpiopui eidomocmi npo é1acmueocmi Hocia ingopmauii ma
npo cami 3aeaou. 3HaOYU 6Ci Ui 61ACMUBOCII CUZHATY MA 3A8A0U, MOHCHA 6CMAHOBUMU NEGHI 8IOMIHHO-
cmi Midic Humu i guKopucmamu ix 011 po3poodaeHHs cnocodie, 3acodie ma memooie 3ade3neueHns 3a6a00-
cmitKocmi.

Memoio oanoi cmammi € npoeedenna ananizy memooie ma 3acodie 3ade3neyeHnsn 3a6a00CminKoi
nepeoaui inhopmauii 6 meneKOMYHIKAUIHUX MeEPENCAX, W0 00380JIUMD Y PEHCUMI PedlbHO20 Hacy 2apa-
Hmyeamu AKICHY, HAOIHY ma ipo2ioHy nepeoauy 0anux ¢ ymoeax enaugy 3aeao. Ha ¢iominy 6io cnomeo-
DeHb 3a6a0u HocAmMb eunadkoeuil xapakmep. Bonu 3a3zoaneziov negioomi i momy ne moscyms oymu nog-
Hicm1o ycyHeHi. 3SHaHHA Mem00ie ma 3acodié n00YO0sU CYHACHUX KAHANIE nepedayi meleKOMYHIKauiiinow
Mepedicero 6 ymosax Oii 3a8ad, 003601aums Oyoyeamu HAOIUHI Kanaau nepeoayi ingopmauii ona maxux
Mepesic.

Kniouoei cnoea: 3aeadu, 3aeadocmiikicms, Kanaau nepeoaui, meieKoMyHiKayilina mepesicd, Cno-
meopeHHs, 6ipocioHicmb nepeoadi iHgopmauii, Hadilinicme, He6U3HAYUEHICHb,

IMocTanoBka npodJjemu. CydacHi TeIeKOMYHIKAIIiTHI MEpeXi BU3HAUAIOThCS 3HAYHOIO K1Jb-
KICTIO TTapameTpiB, (PYHKIIOHATBHUMH MOKJIMBOCTSIMH, KOHKYPEHTOCIIPOMOXHICTIO, BAMOT'aMH J10
3a0e3neyeHHs 3aXUCTy 1HpopMallii, BACOKOIO HaIHICTIO, TOYHICTIO, BIPOT1IHICTIO, PO3TaIy’KEHOI0
iHpacTpyKTyporo. Benuka KinbKicTh ci1y>k00B01 iH(OpMaIlil y TaKUX CHUCTEMax 3HAYHO 3pocia pa-
30M 13 pocToM 00’€MIB HaJaHHS MOCIIYT, TOMY MOTPIOHO PEOPraHi3yBaTH TaKi MEPexi AJIsT MOXKIIU-
BOCTI BIIPOBA/PKEHHSI HOBUX TEXHOJIOTIH y MailOyTHhOMY. JI71s1 siKicHOT Ta Ha/AilHOI mepenadi JaHUX
y TeJIeKOMYHIKallIMHUX Mepekax 3ajaua 3a0e3leueHHs 3aBaJJOCTINKOCTI € OJIHIEIO 13 TOJIOBHUX 3a-
na4d. Mepeska Mae OyTH 3alIpOEKTOBaHA Ta €KCILTyaTyBaTUCh TaK, 11100 y pa3i HAsIBHOCTI 3aBajl BOHA
3a0e3neunia 3a7jaHy SKICTh NepeiaBaHHs 1H(QopMaliiHUX curHaiiB. Po3paxyHKkH BIUIMBY 3aBajl Ha
nepeaBaHHsl CUTHAJIIB Ta PO3po0Ka CIOco0iB 3MEHIIEHHS 1[bOT0 BIUIMBY € OCHOBHHMHU 33/1a4aMH,
10 BUPILIYIOTHCS MTPH MTPOEKTYBaHH1 3aBaI0CTIHKOCTI TEJIEKOMYHIKAIHHUX MEpeK. 3arajaoM mij 3a-
BaJIOCTIMKICTIO KaHAy Tepeaayl po3yMiloTh 3aTHICTb MEpPEeXi PO3PI3HATH Ta BiTHOBIIOBATH CHUT-
HaJIM 13 33J]JaHOI0 JJOCTOBIPHICTIO 32 HAsIBHOCTI 30BHIIIHIX Ta BHYTPIIIHIX 3aBajl. B ps/i BUTOKIB BU-
3HAYEHHS MOHSITTA 3aBaIOCTIHKOCTI 1€ 3JaTHICTh CUCTEMH IMPOTUCTOSATH MIKIJIUBIH JTii 3aBaja, xo4ua
BOHO OLTbIIIEe HAOIMKAETHCS 10 pPO3YMiHHS (PI3UYHOT CyTi 3aBaJIOCTIHKOCTI - TYT MA€ETHCS HA yBa3i HE
MPOCTO CTIMKICTh CHCTEMH Iepeadi 0 3aBaj, a ii CIIPOMOXKHICTh MPABMUIIBHO (PYHKIIIOHYBATH 3a 1X
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HassBHOCTI. 3aB/IaHHsI BUSHAUCHHS 3aBaJIOCTIHKOCTI BCI€T TEIEKOMYHIKAIIMHOT MEpPEXi JOCUTh CKJIa-
IIHE, TOMY JOCHTb 4acTO BH3HAYaIOTh 3aBaJOCTIMKICTh OKPEMHUX JIAHOK MEpEXKi, HalPUKIIAA MPUK-
Maua, IepeTBOproBaya JAJs 3a/JaHuX CIOcO0IB Mepenayl, CUCTEMH KOJyBaHHS, MOAYJALIi Touo. B
3araJlbHOMY BUTQJIKYy 3aBaJOCTIHKICTh TEIEKOMYHIKAI[IHOI MEepeXi 3aJeKUTh BiJ BUAY MOBITOM-
JIeHb, PIBHS Ta XapaKTEPUCTUK 3aBajl, MapaMeTpPiB OKPEMHX CKJIaJ0BUX YacTUH Mepexi. B ymoBax
JTMHAMIYHHX 3aBaJl 301IBIIYETHCS KMOBIPHICTh IOMUIIKH, CTA€ HEMOKIIMBHM 3a0€311€YEeHHS 3aJaHOTO
PIBHS HQIIMHOCTI Ta BIpOTiAHOCTI iH(pOpMAIIii 3a JOTIOMOTOI0 MPOCTOTO BUKOPUCTAHHS BIJOMUX ME-
TOJliB KoayBaHHA. Cy4acHI METOAM YIPaBIiHHS, K1 3aCTOCOBYIOTHCS /sl 3a0€31eueHHs 3a/1aH01 Ha-
JiHOCTI iH(pOpMAaIIil Ha OCHOBI 3aBaJIOCTIMKHX KOJIIB, HOCSTh PO3pI3HEHUH XapakTep. Y mporieci ¢y-
HKITIOHYBaHHS Ha CydYacHI1 TEJICKOMYHIKAIlIHI Mepexi Ta ii eJIeMEHTH MOXKYTh BIUIMBATH Pi3Hi (ak-
TOPH, 1110 TOPYIIYIOTH i1 HOpMaJIbHY poOOTYy. TOMY BOHU MPU3BOATH 10 OPYIICHHS POOOTH KaHAJIiB
Ta JiHINA nmepenavi y Mepexi, (i3nd4HOro BUXOYy 3 Jaay €JIEMEHTIB TeJIEKOMYHIKAIIHHOT Mepexi, 1H-
IIMX HETAaTUBHUX HACIIJIKIB, y PE3Yy/IbTaTi YOTO BOHHU MEPEXOAUTH JI0 CTaHy, 3a SIKOTO BOHA HE MOXe
3a0e3medyBaTi Ipolec J0CTaBKU HeoOXiaHoi iHdopmarlii. Tomy TelnekoMyHiKaliifHa Mepexa Io-
BHHHA MAaTH 3aTHICTh MPOTUCTOSITH 3aBajJiaM, BIUIMBAM Ta MEPEUIKOJIaM, K1 MMOPYIIYIOTh ii poOoTYy.
Matoun HeoOXiIHy HaIHHICTh Ta 3aBaIOCTIMKICTh TEIEKOMYHIKAI[IHOT MepeXi MOXKIIUBO 3a0e3re-
YUTH 33/IaHy CTAaOUTBHICTh Ta O€3MepEepBHICTH YIPABIIHHS.

AHaJi3 ocTaHHIX gocaiIkensb i mybduaikaniii. Teopis Ta TexHika nepegadi iHdopmailii B Tese-
KOMYHIKaIliHHIX MEpexax CKIIQIATICS MPOTATOM 0araThbOX POKiB i ChOTOJHI IIPOIOBKYIOTH IIBUAKO
po3BuBarucs. Oco0nuBe Micle KaHalu nepefadi iHpopmarlii 3aiiMaloTh y cUCTEMaXxX YIpPaBIIiHHA 1€
BPaxOBYIOTHCS 3aBaIOCTIMKICTh KaHAJIB 3B 53Ky, OCHOBH MOOYIOBH TEJICKOMYHIKAIIIHHUX MEPEK,
3aCTOCYBaHHS IMITallIMHUX 3aBaj B pagiokaHanax [1 - 3]. YopaBuiHHs cydacHUMH TeJIEKOMYHIKalli-
SIMH 13 3aCTOCYBaHHSIM HOBITHIX TEXHOJIOTIH [4] 103BOJISIE 3a0€3MEUNTH 3aJaHy CTa0UIBHICTD Ta 0€3-
MIEPEPBHICTH YIIPABIIiHHS, @ MAaTEMaTUYHA MOJIEJIb OI[IHKU JJOCTOBIPHOCTI nepeaayi iHgopmariii B Me-
perkax 3a yMOB BIUIMBY CTPYKTYPHMX 3aBaj [S] 103BoJIsi€ 3a0€3M1€UUTH 33/1aHy CTaOUIbHICTh Ta 0€3-
MIEpPEPBHICTH YIpaBliHHA. IMiTaniiiHa Moienb cUCTEMH Nepeiadi 3abe3neuye niABUIIEHHS JOCTOBIp-
HocTi nepenadi [6], a podotu lennona K.€. [7] mokpaiytoTh Cy4acHy MaTeMaTU4YHy TEOPito mepe-
naudi iHdopmaii. JlocnipkeHH XapaKTepUCTUK 3axuieHocTi Mepex [8] 3 curnanamu OFDM 3a6e3-
nedye nepedyaoBy MijJ HECYIIMX YacTOT B YMOBAaX ONTHMAJIbHUX MEPELIKO] 3a JIOTIOMOIO0 Teopii
KOJIIB, III0 BUTIPABJISIIOTH MOMUJIKU [9]. AHam3 METO/I1B BUSIBJIEHHSI BTOPTHEHb Y MOO1JIBHI Pajiio Me-
pexi [10] nomomarae 3abe3neuyuTH JOCTOBIPHICTH Mepenaul iHpopmalii Ta CepBICHUX MOCTYT s
Mepex npu 3aBajax [11]. Anani3 npuHIMIIB GYHKI[IOHYBAaHHS, TEXHOJIOTII, TpoTokonu [12] Ta me-
TOJIU TIepeayl MoKasye, 1110 BOHU MAIOTh SIK IepeBart, Tak i HeJoaiku. ToMy npoOiema miIBUIIeHHS
e(eKTUBHOCTI poOOTH KaHaIIB Mepeaayl TEIeKOMYHIKallIMHUX MepeX B yMOBaX HEBU3HAUEHOCTI BU-
pilIyeThCs 3a PaXyHOK 3a0€3MedYeHHs] BIpOriHOCTI iH(popMallii Ta 32 paxyHOK CTBOPEHHS HOBOT 1H-
dbopmarliitHoi TeXHOJIOT1i, MoJieel 1 MeToaiB. J1Jisi JOCATHEHHS MOCTaBICHOT METU HEOOX1THO BUPI-
IIMTU IpoOJeMy, sika MoJjsrae B 3a0e3MeUeHHl 3aBaJoCTiHKO1 nepenadi iHpopmallii B yMoBax HEBU-
3HAYEHOCTI 332 paXyHOK METO/IIB, 1110 BUKOPUCTOBYIOTH OCIIAOBHICTh MPOIIECiB OaraTopiBHEBOI a/1a-
nTamii Ta 10JaTKOBUX IMOKA3HUKIB PO3KPUTTSI HEBU3HAUYEHOCTI MPH BIUIMBI PI3HUX 3aBa/l.

MeTta po60TH — IPOBECTH aHAI3 METOMIB Ta 3ac00iB 3a0e3MeUeHHs 3aBaJJOCTINKOI Tepenadi
iHpopMalii y TeJTeKOMYyHIKaliHHUX MepeXkax, 10 J03BOJSIOTh Y PeXKHMI peabHOIO Yacy rapaHTy-
BaTH SKICHY, HaJlliHy Ta BIPOTiAHY Iepeavyy JaHWX B yMOBax BIUIMBY 3aBaj. Lle no3Bonuts Oyay-
BaTH Cy4yacH1 HaJiifHi KaHAIM Nepeaayl TeJIeKOMYHIKaliiHOI0 MEPEkKEIo B yMOBax Jiii 3aBajl.

OcHoBHuIl MaTepiaj gociaimxkenb. [IpoaHanizyeMo BIacTUBOCTI TEIEKOMYHIKALIMHUX Me-
PeX, SIKi € HAaHOUIBII ICTOTHUMHU 3 TIOTJISAY KOPUCTYBaya 1 3 MOy 3a0e3eueHHs 3a/JaHOT0 PiBHSA
BHMOT JI0 3aBaJIOCTIHKOCTI, HQJAIMHOCTI Ta BIPOTITHOCTI KaHAIB 3B’ A3KY SIK TPOIIECY TIOCTAaBKH 1HGO-
pmauii. B mporeci pyHKIIIOHYBaHHS Ha TeEKOMYHIKaIiiiHI Mepexi Ta ii eleMEeHTH BIUIMBAIOTh Pi3Hi
(hakTOopH, 10 MOPYIITYIOTh HOPMAJIbHY po00TY. BOHM MPU3BOASTH 10 MOPYIIEHHS POOOTH KaHATIB Ta
JiHIH 3B’ 53Ky, (P13MYHOTO BUXOJTY 3 JIa/ly €IEMEHTIB MEPEeXK, IHIINX HETaTUBHUX HACIIJKIB, Y PE3YIIb-
TaTl YOro BOHU MEPEXOAUTH JI0 TAKOTO CTaHy, P SIKOMY HE MOXe 3a0e3IeuyBaTH MPoLEeC J0OCTaBKU
HeoOXigHOi iH(opManii. TakuM YMHOM, CyyacHa Mepeka IMOBMHHA MaTH 3[aTHICTh MPOTHCTOSITH
BIUTMBAM, SIK1 IOPYIIYIOTH ii poOOTYy, 1m0 3a0e3neuyeThes CTIMKOCTI i podoTtu. [1ix yac GpyHKITIOHY-
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BaHHS JIOCTaBKH iH(MOpMaIlii MOXKe MOPYITYBATUCS HE TITBKH (PaKkToOpamH, 1o 6e3mocepeIHb0 BILIHU-
BAIOTh Ha poOOTYy KaHaJy Mepeaadi B UIOMY ane i OyTH rOTOBOIO 10 €JI€MEHTIB NOTEHIIHHOI Ta pe-
aNbHOI 3aBaJIOCTINKOCTI. B 1aHOMY BUMNaAKY ITi/1 MOTEHIIIMHOO 3aBaJOCTIHKICTIO PO3YMIIOTh MaKCH-
MaJIbHY 3aBaJIOCTIHKICTh JUIsl 3aJJaHUX CHUTHANIB Ta 3aBaj. lloTeHIiiiHA 3aBaIOCTIMKICTh BU3HAUAE
TaKy TPaHUYHY SIKICTh, SIKY MOXKHA JIICTaTH y 33JlaHii TEJICKOMYHIKalIMHINA Mepexi, MpOoTe HEMOX-
JMBO NIEPEBUILUTH HIIKMM 0OpOOJICHHSAM /IS ICHYIOUO1 3aBa/ii. 3arajioM pealibHa 3aBaI0OCTIHKICTB -
11€ 3aBaJIOCTIHKICTh TEJICKOMYHIKALIMHINA Mepexki Ui OKpEeMHX i1 BY3JIiB 13 ypaxyBaHHSAM PEaIbHOTO
BUKOHAHHA Ta HACTPOMKM OKpEeMHUX OJIOKIB KaHaTy mepenadi. TeopeTHyHO Ta TEXHOJIOTIYHO HE BCi
0JIOKM KaHaJTy Ilepejadi MO’KHA BUTOTOBUTH 11€albHUMU 13 3a34aJ1€T1b BA3HAUEHUMH ITapaMeTpaMHu.
TaKOXX 3aBXIM € MOXWOKA YCTAaHOBJICHHS MapaMeTpiB THUX UM IHIIMX BY3JIIB I/ Yac eKCIUTyaTaril
Mepexi. PeanpHa 3aBajoCTiHKICTh MPAKTUYHO 3aJICKUTH BiJl BEIMKOI KUIBKOCTI (DaKTOpiB Ta mapame-
TPIB OKPEMHUX JIAHOK TEJIEKOMYHIKalIHOT MepexKi Ta 3aBXk/IM MEHIIIA 32 TEOPETUUHY NOTEHIIIHHY 3a-
BaJIOCTIMKICTh. B TakuX yMOBax TeJleKOMyHIKalliliHa Mepeka IOBUHHA MaTH 3[IaTHICTb ajamnTaii 10
BCIX MOJKJIMBHX 3MiH. 3p0OMMO BUCHOBOK, IIIO TIJIBKH y pa3i 3a0e3MeueHHs yCiX BIACTHBOCTEH, Te-
JICKOMYHIKaIliifHa Mepeka MO)Ke BUKOHYBAaTH CBO€ (PYHKIIOHAJIbHE MPU3HAYCHHS - 3a0e3MedyBaTu
JocTaBKy Bciel iHpopMallii y HeoOxigHOMY 00cCs3i, 13 3aJlaHOI0 SIKICTIO Ta Biporianictio. Joci-
JDKEHHS Ta aHai3 ICHYIOUOTO CTaHy Ta METOMIB 3a0€3MeUeHHs 3aBaI0CTIHKOI 1oCcTaBKH iH(opMarlii
Mepex Irepeaadi okas3as, 110 NEPCHCKTUBHUM HAPSMKOM BHUPIIIEHHS Mpo0ieMu 3a0e3eUeHHs Bi-
porigHocTi iHpopMaIlii B yMoBaX 3HaYHOI HEBU3HAYCHOCTI Ta 3aBaJl € 3aCTOCYBAHHS HEOOX1THUX BU-
JIIB KOJlyBaHHS Ta 6araTopiBHEBOI CTPYKTYpPHOI Ta MapaMeTpU4HOI ajlanTalii 13 BpaxyBaHHIM PO3K-
puTTs HeBU3HaUeHOCTI. ChOTOHI BUHUKAE MPOTUPIUYS MK OOMEKEHUMHU MOMJIUBOCTSAMHU TPaAIH-
HIHHUX TAXO/IB MIOA0 3aBaJ0CTIKOTO KOHTPOIIO, Kiacudikailii Ta KogyBaHHs iHpopMaIlii, MeTo-
JaM{ Ta MOZEINSIMH 3a0e3MedeHHs BipOTiIHOCTI MyJIbTUMEAIHHOT iH(popMaIlii, 0 IPYHTYIOTHCS Ha
HaJUTMIIIKOBUX KPUTEPISAX Ta MOTpeOaMu CTBOPESHHS OPraHi30BaHO1 MOCIIOBHOCTI MPOIIECIB ajanTa-
1ii 6araTopiBHEBUX CUCTEM 13 ypaxyBaHHAM HEBH3HAUYEHOCTI.

[Tpu posrisiai MeTofiB Ta 3aco0iB 3abe3nedeHHs 3aBaJ0CTIHKOI mepeaayl iHgopmariii B Terne-
KOMYHIKAI[IHHUX Mepekax HEOOX1THO PO3TISHYTH, 1110 B IIMPOKOMY PO3YMiHHI SBJISIE COOOTO TIepe-
Jayy pi3HOTO POy MOBIOMJIEHB 13 JEKIUIbKOX MYHKTIB B PsiJl MyHKTIB. B TexHozorisx ta 3acobax
nepenavi iHQopmarlii ceMaHTHYHa OCOOIMBICTh MOBIIOMJIEHb HE BPaXOBYETHCS, 1 TOMY 3a/]a4€l0 CU-
cTeMu mnepezaui iHpopMallii B TeIeKOMYHIKaLiiHII Mepexi € JuIle TPaHCIOPTYBaHH 1aHUX Y BU-
3HauYeHe MICIE, TaK SIK OL[IHKA 3MICTYy OTPUMAaHMX MOBIJOMJIEHD II€ CIpaBa CaMOro ojiepXkyBaua 1H-
¢dopmanii. Cama Teopis 1 TexHika nepeaaui iHpopMmallii B TeIEKOMYHIKAIIHUX Mepexax CKJIaJalucs
MPOTATOM 0araTb0X POKIB 1 CHOI'OJIHI IPOAOBKYIOTh IIBUJIKO Ta SIKICHO po3BuBaTUCs. OcobiuBe Mi-
clie KaHau nepeaadi iHpopMmariii 3aiiMaroTh y CUCTEMax yNpaBIliHHSA, Y IKUX HEOOX1JHO 3abe3neuy-
BaTU IMepeaavy JAOCUTh BEMKHUX 00CATiB MOTOKIB 1H(GOpMaIlii 13 BUCOKOIO IIBUJIKICTIO, JOCTOBIPHI-
CTIO Ta HaJiHHICTIO. Y mpoleci (yHKIIOHYBaHHS Ha TEJIEKOMYHIKalliiHI Mepexi Ta il eleMeHTH
BIUIMBAIOThH OaraTto pizHUX (akTopiB, 10 MOPYIIYIOTH HOPMAJIbLHY po0OTYy KaHany nepenadi. L1 da-
KTOpH MPU3BOJATH J10 MOPYIIEHHS poOOTH KaHaJiB nepeayi, (i3MYHOr0 BUXOAY 3 JIaAy €JIEeMEHTIB
Ta KOMITOHEHTIB MEPEXK, 1HIINX HETaTUBHUX HacCHiAKIB. CaMy OCHOBY TeOpii MOTEHIIMHOI 3aBa10C-
TiKOCTI po3po6uB me y 1946 p. akanemik B.O. KorenbHukoB. Y Hill BUPILIYIOTHCS TPU TaKi OCHOBHI
3ajaui:

- CHUHTE3 ONTHMAJBHOTO MpHiiMaya - 3HAXO/HKEHHS MpaBWiia Horo poOOTH Ta CTPYKTYpHOI
CXEMH, 1110 3a0e3Meuy0Th Hallkpallly B TOMY YH 1HIIIOMY PO3YMiHHI SIKICTb IPUIMaHHS;

- aHaJIi3 pOOOTH ONTUMAIBHOIO NMpHUIiMaya - OOUMCIIEHHS SIKOCTI IPUIIMaHHS CUTHAIIB, SIKa 3a-
Oe3nedyeTbes UM IpUiiMayem;

- IOPIBHSHHS MOTEHLIHHOI Ta peaabHOi 3aBa0CTIMKOCTI.

JUJ1st MpaKTHYHOTO BUKOPHCTAHHS OCTaHHE 3aBIaHHS Ma€ OCOOJIMBE 3HAYCHHS. AJIKE TIOPIBHIO-
BaTH peajibHy 3aBaI0CTIMKICTh PI3HUX CUCTEM, CXEM, IIPUCTPOIB, METO/IIB OOPOOICHHS, BUIIB MOJTY-
TSI HE Ma€ HIIKOTo ceHCy. TakuxX CXeM Ta METO/IIB ICHYIOTh COTHI Ta 3pOCTaHHS iX YMCia TPUBAE,
a MaJia 3aBaJOCTIMKICTh SIKOICH CHCTEMHM UM CXEMHU II[€ HE O3HAauac, [I10 BOHA HEBAala Ta HegKicHa. 3a
TaKUX 3aBaJl Kpauoi SKOCTI i HEMOXJINBO OCATTH. TOMY MOPIBHSAHHS peaslbHOI Ta NOTEHIIHHO] 3a-
BaJIOCTIMKOCTI A€ MOJIMBICTH OIIIHIOBATH SIKICTh PEaTbHOI CHCTEMHU 3HAWTH Illeé HE BUKOPHUCTaHI
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pe3epBH. SIKIIO 3HATH MOTEHITIHHY 3aBaJ0CTIMKICTh MpHiiMada KaHay Tiepe1adl, MOXKHa 3aBXKIH OIli-
HUTH, HACKUJIbKY OJIM3bKa 10 Hel pealibHa 3aBa0CTIMKICTh iICHYIOUHX CIIOCO0IB MpUTMaHHS Ta HACKi-
JIBKY JIOIIIBHE TX TIOJJaITbIIIe YIOCKOHAICHHS JUUIsI 33IaHOT0 METO/Ty NIepelaBaHHs M0 KaHalax mepe-
nadi. 3HaHHS PO MOTEHLINHY 3aBaJOCTIHKICTh 32 PI3HUX METOIB NepeaaBanHs iH(popMallii 1al0Th
3MOTy TIOPIBHIOBATH Il METOAM MIXK COOOIO Ta 3HAWTH, SIK1 13 HUX Y I[bOMY BIJTHOIICHHI € HaWO1IbII
ONTUMABHUMH. PO3TIIsTHEMO KUTBKICHY Mipy 3aBafoCTiMKOCTI. st TeOpETUYHUX PO3PaxyHKIB SIK
MOTEHIIIHOT, TaK 1 peaJIbHOI 3aBaJI0CTIMKOCTI 3aCTOCOBYIOTHCS MPSIMi METOIH OITIHKH SIKOCT1. Y pasi
nepeaBaHHs TUCKPETHUX MEPBUHHUX CHTHATIB JJII O0YHUCICHh BUKOPUCTOBYIOTh WMOBIPHICTD T10O-
MUJIKH. PO3riistHeMO Jesiki MPUHITUMITY Ta 3acO0H MO0YI0BY CHCTEM Iepeaadi iHpopMaliii mo kaHaiam
3 mymam# Ta nepemkogamu. Ha puc. 1 HaBeneHa y3arajabHEHa cXxeMa CHCTEMH 3B’SI3KY 13 3aBajlaMu
[2]. ¥V 3aranpHOMY BUIJISIII BUMOTH JIO CUCTEMH 3B’SI3KY BKJIIOYAE: CUCTEMY Tepeaadi iHpopmarii -
JiHIT mepeaayi 1 BiAMOBIAHA anaparypa, MPUCTPOi YU CUCTEMHU KOMYTallii, KIHIIEBI IPUCTPOI.

CracteMa 3B'SI3RY

&

Kanaa 3s's3ky

- .

. e
A1 [ IL II-C P[> 3B'93KY | —[pM[-* IL C-II [$* OII
(mepexatTi) :
IlepeaaBaibHHE IpuivaabHAEH :
npucTpin npucTpii
Lasessaninsinissinnssnssstvasossassansanind JaBaaa AdaNAd0s BdNeasaasiARARSAS 1 VLA RS LS Sav s 0P

PI/ICYHOK 1 — V3arangpHeHa cxema CUCTEMU 3B’5{3Ky 3 3aBaJaMu

B iHmoMy BUMajKy CTpyKTypHa cXeéMma CHCTEMHM Iepenadi iH(opmalii i3 3aBajiaMu CKiIaja-
€TBCS 13 JDKEpeJia Ta OJiep)KyBaua MOBIJJOMIICHb, ITEPETBOPIOBAYIB MOBIIOMJICHHSI B CUTHAJI Ta CHUT-
HaJly B TIOBIJOMJICHHS, KaHaiy 3B’s13Ky. Ha puc. 2 300pakeHa TUIIOBa CTpYKTypHa CXeMa HalIpocCTi-
1101 OZIHO KaHAJIBHOI CUCTEMH 3B'A3KY. J[’KepesioM MmoBiIoMIIeHb Ta 0/IepKyBaueM B OJTHUX CHCTEMaxX
3B'I3Ky MOK€ OYyTH JIFOAMHA, B IHIIUX PI3HOTO POy MPHUCTPOI - aBTOMAT, KoMl totep Touio. Ileper-
BOPEHHS MMOBIJJOMJICHHS Y CUTHAJ MMOBUHHE OyTH 000pOTHUM. B 11bOMY BUIIQAKY 110 BUX1THOMY CHT-
HaJly MO>KHA BITHOBUTH BXIJHHH MEPBUHHUI CUTHAJ, TOOTO oJepXkaTu ycio iH(opmarlio, 1110 € B
nepeaHoMy MOBIIOMIIEHHI. B nmpoTuBHOMY BUnNanKy yacTuHa iHGopMarllii Oyae 3ary0saeHa npu mne-
penayi.

xepeno

e . saBapy, | 0 _______________________
| H s Srs | : e . e !
| epeflaBaTbHUM MPUCTP il | i) | TpukMaTLHAK IPUCTP i |
[ - b " _ | - |
| 1lepersop. bli :“LH Thirin Ae) =ule) + nll - hl¢)| Tepersop. |
—:—P ITOBlIOMIeHD ¥ IlepepaBau | »> IB'TIKY :‘; IIpriimaa » CHMTHana B T
: B CHIHaI : | TIOEL JOMAIeHHHA :
______________________ S |

Kanan 3B'ISKY

¥ Txeperto Opepxysau | a
K TIOBi IOMIIEHb OB JOMIEHE | )
al ! aly!

Pucynox 2 — TumoBa cTpyKTypHa cxema CUCTeMH Tiepenadi iHpopmartii i3 3aBaiamMu

Ipu nepenavi kaHanpHui curnan U (t) MOE CIIOTBOPIOBATHCS Ta HA HHOTO MOXYTh HaKJIa1a-

TUCS 3aBaIu n(t) . [IputiMansHuil IPUCTPi 00pOOIIsiE MPUWHATE KOJTUBAHHS Z(t) = X(t) + n(t) ,
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SIK€ € CYMOIO ITEPEKPYUYEHOr0 CUTHAILY X(t) isasamu N(t) , Bizrosmr0€ MO HbOMY ITOBITOMJICHHS & ,
110 3 JISSIKOI0 OXHOKOI0 BiioOpaxkae nepenane nosigomieHns A . ToOTo mpuitMay MoBHHEH Ha OC-

HOBI aHAJII3y KOJIUBAHHS Z(t) BusHaumTH, siKe i3 MOKIIMBHX IOBiIOMICHb nepenaBaiock. Tomy mpu-

HOMHUI PUCTPiH € OJHUM 13 HAMOLIBII BiAMOBIAAIBHHUX Ta CKJIAJHUX €IEMEHTIB CUCTEMH 3B'S3KY.

VY cucreMi TenekoMyHiKarliii (i3uyHa BEIMYMHA, IO MIATAE BUMIPY - TeMIeparypa, THCK,
IIBUJIKICTB, 33 JIOTIOMOTOI0 HEOOXIJHUX MaTYMKIB MEPETBOPUTHCS Y NEPBUHHUN €IEKTPUYHUIN CUT-
HaJI, 110 HAJAXOAUTh Ha nepeaaBad. Ha npuitoMHOMY KiHIIl niepeaany Gpi3uuHy BETHYUHY YH 11 3MIHH
BUJUISAIOTH 13 CUTHAIY Ta CHOCTEPIralOTh YM PEECTPYIOTH 32 JOMOMOTOI0 3alMCYIOUUX MPHCTPOIB.
BrnpoBamkeHHS! BUCOKOE(EKTUBHUX KOMIT FOTEPHUX CHUCTEM MPUBEIO 10 HEOOXiIHOCTI IIBHIKOIO
PO3BHUTKY HOBHX CHCTEM Iepeaadi JaHuXx, mio 3a0e3neuytoTh 0OMiH iH(pOpMaIi€ro MiXK 00UHCITIOBA-
JBHUMH 3ac00aMU Ta 00'€KTaMM aBTOMAaTH30BaHUX CHUCTEeM KepyBaHHs. el Bua Biapi3HsAeThCS Oi-
JBIIIE BUCOKUMHU BUMOTaMU JI0 IIBUIKOCTI Ta BIPHOCTI mepeaadi indopmartii.

Ha puc. 3 HaBeeHa y3arajgpbHeHa cxema cucTeMu niepeaadi indopmartii B mepexi [4]. [Tpuitas-
BIITM HEOOXITHE IMOBITOMIICHHS BiJ] JDKEpesa IMOBIJOMIIEHB, CaM KOJIep TCHEpPYE Ta BUJIa€ HA MOTYJIS-
TOp BXiJHY JIBIMKOBY IMOCIIJOBHICTH 13 BU3HAUYEHOIO JOBKHUHOIO - KOJIOBE CII0BO. MOAyNIATOp mepe-
TBOPIOE KO’KEH CHMBOJT Ha OJ[MH 13 TBOX CHUTHAJIIB, IO MOJAIOTHCS Ha BX1J KaHAy repeaadi iHdop-
Marlii y TelleKOMyHIKaIiiHii Mepexi. JleMoayasaTop, SKui MiIKII0YeHHH 10 BUXOAY KaHaly, BUIA€
HeoOXiHMIA cuTHAI. [[eTeKTop TyT 00p00Isie CHTHAN Ta BUIA€ SIEMEHT 1HpOpMaIlii, SIKHi B JIBIHKO-
BOMY BUIIAJIKY SIBJISIE COOOIO AilicHUI cKassp. Jlekoaep mepeTBOPIOE MOCIHiIOBHICTh Y PO3B’ 30K 3a-
Jadi KOJyBaHHS, IO BKAa3ye, sIKE 13 yCi€l CYKYIMHOCTI KOIOBHX ciiB Oyio mepenano. Ilin kanamom
nepenavi B JaHOMY BHUIAAKY MA€TbCsA Ha yBasi cepelOBHIIE, 32 JOIMOMOTOI0 SIKOTO 3I1HCHIOETHCS
nepeaaya CUrHAJIB B epeaaBaya 1o npuiiMada. O1HOpa3oBe BUKOPUCTAHHS KaHATY Iepeaadi mo-
Jsirae y ToMy, 110 MepeiaBay MeBHUM YMHOM BIUTMBAE Ha KaHAI Mepefadi, a mpuiiMad crocrepirae
JesIKi XapaKTepUCTUKH KaHAaJy, [0 BiJOOpa)aroTh 1€l BILIMB. SIKI0 K KaHaI repeiadi TMCKPEeTHUH,
TO JUIS TIepeiaBaya iCHY€e KiHIIeBE YHUCIIO BIUTMBIB, SIK1 HA3UBAIOTHCS BX1IHUMU curHanaMu. [Ipuiimau
PO3pi3HsIE TUIBKA BU3HAUEHE YMCIIO KJIACIB PE3YJbTATIB CIIOCTEPEIKEHHS, 1110 HA3UBAIOTHCS 3arajioM
BUXIAHUMH cuTHanaMu. CHiBBIIHOIICHHS MDX BXIIHUMH Ta BUXIJIHUMHU CHUTHAJaMH y 3arajlbHOMY
BUIIAJIKy Ma€ IMOBIpHICHUH XapakTep. KaHan BU3Haua€eThCsl BCTAHOBIIEHHSIM YMOBHUX MMOBIpHOCTEN

—_—

ninia 1101

P,, mms xoxHOI BXifmHOT Ta BUXiAHOT TOCi JOBHOCTI.

KOoep naepegaesa < AeKOosp

Axepeno iHdopmalil
CNoXMBay

Pucynox 3 — Y3araneHeHa cucreMa nepegadi iHpopMallii B Mepekax

JlocaiuBIIM OCHOBHI B3a€EMOBILJIMBY MEPEIIKO]I HA OCHOBHI €JIEMEHTH KaHalIB Mepeaayl Me-
pexi 13 mo3uIii Teopii IMOBIPHOCTI, MOXJIMBO OIL[IHUTH KOEQIIIEHTH 32 «TEXHIYHOI HAAIHHICTION
OCHOBHHMX KOMITOHEHTIB Ta €JIEMEHTIB TEJICKOMYHIKAIIITHOT MepeXi 3a T0MOMOTOI0 BiJJOMOTO CITiB-
BigHOIIeHHs [11]:

n

Py =exp| — > — , )
i—1Ai

e N — KiTBKICTh OCHOBHUX KOMITOHCHTIB TEJICKOMYHIKAIIHHOT MEPEKi;
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A - HaIpaIfoBaHHs Ha BiIMOBY i-TO KOMIIOHEHTA BIJIMOBITHOTO €JIEMEHTa MEPEXKi;

T —4ac pobOTH KaHAITy TIepeiadi TEIEKOMYHIKaIlIMHOT Mepexi.

3arasiom KoJiep - MPUCTPIii, SIKHiA, TPUUMAIOYH OJHE 3 TIOBIJOMJICHB BiJI JUKEepelia IOBiIOMJICHb,
CTBOPIOE BiJMOBIIHY MOCIIJOBHICTh CUTHAMIIB, 110 IMOAAETHCS HA BXiJ] KaHAIy Mepeiadi TeIeKoMY-
HiKaIiiHO1 Mepexi. Jkeperno moBiIoMICHb reHepye Oe3MepepBHUI TOTIK ABIHKOBUX CUMBOJIIB, TIPH

npomy koxkHi N IBifiKOBHX CHMBOIIIB IIEPETBOPIOIOTHCS KOAEPOM Y Bi/IOBIAHE KOJIOBE CI0BO. [le-
KOJIep — 1€ MPUCTPIN, KUK, MPUHMAIOYX BUXIIHY ITOCiOBHICTh BU3HAYCHOI JOBXHHH, 00pOOIIsIE i
Ta BHJIA€ Pe3yabTaT OOPOOJICHHS CIIOKUBAYy TOBIJIOMIICHD Y 3pYYHOMY ISl CIIPUMHSITTS HHOTO BU-
msiai. 'ooBHA MeTa crioKuBava IMoJisira€ B TOMy, 1100 Ji3HATHCH, SKE 13 KOJOBUX CIIIB OyJ0 mepe-

nano. SIKio *x Ha BXig komepa Hamifinmn N BiliKOBHX cHMBOIIB, TO Ha BHXOZi AeKozepa Gyie

OTpHMAaHa CYKYIHICTh i3 Takoro x umciaa N IBifiKOBUX CHMBOIIB, Sika HA3UBAECTHCS PIICHHSIM.
Sxmo x pimieHHsS He 30iraeThCsl 13 BXIHUM KOJOBHM CIIOBOM, TO Ma€ MICIe TIOMUJIKA TIepeadi.
IMOBIpHICTh MOMUJIKH 3aJICKHUTH BiJl KOy Ta METOAYy 00poOieHHs iHpopMarltii y nekoaepi. SAKmo x
3aCTOCOBYETHCS ICTEPMIHOBAHUHN IEKOJIEP, TO METOA 00pOoOIeHHS iHPOpMAaLlii MOKe OyTH ONTMCaHUN
K BiIOOpaxkeHHs 0e3Mivi yCiX MPUUHITHX MOCTIIOBHOCTEH Y MHOKHMHY KOJOBUX CIiB, a BiIoOpa-
KEHHS 33/Ia€ThCS SIK CIIMCOK IOCIIOBHOCTEH SIKI MEPETBOPIOIOTHCS B J€KOAOBaHE CioBO. CTymiHb
PU3HKY Iepeaayi HeBiporiaHoi iHdopmallii B 3aBaOCTIHKIM CCTeMi MOKHA MOJATH K J00YTOK iIMO-
BIpHOCTI HeOaKaHMX HACHTIJIKIB HA BiAMOBIAHY BETMYMHY BTPAT aHAJOT1YHO sK y mpansx [11]:

R:ZRi:Zpi'Zia 2

ne R — Bemmumna pusuxy;

pi — IMOBIpPHOCTI HeOaKaHUX HACIIIKIB Mepeaadi HeBiporiIHo1 iHpopmaii;

Zi — BenmuuMHM BTpAT iH(popMalii B KaHai nepeiayi.

JU1s OLIIHIOBAHHS PU3MKY B 3aBaJIOCTIMKIN CHCTEMi BUKOPUCTOBYIOTh BEJTMUMHY CEPEIHbO3BA-
skeHoro Moxyns Binxmrenns AZ [11]:

n _ — 1n

AZ=%pi-(Zi-2). Z==27;. 3)
i=1 Ni=1

BusnaunMo cepeiHbOKBaIpaTHUHE BIIXUIICHHS B 3aBaJOCTINKIN cucTeMi:

o= ipi'(zi—z)z, 4)
i—1

VY BiTHOCHOMY BUpa)X€HHI PU3UK Mepeaayl HeBIporiAHoi iHdopMalii B 3aBaOCTIHKIN cuctemi

OLIIHIOIOTH 32 JI0MOMOTIOk0 KoedilieHTa Bapiamii 52 [11]:

n —
=0 =7 T @ -2, ©

Buxonsuu 13 BenuunHM KoedilieHTa Bapialil 52 BUKOPHUCTOBYIOTh TaKy IIKaJly JUIsS OLIHIO-
BaHH$ PIBHS PU3HKY Ta BIATOBITHUX 30H PU3HKY Iepeaayl HeBiporiaHoi iHdopMallii B 3aBaJOCTINKIX
cucremax. [lyis1 psiay 3aBaIoCTINKUX TEIEKOMYHIKAIHHIX MEpEK, BUKOPUCTOBYIOTh TaKOXK Koeirli-
€HT Bapiarii [11]:

Szv = ipi-(zi—i)z-lvi/ Z'ipi'lvi : (6)
i—1 i—1
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Takox MoKa3HUKOM OIlIHIOBAaHHS PU3HMKY IIEpe1ayul HeBiporiqHoi iHdopmarltii Moxe OyTH TaKox
KOe(iIieHT MOKJIMBHX BTPAT KaHaly Iepeaadi, SKU BpaxoBye 0oOCSAT BTpaT MO BiJHOIIECHHIO 1O
CyMH aOCOIOTHUX 3HAaY€Hb HMOBIPHUX BTPAT B 3aBaOCTiKkuX cuctemax [11]:

Kz =Mz, (Mzy +Mzp). (7)

1e Mz, ,Mzp — BianoBitHO IMOBIpHI BEIMYUHY CHPUSTIMBUX Ta HECIPUATIMBUX BIIXUICHD

BiZHOCHO 3Ha4YeHb MOKa3HUKIB O O ipu po3rIAi 3aMIaHOBAHKX PiBHIB BTPAT TIpH Mepeiadi iH-
dopmanii Z i mosutuBHEX pe3ymbratie (2 sk 1e BUpaxkeHo y criBBigHomeHHi (8) Ta (9).
Sk noKasye jeTanbHuil anani3 kpurnuaux curyanii, M, , M ;5 — ymosni marematuuni crio-

JiBaHHA BiJXWJICHb II0OJI0 BIPOTiAHOI Mepenadi Mo KaHalty 3aBaJO0CTIMKOI TEIEKOMYHIKAIIHOT Me-
pexi:

Mgzy = %pi'(zi_z)z'lvi/ ipi'lvi -6y, (8)
i-1 i-1
n 2 n

Mzp = |2 F-(Qj - -1yi/| 2R -1y |-6p. 9)
i—1 i—1

KoeoiuienT iiMoBipHux BTpar HabyBac 3Hauens K, € [0:1] , mpuaomy K, =0, axmo sincy-

THi BTpatn nepenadi, i K, =1, axuo ne GymyTs 1ocaArHyTI HeoOXinHi HMOBiIpHiI MOKa3HUKM J10CTa-
BKH 1H(QOpMaIIil B 3aBaJJOCTINKII TeIEKOMYHIKALIMHIN Mepexi.

SIK10 po3risiiaTé 3aBaAOCTIHKICTh TEIEKOMYHIKAIIHHOT Mepeski SK 3JaTHICTh CUCTEMH IPO-
TUJIISTH 3aBaJIaM, JIJIS IIbOTO Tpeba 3HATH, UMM IIPOTHUIIATH 1 Ha 110 MPOTHIISITH, TOOTO 17151 00pOTHON
13 3aBaJlaMu MOTPIOHI anpiopHi B1IOMOCTI PO BIACTUBOCTI HOCIA iH(popMaIlii Ta Mpo cami 3aBajiu.
Jlo Takux BiacTUBOCTEH HanexaTh [12]:

— BEJIMYMHA CTPYMY UM HANPYTH BX1JHOTO CUTHAY Ta 3aBaJy B KaHAN Iepeaayi;

— cepefHi moTyxkHOCTi curHany PCta zasamu P3;

— BUJI Ta CTPYKTypa NepeHOCHHUKA 1HpopMaIlii;

— 3aKOH PO3MO/ILTY CUTHAITY Iepeiadi TOIIO.

3Harouu BCi Il BJACTHUBOCTI CUTHAIY Ta 3aBaJiM, MOXXHA BCTAHOBUTH MEBHI BIIMIHHOCTI M1k
HUMU 1 BUKOPUCTATH X JUIsl po3po0iIeHHs crocobiB, 3ac00iB Ta METO/IiB 3a0e3MeYeHHsI 3aBaJI0CTIN-
KocTi. Bci cmocoOu 3aBaoCcTIMKOCTI BEIYTh /10 YaCOBOI Ta arapaTypHOi HaIMIPHOCTI sIK 13 00Ky JixKe-
pena iHpopmauii, Tak i 3 60Ky aapecara. OnHa rpyna crnoco0iB MiABUILEHHS 3aBal0CTIHKOCTI 0a3y-
€ThCSI Ha BUOOP1 MeToay mepenadi iHdopmariii. pyra rpymna cnoco6iB moB’si3aHa i3 moOya0BOIO 3a-
BaJOCTIMKMUX MpuiiMayiB. CriocoOu MmiIBUILIEHHS 3aBaJOCTIHKOCTI B TEIEKOMYHIKAIIHIN Mepexi:

1) MeTou oNTUMaIbHOTO MPUIIMaHHS CUTHAIIB;

2) 3ariyIieHHs 3aBajl Y MICISIX iX BUHUKHEHHS;

3) BUKOPHUCTAHHS CTEIiaIbHUX KO/IIB;

4) BUKOPUCTAHHS B CUCTEMaX KaHalTy 3BOPOTHOTO 3B’S3KY;

5) G6aratopa3oBoro MoBTOpeHHS 1HGOpMaIlli, 1110 ePEAAETHCS;

6) 301JIBIIICHHS CITIB BITHOIIICHHS CUTHAJI Ta 3aBaJia;

7) KOMIIeH CaIlis 3aBaJiv;

8) partioHaNbHIN BUOIp BUy ONTHMAILHOT MOIYJISIIT CUTHATIIB;

9) ekpaHyBaHHS CUCTEMH Y1 i1 OKPEMHX €JIEMEHTIB.

JIOCUTh TIPOCTHM 1 YacTO 3aCTOCOBYBAHMM 3acO0OOM MiJBHUINEHHS 3aBaJIOCTIHKOCTI € 3011b-
IICHHS BiJHOIICHHS CUTHAJI Ta 3aBaJia 32 PaxyHOK 30UIbIIIEHHS TOTY)KHOCTI TIepenaBada. Xoda 1eu
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CITOCI0, MOJKE BHSIBUTHCH €KOHOMIYHO HEIOILIJILHUM, IO CKIJILKU BIH OB’ SI3aHUHN 13 3HAUHUM 301/1b-
IICHHSIM CKJIaIHOCTI Ta BAPTOCTI 00JIaTHAHHS TEIIEKOMYHIKAI[ITHOT Mepexki. BaxxiuBuM 3aco00M miji-
BHIIICHHSI 3aBaJIOCTIHKOCTI mepeaadi iHGopMaIlii MIIIXoM BUKOPUCTAHHS HEIIEPEPBHUX CUTHAIIIB €
parfioHansHU BUOIp BUAY MOIYJIALIT cUTHAIIB. Pi3HI BUAM MO MalOTh HEOAHAKOBY 3aBaI0C-
TiIMKICTh. TOMY 3aCTOCOBYIOYH Pi3HI BUAM MOYJIALII, AKi 3a0€3MeUyIOTh 3HaYHE PO3IIUPEHHS CMYTH
YacTOT CHUTHAIY, MOJKHA JOCSTTH ICTOTHOTO MiJBUIIEHHS 3aBaJO0CTIMKOCTI mepenadi iHdopmarii B
TeleKoOMyHiKariiHid Mepexi. 1lle ogHUM paauKaJIbHUM CIOCOOOM TiJBHINEHHS 3aBaOCTIHKOCTI
JTMCKPETHUX CUCTEM € BUKOPUCTAHHS CIICIIaJIbHOTO KOTyBaHHs iH(POpMALlii - BUKOPUCTAHHS 3aBaJ10-
cTifikux komiB. [TigBUIIEHHS 3aBaIOCTIHKOCTI mepeaadi Ta 0opoosieHHs iHdopmarltii Mmoxke OyTH J0-
CATHYTO IIIAXOM 0araTopa3oBOro MOBTOpPEHHS nepenadi iHdopmariii. OTpumaHi pe3yabTaTu Inepe-
nadi TOPIBHIOIOTHCS 1 K TIHCHI OepyThes Ti pe3yiabTaT, IO MalOTh HAMOLIBITY KUTBKICTh 30iriB.
[1{06 BUKJTIOUMTH UM 3MIHUTH HEBU3HAYCHICTH IT1]1 Yac 00poOIIeHHs iHpopMallii Ta 3a0e31eYUTH BijI-
0ip 3a KpUTEpieM OUTBIIOCTI, TIepeada Mae OBTOPIOBATUCH HE MEHIIIE TPhOX pa3iB. Lleit criocid mija-
BHIIICHHS 3aBa/IOCTINKOCTI TIOB’ I3aHMM 31 301IBIIICHHAM Yacy Iepeiadl Ta yCKIaJHCHHAM armapaTypH.
Pi3HOBHIOM TeeKOMYHIKaLlIHHUX CHCTEM, y SKHX ITiIBUIICHHS 3aBaIOCTIHKOCTI JJOCATAETHCS 3a pa-
XYHOK 301IbIIIEHHS Yacy nepeiadi, € CHCTEMH 13 3BOPOTHUM 3B’ I3KOM. 3aBaJIOCTiiKe MpuitMaHHS 1H-
dopmarii nossirae y BAKOPUCTaHHI HAAMIPHOCTI OTprMaHoi iHpopMarii, anpiopHUX BiJOMOCTEH PO
CUTHaJM Ta 3aBaau. Ha croromHi st moOyJ0BH CUCTEM 13 ONTUMAIBHUM MTPUIOMOM IIUPOKO BUKO-
PUCTOBYETHCSI amapaT Teopii CTATUCTHYHUX pillleHb. [[OMUJIKU CHUCTEM mepenaadi 3MEHITYIOThCS 13
3017IBIICHHAM BiJHOLICHHS CUTHAJ Ta 3aBaJia Ha BXO/I1 MpuiiMaua. Y 3B’S3KY 13 LIUM YacTO MPOBOJATH
norepeHe 00pOOICHHS IPUIHHATOTO CUTHATY 13 METOIO 301IBIIICHHS BiTHOIIEHHS KOPUCHOI CKIIa 10~
BOI1 10 3aBajH.

Posrnsig metoniB, cmocoOiB Ta 3aco0iB 3a0e3medeHHs 3aBaI0CTIHKOI nepeaadi iHpopmarii B
TEJIeKOMYHIKALIMHUX Mepexax MOKa3aB, 110 3aBJaHHsS ONTUMAIbHOIO MPUIOMY MOJISTae Y BUKOPHU-
CTaHHI BIIACTUBOCTEH KOPHCHOTO CHTHAITY, 3aBaJIM Ta KaHATY Iiepeaayi Juist 30UTbIIeHHS HMOBIPHOCTI
MPaBUIBHOTO Npuifomy. [{ns 361nb11eHHS IMOBIPHOCTI MIPABUIILHOTO MPUIIOMY Ma€e OyTH POBEIECHE
nonepeaHe o0poOICHHS MPUIUHATOTO CUTHATY, sKe 3a0e3nedye 30UTbIIEHHS BiJHOIICHHS CUTHAJT Ta
3aBaja. s 1boro Ha npuiManbHii CTOPOHI CUCTEMHU HEOOX1HA HasiBHICTb (ibTpa Ta pO3B sA3yBa-
JBHOTO MPUCTPOr0. DUIBTP MOMIMNIIYye BITHOMICHHS CUTHAN Ta 3aBajia. Po3B a3yBanbHUN MPUCTPIM
BUKOHY€E (DYHKIII1 BUSBJIICHHS, BUOKPEMJICHHS Ta BiIHOBJICHHS KOPUCHOIO CUTHaNY. Ines yacToTHOT
¢1abpTpalii 0a3yeThCsl HA PI3HULI CIIEKTPIB KOPUCHOTO CUTHAIY Ta 3aBaau. [Ipu 1iboMy BUKOpPUCTO-
BYIOTbCS JIIHIMHI 4acTOTHI (QiIbTpH, K1 3ariIylIyiOTh 3aBajJd Ta MOJIMIIYIOTh TUM CAMUM BiJTHO-
IIICHHSI CUTHAJI Ta 3aBajia. MeTo/l HAKOMMYEHHS 3aCTOCOBYETHCSI Y TOMY BHUITaJIKYy, KO KOPUCHUN
CUTHAJI IIPOTATOM Yacy NpUHOMY € MOCTIMHUM Ta siBise co0ot0 nepioguuny GyHkuito. Bin nonsrae
y Oararopa3zoBoMy MOBTOPEHHI CUTHAITY Ta MiJCYMOBYBAaHHI OKpEMHUX HOro peaiisalliil B mpuiimMmanb-
HOMY NpUCTpoi cucteMu. [103UTUBHHUI pe3yNbTaT AOCATAETHCA 32 PaXyHOK 301IbIIEHHS Yacy poOoTH,
TOOTO 3MEHILIEHHS IIBUIKOIT TEJIEKOMYHIKaIIiHOI Mepexi. Bennuuny BiJTHOIIEHHSI CUTHAI Ta 3a-
BaJia MOYKHA TIABUILUTH, SIKIIIO BUKOPUCTATH PI3HUII0 MK KOPETAIHHUMU (YHKIIISIMU CUTHATY Ta
3aBanu. Lleit MeTon € epeKTUBHUM JIUIIIE y BUIMIAJKY 3aCTOCYBaHHS B CHCTEMaX MEpiOJUYHUX Ta KBa-
31MepioMYHUX CUTHAJIIB B KaHaJll Mepeiadl TeJIeKOMYHIKaliiHOT Mepexi.

BucnoBku. Ha ocHOBI JocCiipkeHb Ta aHANI3y METOIB, CITOCOOIB Ta 3ac001B 3a0e3medeHHs
3aBaJIoCTiiKoi mepeaayl iHopMallii B TeIEKOMYHIKAI[IHHUX Mepexax MOKIIMBO 3pOOUTH BUCHOBOK,
110 3aBJIaHHS ONTHUMAJILHOTO Ta SAKICHOTO MpHUiloMy 1H(pOpMaIlil moJsrae y BUKOPUCTAaHHI BIaCTUBO-
CTell KOPUCHOTO CUTHAIy, 3aBaJM Ta KaHalTy nepeadi A 301IbIIeHHs] HMOBIPHOCTI MPAaBUILHOTO
npuifomy. Jlyig 301bII€HHS] KIMOBIPHOCTI IPABUJILHOTO MpUoMYy Mae OyTH MPOBEJEHE MOIEpeIHE
00pOOJIeHHS IPUIHSITOTO CUTHANY, sIKe 3a0e3edye 301IbIIeHHs BiTHOIIEHHS CUTHANT Ta 3aBafa. Ka-
HaJu Tiepeaadi JaHuX, [0 3aCTOCOBYIOTh TEXHOJIOTII, SIKi TO3BOJISIOTh y PEXUMI pEaJbHOTO 4Yacy
rapaHTyBaTH KiCHY, HaJ1iHy Ta BIpOTi/IHY Nepeaady JaHUX B yMOBaX BIUIMBY 3aBajl, Kpale 3a0e3-
MEeYyIOTh 33/IaHNX 3HAYCHb TTOKA3HMKIB BIPOT1IHOI Niepenayi iHpopMallii 3iHCHIOETHCS 32 paXyHOK
BUKOPUCTaHHA HeoOXinHOro komyBaHHs. [1in yac mepeaayi TakuMH KaHaJaMU BUHUKAE 06arato Tpy-
JTHOIIIB, [TOB’sI3aHUX 13 BILTUBOM IIPUPOIHUX, IPOMHCIIOBUX, HABMUCHHUX Ta HEHAaBMUCHUX 3aBajl. Bei
CIOCOOM 3aBaJIOCTIMKOCTI BEAyTh /10 YaCOBOI Ta anapaTypHOi HaJAMIpHOCTI SIK 13 OOKY Jpkepena iH-
dbopwmartii, Tak 1 3 60Ky ajpecarta. 3HaIOUU BCI 111 BIIACTUBOCTI CUTHAITY Ta 3aBaJIM, MO’KHA BCTAHOBUTH
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MEeBHI BIJIMIHHOCTI MK HUMH 1 BUKOPUCTATH iX ISl pO3pOOJICHHs CITOCO01B, 3aCO0IB Ta METO/IB 3a-
Oe3nedeHHs 3aBaAoCTikocTi. Ha BiqMiHy Bifi CHOTBOPEHb 3aBaay HOCSTHh BUIAJKOBHI XapakTep.
BoHu 3a3nmanerinp HEBiZIOMI 1 TOMY HE MOXKYTh OyTH IMOBHICTIO YCYHEHi. TakuM YMHOM, MOYKHA 3pO-
OWTH BUCHOBOK TIPO T€, 1110 3HAHHS METOJIB Ta 3aC001B MOOYI0OBU CYJaCHHUX KaHATIB Mepeaadi Teie-
KOMYHIKAI[IHHOIO MEPEXKEI0 B YMOBaxX Jii 3aBajl, JO3BOJIUTh OyAyBaTH HaJilHI KaHAIU repeaadi iH-
bopmarii U TAaKUX MEPEK.
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k.T.H. XMensHuukuii F0.B., KadiaykoB O.A., Psigas JI.A., CononeeBa JI.B., Tkau A.A.
METO/Ibl U CPEJICTBA OBECHHEYEHHUSI IOMEXOYCTONYUBOM NEPEJAYN
HH®OPMAIMUA B TEJJEKOMMYHUKAIIMOHHBIX CETSAX

B cmamube nposeden ananuz memoooe u cpedcme obecneuenus nOMexoyCmoudueocmu nepeoavu
UHGOpMaUUU 8 MENEKOMMYHUKAUUOHHBIX CEMAX, KOMOPble RPUMEHAIOM MEXHOI02UU, NO3601AI0WUE 6
pericume peanbHO20 6peMeHU 2apanmMuposams KA4eCmeeH Y10, HAOEHCHYIO U 00CH08EPHYI0 nepedaty OaH-
HBIX 6 YCI06UAX 6030elicmeusn nomex. /la meneKoMmMyHUKAYUOHRHBIX cemell 3a0a4i ONMUMAIbHO20 U Ka-
YeCMEEeHHO020 nPpUEeMa UHPOPMAUUU 3aKTIOUAEeMCA 8 UCHOTb306AHUN CEOICME NONEe3H020 CUZHAA, NO-
Mexu U KaHaua nepeoauu 01s yeeaudenus 6epoAmHOCHU NPAGUNbHO20 npuema. /s yeeauueHus eepo-
AMHOCIMU NPABUIbHO20 NPUEMA O0IICHA ObIMb NPOBEOEHA npedsapumelbHas 00padomKa NPUHAMO20
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cuzHana, 4mo obecnequgaem ygeauueHue OMHoOWeHuA cucHan nomexa. Kananwvt nepedauu oannwix, umo
RPUMEHAIOM MEXHOI02UU, KOMOPble NO36OJIAIOM 8 PeXHCUMe PedlbHO20 6PEMEHU 2apaHmuposams Kaue-
CHI8EHHYI0, HAOEHCHYIO U 0OCHOBEPHYIO NEPEOaty OAHHbBIX 8 YC08UAX 6030€liCHUsl noMeX, ayuuie odec-
neuuearom 3a0AHHLIX 3HAYEHUIl noKazameneil 00CHOGEPHOU nepedauu ungopmayuu, KOmopas ocy-
WeCmeIAemcsa 3a cuem UCNOab306aHUA He00X00UM020 Kooupoeanus. Bo epema nepedauu no maxum Ka-
Ha1am 603HUKAem MHO20 MPYOHOCHEll, C6A3AHHBIX C GIUAHUEM HPUPOOHBIX, NPOMBIULIEHHbIX, NPEOHA-
MEPEHHBIX U HenpeoHamepeHHbIX nomex. Bce cnocodvl nomexoycmoiiuusocmu 6 yenom eedym K epemen-
HOIl U annapamypHoil u3oblmMoOYHOCIMU, KAK CO CHOPOHbl UCHOYHUKA UH(OpMayuU, MAaK U CO CHLOPOHbL
aopecama. Ecnu paccmampusams nomexoycmouuugocms meneKOMMyHUKAYUOHHON cemu KaK cnocoo-
HOCMb cuCmeMbl RPOMUBOOCIICHIE08AMb NOMEXAM, MO HADO 3HAMY, YeM NPOMUEOOEIICHE06AMb U HA YO
HPOMUBOOEIICME0O8aNb, MO eCMb 01 OOPLOBL C ROMEXAMU HYICHbL ANPUOPHbIE C6EOEHUA O CBOIICIEAX
HOocumens uHgopmayuu u 0 camux nomexax. 3Has 6ce IMU CEOIICMEA CUZHANIA U NOMEXU, MONCHO YCMma-
HOGUmMDb Onpedenentble PA3TUYUA MEHCOY HUMU U UCHOIB306AMb UX 0715 pa3padomKu cnocooos, cpeocme
U Memoooe obecneveHus nOMexoyCmouueoCcmu.

Ienvio 0oannoii cmamvu A6714emc NPOBEOCHUE AHAIU3A MEMO008 U CPeOCmE 0becneyeHus nome-
X0ycmouiuugoil nepeoauu UuH@oOpMayuu 6 meaeKOMMYHUKAUUOHHBIX CEMAX, YMO NO3601AUM 6 peycume
PeanvHo20 8peMeHU 2apaHmupo6ams KaiecmeeHHy, HA0e)HCHYI0 U 00CHO8EPHYI0 nepeoayy OAHHbIX 6
YC0BUAX 6AUAHUA HOMeX. B omauuue om uckaxcenuii nomexu nocam cayyaiinotii xapaxmep. Onu 3a200a
Heu38eCmHbL U HOMOMY He MOZYM Oblmb HOTHOCHbIO YCHPAHEHbl. SHAHUE MEen 0006 U CPeOCmE HoCmpoe-
HUA COBPEMEHHBIX KAHAN08 nepeoauu MmeaeKOMMYHUKAUUOHHOI Cembl0 8 YCA06UAX Oelicmeus nomex,
n036071UM CIMPOUNb HAOEHCHbIE KAHATbL nepedayu ungopmayuu 0131 maKux cemeil.

Kntouegvle cnoea: nomexu, nomexoycmouuusocms, KaHda1bl nepeoaiu, meieKOMMYHUKAUUOHHAA
cemb, UCKadCeHUs, 00CMOBEPHOCHDb nepedayu UHPOpMayuu, HA0eHCHOCHIb, HEONPEOeIeHHOCHD.

Ph.D. Khmelnitsky, Yu.V., Kablukov O.A., Riaba L.O., Solodeeva L.V.,Tkach A.O.
METHODS AND MEANS OF ENSURING THE NOISE IMMUNITY OF TRANSMISSION IN
TELECOMMUNICATION NETWORKS

In the article the analysis of methods and means of ensuring the noise immunity transmission in
telecommunication networks that use technologies in real time to ensure quality, valid and reliable data
transmission under conditions of interference. For telecommunication networks the problem of optimal
quality reception of information is to use the properties of the useful signal, interference, and transmission
channel to increase the probability of correct reception. To increase the probability of correct reception
needs to be pre-processed received signal that increases the signal interference. Transmission channels that
use technologies that allow real-time to ensure quality, valid and reliable data transmission under condi-
tions of interference provide better instruction indicators reliable transmission of information is carried out
through the use of the necessary coding. During transmission on such channels, there are many difficulties
associated with the impact of natural, industrial, intentional and unintentional interference. All methods of
a noise stability in General lead to temporal and hardware redundancy as part of the source of information
and of the addressee. Examine noise immunity of TCN as ability of the system to counteract to the hin-
drances, then it is necessary to know, what to counteract and on what to counteract, for a fight against
hindrances a priori information is needed about properties of transmitter of information and about hin-
drances. Knowing all these properties of the signal and noise, it is possible to establish certain differences
between them and use them to develop ways, means and methods to provide noise immunity.

The aim of this article is realization of analysis of methods and backer-ups of interference immunity
information transfer in TCNS, which will allow real-time to guarantee the quality, reliable and reliable
transmission of the hindrances given in the conditions of influence. Unlike distortions hindrances carry
casual character. They in are good time unknown and that is why cannot be fully removed. Knowledge of
methods and facilities of construction of modern channels of transmission TCN in the conditions of action
of hindrances, will allow building the reliable channels of information transfer for such networks.

Keywords: interference, interference immunity, transmission channels, telecommunication network,
distortion, reliability of information transmission, reliability, uncertainty.
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USING GPU NVIDIA FOR LINEAR ALGEBRA PROLEMS

Research goals and objectives: the purpose of the article is to study the feasibility of graphics proces-
sors using in solving linear equations systems and calculating matrix multiplication as compared with con-
ventional multi-core processors. The peculiarities of the MAGMA and CUBLAS libraries use for various
graphics processors are considered. A performance comparison is made between the Tesla C2075 and Ge-
Force GTX 480 GPUs and a six-core AMD processor.

Subject of research: the software is developed basing on the MAGMA and CUBLAS libraries for the
purpose of the NVIDIA Tesla C2075 and GeForce GTX 480 GPUs performance study for linear equation
systems solving and matrix multiplication calculating.

Research methods used: libraries were used to parallelize the linear algebra problems solution. For
GPUs, these are MAGMA and CUBLAS, for multi-core processors, the ScaLAPACK and ATLAS libraries.
To study the operational speed there are used methods and algorithms of computational procedures paral-
lelization similar to these libraries. A software module has been developed for linear equations systems
solving and matrix multiplication calculating by parallel systems.

Results of the research: it has been determined that for double-precision humbers the GPU GeForce
GTX 480 and the GPU Tesla C2075 performance is approximately 3.5 and 6.3 times higher than that of the
AMD CPU. And the GPU GeForce GTX 480 performance is 1.3 times higher than the GPU Tesla C2075
performance for single precision numbers. To achieve maximum performance of the NVIDIA CUDA GPU,
you need to use the MAGMA or CUBLAS libraries, which accelerate the calculations by about 6.4 times as
compared to the traditional programming method. It has been determined that in equations systems solving
on a 6-core CPU, it is possible to achieve a maximum acceleration of 3.24 times as compared to calculations
on the 1st core using the ScaLAPACK and ATLAS libraries instead of 6-fold theoretical acceleration.
Therefore, it is impossible to efficiently use processors with a large number of cores with considered librar-
ies. It is demonstrated that the advantage of the GPU over the CPU increases with the number of equations.

Key words. GPU Tesla C2075, MAGMA, CUBLAS, CUDA, graphics processor, NVIDIA Tesla V100,
SMP system, MPI, ScaLAPACK, ATLAS.

Introduction. A large amount of computational mathematical problems are those solving linear
algebraic equations systems. Many managerial and economic, technological problems are either con-
structed as linear algebraic equations, or are reduced to them. The widely used finite element method,
which is used for solving almost all problems that are reduced to systems of partial differential equa-
tions, is reduced to solving linear equations systems as well.

Matrix methods are very popular in economic practice. They are used for statistical calculations,
labor rationing, reduction of workflow, organization of internal production cost accounting, as well
as for economic analysis. Solving linear equations systems is also reduced to matrix transformations,
thus the development of efficient hardware and software is an important task.

Such tasks require high performance computing systems. Nowadays, computers with multi-
core processors are widely used; they are in fact a parallel computing system with shared memory
(SMP-system). With the occurrence of G80, the NVIDIA’s chip of the eighth generation (2007), there
has emerged CUDA, a software and hardware architecture, which allows performing calculations
using NVIDIA GPUs. This technology is, just as in the case of the processor, a parallel computing
system, which includes hundreds of processor cores. The problem is to parallelize the matrix multi-
plication and solve linear equation systems to get the maximum load of the multi-core CPU and GPU
processor cores, and then to compare how much the GPU performance differs from that of the CPU
for solving such problems with single and double precision numbers.

The purpose and objectives of the paper to study the graphics processors feasibility in solv-
ing, in particular, linear equations systems and matrix multiplication as compared to conventional
multi-core processors. Peculiarities of the use and installation problems of the MAGMA library are
considered.
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To achieve the goal, two computing systems were used:

- the first one has an AMD Phenom Il X6 1090T processor (CPU) with a 3.2 GHz frequency
and a NVIDIA’s Tesla C2075 graphics processor (GPU),

- the second one also has an AMD Phenom Il X6 1090T processor (CPU) with a 3.2 GHz
frequency, but a NVIDIA’s GeForce GTX 480 GPU.

Analysis of recent research and publications and problem statement. There are numerous
works devoted to the study of parallel systems performance, basing both on cluster systems, and
multi-core processors [1-7]. For example, [3,4,8] present a number of tasks solutions using NVIDIA
GPU. However, they didn’t provide a detailed analysis of NVIDIA GPU’s potential for both simple
programming methods and programming methods based on cuBLAS (CUDA Basic Linear Algebra
Subroutines), and MAGMA (Matrix Algebra on GPU and Multicore Architectures) program libraries
[6,9] for solving linear equations systems and matrix multiplication with single and double precision
numbers.

Currently, NVIDIA has introduced an accelerator Tesla V100 based on the Volta architecture
[10]. This device has a high level of computing power, amounting to about 15 TFLOPS in single
precision and 7.5 TFLOPS in double precision operations, which allows using it in modern super-
computer systems [11]. NVIDIA also introduced a new family of GeForce RTX 20 Series GPUs [12]
based on a new Turing architecture. Its computational capabilities for single-precision operations are
about 12 teraflops and 0.37 teraflops for double precision ones. However, at present, budget GPUs
based on NVIDIA Tesla C2075 and NVIDIA GeForce GTX 480 video cards, which are installed on
many workstations used for high-performance computing, are still important. Therefore, we will fo-
cus on computational experiments for these GPUs, and a computer with an AMD Phenom Il X6
1090T processor (CPU, 3.2 GHz) will be considered as a multi-core processor with SMP architecture.

Research methods to determine the considered computing systems performance. To solve
the problems, a computational experiment was carried out to determine performance in GFLOP/s and
calculation time on the two above mentioned computational systems for the matrix multiplication
problems and linear equation systems solving. We used test examples from the ScaLAPACK, AT-
LAS, MAGMA, CUBLAS libraries [6]. We also used our own programs based on the considered
libraries and traditional programming methods.

The results of the computing systems performance assessing. As indicated, two systems are
considered for performing computational experiments. Moreover, in these systems, GPUs will act as
computational accelerators for linear equations systems solving and matrix multiplication. In the first
case, the calculation will be performed taking into account parallelization across the 6 cores of the
processor using the MPI, ScaLAPACK and ATLAS libraries [1,2,7]. In the second and third cases
parallelization is across the cores of the Tesla C2075 GPU and GeForce GTX 480 using the CUDA
technology [3]. Computing systems are working on Linux Ubuntu. They have compilers Fortran F77,
gfortran with the above mentioned libraries for a 6-core processor. For programming on the Tesla
C2075 GPU and GeForce GTX 480, the NVIDIA’s video driver and the CUDA Toolkit software are
installed from http://developer.nvidia.com/cuda-toolkit-archive. The software installation sequence
for the GPU is presented in the source [13]. Installing the MPI, ScaLAPACK, ATLAS libraries on
Linux Ubuntu OS is presented in [6] for a system with a 4-core processor CORE 2 QUAD PENTIUM
Q6600 2.4GHZ, therefore it is not considered here. Let us take a closer look at the MAGMA library
installation and solution of arising problems.

The installation is similar for 32-bit and 64-bit Linux Ubuntu operating systems. For the Tesla
C2075 GPU, it is advisable to use a 64-bit system, since the amount of global memory here is 6 GB.
Before compiling MAGMA, you need to install the lapack library:

sudo apt-get install --yes --force-yes liblapack-dev
After copying the source magma_1.0.0.tar.gz from the website
http://www.cs.utk.edu/~tomov/magma_1.0.0.tar.gz unarchiving is performed
$gzip —d magma_1.0.0.tag.gz
$tar xf magma_1.0.0.tar
$cd magma_1.0.0
Using the nano editor, create the make.inc file with the following contents:
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GPU_TARGET =1

CcC =gcc
NVCC =nvcc
FORT = gfortran
ARCH =ar

ARCHFLAGS =cr
RANLIB =ranlib
OPTS -03 -DADD _
FOPTS -O3 -DADD _ -x f95-cpp-input
NVOPTS = --compiler-options -fno-strict-aliasing -DUNIX -O3 -DADD _
LDOPTS =-fPIC -Xlinker -zmuldefs
LIB  =-Icblas -llapack -Ipthread -lcublas -Icudart -Im
CUDADIR = /usr/local/cuda
LIBDIR = -L/usr/local/cuda/lib -L/usr/lib
INC  =-I$(CUDADIR)/include
LIBMAGMA = ./lib/libmagma.a
LIBMAGMABLAS = ../lib/libmagmablas.a
Here you need to pay attention to the value of the GPU_TARGET parameter. If you equate it
to zero, the library is built for the GPU Tesla family, if you equate it to one, then this corresponds to
Fermi family. GPU NVIDIA GeForce GTX 480 corresponds to Fermi family. For the Tesla C2075
GPU, let us build the Magma libraries with GPU_TARGET =1 and GPU_TARGET =0 and compare
the speed of calculations.
Run the compile command make all. In this case, the libraries libmagma, libmagmablas will be
created and the test cases will be compiled. However, there are problems.
1. For 32-bit system.
gfortran -O3 -DADD_ -x f95-cpp-input -Dmagma_devptr_t="integer(kind=../con-
trol/sizeptr.c: In function ‘main’: ../control/sizeptr.c:6: warning: format ‘%lu’ expects type ...
Here you need to run the control / sizeptr.c program and bring it to the form
#include <stdlib.h>
#include <stdio.h>
int main (){ printf(*%d", sizeof(void *)); return EXIT_SUCCESS;}
That means you need to change format % lu to format % d. The gfortran compiler does not
issue errors FOR the 64-bit system.
2. When compiling test cases.
First problem:
.lib/libmagma.a(zlatrd.o): In function "'magma_zlatrd":
zlatrd.cpp:(.text+0x332): undefined reference to “zdotc'
zlatrd.cpp:(.text+0xbe2): undefined reference to “zdotc'
You must run the src / zlatrd.cpp program and make changes.
cblas_zdotc_sub(i_n, W(i +1, i), ione, A(i +1, i), ione, &value);
Il blasf77_zdotc(&value, &i_n, W(i+1,i), &ione, A(i+1, i), &ione);
and
cblas_zdotc_sub(i, W(O, iw), ione, A(0, i), ione, &value);
I/l Dblasf77_zdotc(&value, &i, W(0, iw), &ione, A(0, i), &ione);
Second problem:
.lib/libmagma.a(clatrd.o): In function "‘magma_clatrd":
clatrd.cpp:(.text+0x321): undefined reference to “cdotc'
clatrd.cpp:(.text+0xb30): undefined reference to “cdotc'
Similarly, you need to run the src / clatrd.cpp program and make changes
I blasf77_cdotc(&value, &i, W(0, iw), &ione, A(0, i), &ione);
cblas_cdotc_sub(i, W(0, iw), ione, A(0, i), ione, &value);

and
cblas_cdotc_sub(i_n, W(i +1, i), ione, A(i +1, i), ione, &value);
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Il blasf77_cdotc(&value, &i_n, W(i+1,i), &ione, A(i+1, i), &ione);

It is evident that for the correct connection with the fortran libraries, the library libcblas is
needed instead of libblasf77. The libcblas.so library is installed with liblapack installation and there-
fore it is described in the make.inc file in the LIB parameter.

The compilation of testing programs testing_sgemm.cpp and testing_dgemm.cpp of matrix
multiplication with single and double precision numbers, is correspondingly performed by the com-
mand lines:

gcc -O3 -DADD_ -DGPUSHMEM=200 -l/usr/local/cuda/include -I../include -1../quark/include
-C testing_dgemm.cpp -0 testing_dgemm.o

gcc -03 -DADD_ -DGPUSHMEM=200 -fPIC -Xlinker -zmuldefs -DGPUSHMEM=200 test-
ing_dgemm.o -o testing_dgemm lin/liblapacktest.a -L../lib -lcuda -Imagma -Imagmablas -Imagma -
L/usr/local/cuda/lib -L/usr/lib -Icblas -llapack -Ipthread -Icublas -Icudart -Im

When running these programs, a calculation performance comparison is performed for cuBLAS
and MAGMA libraries. Performance is fixed in GFlop/s. Before compiling these test programs, it is
necessary to adjust the parameters istart = 1024 and iend = 10240, which specify the initial and final
values of the matrices 1024 and 10240 dimensions. Too large values may not fit in the global memory
of the GPU. Let us consider the results of the programs testing_sgemm.cpp and testing_dgemm.cpp
for the GPU GeForce GTX 480:

Jtesting_sgemm

device 0: GeForce GTX 480, 1401.0 MHz clock, 1535.2 MB memory

Testing transA = N transB = N

M N K MAGMA GFLop/s CUBLAS GFlop/s  error

1024 1024 1024  670.04 649.38 0.000000e+00
1280 1280 1280  685.46 696.84 0.000000e+00
1600 1600 1600  756.35 698.86 0.000000e+00
2000 2000 2000  792.98 688.97 0.000000e+00
2500 2500 2500  763.24 779.94 0.000000e+00
3125 3125 3125  803.20 776.03 0.000000e+00
3906 3906 3906  812.69 776.12 0.000000e+00
4882 4882 4882  825.38 791.58 0.000000e+00...
6102 6102 6102  820.70 818.51 0.000000e+00
7627 7627 7627  824.92 826.61 0.000000e+00
9533 9533 9533 82542 844.12 0.000000e+00

Jtesting_dgemm
device 0: GeForce GTX 480, 1401.0 MHz clock, 1535.2 MB memory
Testing transA =N transB =N

M N K MAGMA GFLop/s CUBLAS GFlop/s  error

1024 1024 1024  154.26 154.56 0.000000e+00
1280 1280 1280  161.57 161.80 0.000000e+00
1600 1600 1600  162.78 162.97 0.000000e+00
2000 2000 2000  155.17 160.45 0.000000e+00
2500 2500 2500  155.78 162.03 0.000000e+00
3125 3125 3125  162.14 161.00 0.000000e+00
3906 3906 3906  158.81 163.31 0.000000e+00
4882 4882 4882  161.21 163.45 0.000000e+00
6102 6102 6102  162.44 164.08 0.000000e+00

Comparing the results, we see that the larger the matrix size, the faster the CUBLAS library
works. However, the difference in performance is not significant. The performance drops sharply
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when moving from single to double precision numbers (approximately 5.1 times). Calculations for
GPU GeForce GTX 480 were performed for the GPU_TARGET = 1 parameter (Fermi family).

Let us consider the similar calculation results for the GPU Tesla C2075 for the GPU_TARGET
= 0 parameter (Tesla family) and GPU_TARGET=1 parameter (Fermi family).

1. Tesla family
Jtesting_sgemm
device 0: Tesla C2075, 1147.0 MHz clock, 5375.2 MB memory
Testing transA =N transB =N
M N K MAGMA GFLop/s CUBLAS GFlop/s  error

1024 1024 1024  428.98 433.40 0.000000e+00
1280 1280 1280  516.29 516.35 0.000000e+00
1600 1600 1600  514.25 514.83 0.000000e+00
2000 2000 2000  389.18 525.71 1.525879e-05
2500 2500 2500  396.82 604.98 1.525879e-05
3125 3125 3125  405.15 573.97 1.525879e-05
3906 3906 3906  401.76 579.76 3.051758e-05
4882 4882 4882  404.92 586.02 3.051758e-05
6102 6102 6102  402.93 613.92 3.051758e-05
9533 9533 9533  409.14 639.26 6.103516e-05

Jtesting_dgemm
device 0: Tesla C2075, 1147.0 MHz clock, 5375.2 MB memory
Testing transA = N transB = N

M N K MAGMA GFLop/s CUBLAS GFlop/s  error

1024 1024 1024  169.47 280.13 0.000000e+00
1280 1280 1280  172.29 290.61 0.000000e+00
1600 1600 1600  173.52 294.22 0.000000e+00
2000 2000 2000  162.38 287.59 2.842171e-14
2500 2500 2500  163.30 285.84 2.842171e-14
3125 3125 3125  165.76 278.25 2.842171e-14
3906 3906 3906  163.75 291.70 5.684342¢e-14
4882 4882 4882  164.99 291.50 5.684342e-14
6102 6102 6102  162.18 293.82 5.684342¢e-14
6102 6102 6102  162.18 293.82 5.684342¢e-14
0533 9533 9533  166.24 293.68 1.136868e-13

In this case, the MAGMA library has significantly lower performance than the CUBLAS li-
brary for both single-precision numbers (about 1.6 times) and double-precision numbers (about 1.8
times)

2. Fermi family

Jtesting_sgemm

device 0: Tesla C2075, 1147.0 MHz clock, 5375.2 MB memory

Testing transA = N transB = N

M N K MAGMA GFLop/s CUBLAS GFlop/s  error

1024 1024 1024  551.34 431.39 7.629395e-06
1280 1280 1280  566.34 516.79 7.629395e-06
1600 1600 1600  600.45 514.57 7.629395e-06
2000 2000 2000  617.14 525.37 1.525879e-05
2500 2500 2500  585.90 605.09 1.525879e-05
3125 3125 3125  622.99 573.94 1.525879e-05



3906 3906 3906
4882 4882 4882
6102 6102 6102
9533 9533 9533

Jtesting_dgemm

629.77
640.83
637.69
639.57

579.80
585.94
613.76
639.24

3.051758e-05
3.051758e-05
3.051758e-05
6.103516e-05

device 0: Tesla C2075, 1147.0 MHz clock, 5375.2 MB memory

Testing transA = N transB = N
M N K MAGMA GFLop/s

279.11
290.00
294.01
281.17
282.24
295.79
289.47
293.89
295.99
300.77

CUBLAS GFlop/s  error

0.000000e+00
0.000000e+00
0.000000e+00

2.842171e-14
2.842171e-14
2.842171e-14
5.684342¢e-14
5.684342e-14
5.684342¢e-14
1.136868e-13

In this case, the MAGMA library has a performance slightly higher than CUBLAS. Therefore,
for the GPU Tesla C2075, the compilation of the MAGMA libraries with the GPU_TARGET =1
parameter (the make.inc file) is necessary.
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Figure 1 — The GPU program model

Let us analyze how much higher is the GPU’s efficiency with NVIDIA’s CUDA technology as
compared to traditional way of writing parallel programs. To do this, we compare the efficiency of
the matrix multiplication program using the global GPU memory (the first program), which is com-
piled according to the method described in [3, 4] with the program using the MAGMA and CUBLAS

libraries (the second program).

To compile a program using global GPU memory, let us consider the GPU program model for
the C compiler [4]. The top level of the core, the grid, consists of blocks. The blocks are either one-
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dimensional or two-dimensional network of threads. This can be illustrated by Fig.1. The thread num-
ber in the block or the block number in the grid can be a variable of int or dim3 type.

The number of threads included in a block is determined by the blockDim built-in variable. The
thread index inside the block is determined by the threadldx variable, and the block index inside the
grid is defined by the blockldx variable. The threads in the block are directly performing of calcula-
tions. The thread is a 3-component vector, i.e. it can be identified using one-, two- and three-dimen-
sional index of the thread, forming in turn a one-, two- and three-dimensional block of threads. There
is a limit on the number of threads per block, which cannot exceed 1024 threads. The CUDA C ex-
tension allows you to call a function called the core so that it will execute in parallel N different
CUDA threads. Such a function is declared with the __global__ specifier. Below is the first program
compiled in accordance with the GPU’s program model.

First program:

#include <stdio.h>
#define BLOCK 16 // Set the block size
// Multiplication function of two matrices
__global__ void mulMatr(float* a, float* b, float* c, int n)
{ I/ Get the id of the current thread.

int i = threadldx.y+blockldx.y*blockDim.y; int j = threadldx.x+blockldx.x*blockDim.x;

/I Calculate the result.

float sum=0.0f;
for(int p = 0; p <n; p++){ sum+= a[i*n + p] * b[p*n +jI;} c[i*n+j] =sum;}

__host__int main()
{int N; int M; float mf=0.0f; printf ( "Input N->"); scanf ( "%d",&N);

printf ( "Matrix = %dx%d elements\n”, N,N ); M=N*N;
/I Allocate memory for vectors

float* a = new float[M]; float* b = new float[M]; float* ¢ = new float[M];
/I Initialize the values of the vectors

for (inti=0;i<N;i++){

for (intj = 0; j < N; j++) { a[i*N+j] = 1.0f*((i+1)+2*(j+1)); b[i*N+j] = 1.0f/a[i*N+j];}}
/I Video Memory Pointers

float* deva;float* devb;float* devc;
/I Allocate memory for vectors on the video card

cudaMalloc((void**)&deva, sizeof(float) * M);cudaMalloc((void**)&devb, sizeof(float) * M);

cudaMalloc((void**)&devc, sizeof(float) * M);
I/ create cuda event handle
cudaEvent_t start, stop;float gpuTime=0.0f;cudaEventCreate ( &start );cudaEventCreate ( &stop );
/I Copy the data to the video card

cudaMemcpy(deva, a, sizeof(float) * M, cudaMemcpyHostToDevice);

cudaMemcpy(devb, b, sizeof(float) * M, cudaMemcpyHostToDevice);
I/l Execute the core function call
dim3 threads = dim3(BLOCK,BLOCK); // The number of threads in the block
dim3 blocks =dim3(N/BLOCK,N/BLOCK); // The number of blocks in the grid
cudaEventRecord(start, 0); // connect the event to the core execution start
mulMatr<<<blocks, threads>>>(deva, devb, devc,N);
cudaEventRecord(stop, 0); // connect the event to the core execution ending. We get the result of
the calculation

cudaMemcpy(c, devc, sizeof(float) * M, cudaMemcpyDeviceToHost);
cudaEventSynchronize(stop); // Wait for the core to execute, synchronizing on the stop event.
cudaEventElapsedTime (&gpuTime,start,stop);// Request time between start, stop

/l Calculation results

gpuTime=gpuTime/1000; mf=((2.0*N-1)*N*N)/(gpuTime*1000000.0);
printf("time=%.4fsec\nspeed=%0.2fMFlops\n",gpuTime,mf);
printf("i=%d\tj=%d\tC=%.5f\n",N/256,N/128,c[(N/256)*N+(N/128)]);
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printf("i=%d\tj=%d\tC=%.5f\n",3*N/4,5*N/16,c[(3*N/4)*N+(5*N/16)]);
printf("i=%d\tj=%d\tC=%.5f\n",N-4,N-2,c[(N-4)*N+(N-2)]);
/I Releasing resources
cudaEventDestroy(start); cudaEventDestroy(stop); cudaFree(deva);cudaFree(devb);cudaF-
ree(devc);
delete[] a; a = 0;delete[] b; b = O;delete[] c; c =0; }
This program is compiled by the command:
nvce -arch=sm_20 matrmul_g.cu -o matrmul_g
Here matrmul_g.cu is the name of the program source code.
The second program presents a simplified version of the testing _sgemm.cpp and test-
ing_dgemm.cpp test cases, when the dimension of the matrices is a multiple of 16.
Second program:
#include <stdio.h>
#include <cuda.h>
#include <cublas.h>
#include "magma.h”
#include "magma_lapack.h"
int main ( int argc, char** argv )
{float time_seconds=0.0f; float mf=0.0f;
cudaEvent _t start, stop;cudaEventCreate ( &start );cudaEventCreate ( &stop );
int N=6144; printf ( "Input N->");if (scanf ( "%d",&N)==1);{printf ( "Matrix = %dx%d ele-
ments\n”, N,N );}
int M=N*N; float *d_A, *d_B, *d_C;float* A = new float[M]; float* B = new float[M];
float* C = new float[M];
for (intj = 0; j < N; j++){for (inti=0; i < N; i++){A[i+j*N] = L.0*((i+1)+2*(j+1));B[i+j*N] =
1.0/A[i+j*N];}}
cublasinit(); cublasAlloc ( N * N, sizeof(float), (void**)&d_A);
cublasAlloc ( N * N, sizeof(float), (void**)&d_B);cublasAlloc ( N * N, sizeof(float),
(void**)&d_C);
cublasSetMatrix ( N, N, sizeof(float), (void *) A, N, (void *) d_A, N);
cublasSetMatrix ( N, N, sizeof(float), (void *) B, N, (void *) d_B, N);
cudaEventRecord(start, 0); magmablas_sgemm( 'n', 'n’, N, N, N, 1.0f, d_A, N,d_B, N, 0.0f,d C, N
);
cudaEventRecord(stop, 0); cublasGetMatrix ( N, N, sizeof(float), (void *) d_C, N, (void *) C, N );
cudaEventElapsedTime (&time_seconds,start,stop);
cublasFree (d_A);cublasFree (d_B); cublasFree (d_C); cublasShutdown();
time_seconds=time_seconds/1000; mf=((2.0*N-1)*N*N)/(time_seconds*1000000.0);
printf("time=%.4fsec\nspeed=%0.2fMFlops\n",time_seconds,mf);
printf("i=%d\tj=%d\tC=%.5f\n",N/256,N/128,C[(N/256)+(N/128)*N]);
printf("i=%d\tj=%d\tC=%.5f\n",3*N/4,5*N/16,C[(3*N/4)+(5*N/16)*N]);
printf("i=%d\tj=%d\tC=%.5f\n",N-4,N-2,C[(N-4)+(N-2)*N]); }
These two programs are written for single-precision numbers. For double-precision numbers it
IS necessary to change the float to double data type. Also in the second program, the mag-
mablas_sgemm function must be replaced by magmablas_dgemm one. The second program uses the
library MAGMA. To use CUBLAS, instead of the magmablas_sgemm function, you must enter the
cublasSgemm function in the program. The program is compiled by commands:
gcc -O3 -DADD_ -DGPUSHMEM=200 -l/usr/local/cuda/include -I../include -I../quark/in-
clude -c mb.cpp -0 mb.o
gcc -O3 -DADD_ -DGPUSHMEM=200 -fPIC -Xlinker -zmuldefs -DGPUSHMEM=200 mb.o
-o mb -L./lib -lcuda -Imagma -Imagmablas -Imagma -L/usr/local/cuda/lib64 -L/usr/lib -Icblas -
Ilapack -Ipthread -Icublas -lcudart -Im
Here mb.cpp is the name of the second program.

151



Table 1 presents the results of above mentioned programs performance estimates for the double-
precision numbers for the Tesla C2075 GPUs and those of the programs presented in [14] using the
ScaLAPACK and ATLAS libraries for the AMD Phenom Il X6 1090T CPUSs. In table 1, the numer-
ator is the counting time in seconds, the denominator is the performance in Gigaflops per second.
Performance was defined as the ratio of the floating-point operations number in the matrix product to
the elapsed time. The number of operations in programs is determined by the expression: op =N * N
(2 * N-1), where N is the number of rows or columns of a square matrix.

Table 1
Results of performance evaluations for the Tesla C2075 GPU and for AMD Phenom 11 X6 1090T
CPU
Matrix | AMD processor GPU Tesla C2075
NxN Phenom Il X6 Global Tesla Compilation Fermi Compilation
1090T (6 cores) memory | CUBLAS | MAGMA | CUBLAS | MAGMA

1024 | 0,062/34,6 0,045/47,3 | 0,008/284,4 | 0,013/170,2 | 0,008/284,8 | 0,008/282,4
2048 | 0,407/42,2 0,375/45,9 | 0,058/295,9 | 0,099/173,8 | 0,058/295,9 | 0,058/295,2
3072 | 1,234/47,0 1,233/47,0 | 0,194/299,3 | 0,333/174,1 | 0,194/299,4 | 0,194/298,9
4096 | 2,870/47,9 2,963/46,4 | 0,458/300,3 | 0,792/173,5 | 0,458/300,2 | 0,458/299,9
5120 | 5,687/47,2 5,715/47,0 | 0,893/300,6 | 1,536/174,7 | 0,893/300,5 | 0,894/300,2
6144 | -/- 10,025/46,3 | 1,542/300,8 | 2,654/174,7 | 1,543/300,6 | 1,543/300,6

Comparison of the data in Table 1 with the results of test programs showed their close similarity.
The performance of the processor is comparable with the performance of the program for the Tesla
C2075 GPU, written using global memory [3] and about 6.3 times lower for the Tesla C2075 GPU
for programs using the CUBLAS and MAGMA libraries.

Solving linear equation systems. Let us consider linear equation systems solving. In the test
program on FORTRAN the calculation is made for double-precision numbers. Solution of the equa-
tions system for AMD CPU is divided into two stages:

- system matrix factorization (A) [15];

- the system solving using the results obtained at the first stage.

Each stage is performed by referring to the corresponding subroutines of the ScaLAPACK,
BLACS, ATLAS libraries. The first stage uses the PDGETRF subroutine, the second uses the
PDGETRS subroutine [7]. The program counts for each subroutine the time of its execution. The
number of operations for the first (ops) and second stage (opsl) is calculated, and the system perfor-
mance is calculated for LU factorization and the solution of the system as a whole.

Let us consider the procedure for solving the same problem on the GPU. To ensure maximum
performance, we will also use ready-made libraries for solving equations systems using the LU fac-
torization method. For this purpose, lapack-3.4.0 and MAGMA libraries (Matrix Algebra on GPU
and Multicore Architectures) were installed on the computing system [9].

Below there is the ur_f1.f90 program, written on FORTRAN 90 for the GPU, for equations
system solving using the LU factorization method:

program testing_dgetrf_gpu_f

use magma

external cublas_init, cublas_set_matrix, cublas_get_matrix
external cublas_shutdown, cublas_alloc

integer cublas_alloc

double precision, allocatable :: h_A(:), h_B(:), h_X(:)
magma_devptr_t .- devptrA, devptrB

integer, allocatable  ::ipiv()

integer .. 1, n, info, stat, Ida, size_of elt, nrhs
real(kind=8) :oops,opsl, t, tl

integer .o tstart(2), tend(2), tstart1(2), tend1(2)
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call cublas_init()

write (*,*) "Input n"

read (*,*) n

nrhs =1

lda =n

Idda = ((n+31)/32)*32

size_of elt = sizeof _double

allocate(h_A(lda*n))

allocate(h_B(lda*nrhs))

allocate(h_X(lda*nrhs))

allocate(ipiv(n))

stat = cublas_alloc(ldda*n, size_of elt, devPtrA)

stat = cublas_alloc(ldda*nrhs, size_of_elt, devPtrB)

do 10i=1,n

do 10j=1,n

h_A(i+(j-1)*n)=(sqrt(i/1.0d0))/11.0d0+(sqrt(j/1.0d0))/12.0d0

if(i.eq.j) h_A(i+(j-1)*n)=10.0d0
10 continue

do1li=1,n

h_B(i)=(sqrt(i/1.0d0))/20.0d0 - 1.0d0
11 continue

h_X(:) =h_B()

call cublas_set_matrix(n, n, size_of _elt, h_A, lda, devptrA, ldda)

call cublas_set_matrix(n, nrhs, size_of elt, h_B, Ida, devptrB, Idda)

call magma_gettime_f(tstart)

call magmaf_dgetrf_gpu(n, n, devptrA, ldda, ipiv, info)

call magma_gettime_f(tend)

call magma_gettimervalue_f(tstart, tend, t)

write(*,*) "time LU =", t

call magma_gettime_f(tstart1)

call magmaf_dgetrs_gpu('n’, n, nrhs, devptrA, ldda, ipiv, devptrB, Idda, info)

call magma_gettime_f(tend1)

call magma_gettimervalue_f(tstart1, tendl, t1)

write(*,*) "time solve =", t1

call cublas_get_matrix (n, nrhs, size_of_elt, devptrB, Idda, h_X, Ida)

write(*,*) "X(1)=",h_X(1),"X(",n,")=",h_X(n)

ops = 2.0d0 * (dfloat(n))**3 / 3.0d0

opsl =2.0d0 * (dfloat(n))**3 / 3.0d0 + 2.0d0*(dfloat(n))**2

write(*,*) ' Gflops LU =", ops /(t*1e6)

write(*,*) ' Gflops summa solve =", opsl /(1e6*(t+t1))

deallocate(h_A, h_X, h_B, ipiv)

call cublas_free(devPtrA)

call cublas_free(devPtrB)

call cublas_shutdown()

end

Here, the subroutine magmaf_dgetrf _gpu is used for LU factorization, and magmaf_dgetrs_gpu
is used to solve the equations system [9,16]. The execution time and computational performance for
them are also considered separately for LU factorization and the solution of the system as a whole.
Let us consider the results of computational experiments. Table 2 summarizes the results of

calculations for the programs presented above for the AMD CPU and the Tesla C2075 GPU with
double precision calculations. Two options are given for the processor: the calculation is performed
by one core and 6 cores. The presented acceleration value does not reach the sixfold value anywhere.
The results are presented as a fraction where the numerator is the counting time in seconds, and the
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denominator is the performance in Gigaflops per second. Separate columns present calculations for
LU factorization and system solutions. The “solution” column numerator gives the working time of
the PDGETRS subroutine, i.e. return trace, and the denominator shows the total performance of sys-
tem solving. It is ovious that the main complexity of the calculations is associated with LU-factori-
zation. For a CPU, it is 26.491/0.121 = 219 times longer than the return trace time, and for a GPU it
is 3.718 / 0.071 = 52 times longer for a 11008x11008 matrix. The ratio increases with the equations
size. Thus, performance evaluation can only be performed by LU factorization.

Table 2
Calculation results for AMD CPU and Tesla C2075 GPU

Ma- CPU AMD Phenom Il X6 1090T GPU Tesla C2075

trix 6 cores 1 core Accelera- | LU-factor. Solution
NXN | LU-fact. Solution | LU-fact. Solution tion
1920 | 0.31/15.4 | 0.01/14.9 | 0.60/7.89 | 0.01/7.77 | 1.92 0.076/61.7 0.010/54.4
3072 | 0.91/21.1 | 0.02/20.7 | 2.38/8.11 | 0.03/8.03 | 2.58 0.230/84.0 0.017/78.4
4992 | 2.62/31.7 | 0.03/31.3 | 8.51/9.75 | 0.06/9.68 | 3.24 0.518/160.0 | 0.029/151.7
7104 | 7.61/31.4 | 0.05/31.2 | 23.52/10.2 | 0.12/10.1 | 3.09 1.180/202.6 | 0.043/195.6
8064 | 10.88/32.1 | 0.07/31.9 | 33.92/10.3 | 0.15/10.3 | 3.10 1.684/207.6 | 0.050/201.7
9984 | 20.23/32.8 | 0.10/32.6 | 61.90/10.7 | 0.24/10.7 | 3.05 2.882/230.2 | 0.063/225.3
11008 | 26.49/33.6 | 0.12/33.4 | 82.28/10.8 | 0.28/10.8 | 3.09 3.718/239.2 | 0.071/234.7
25344 | - - - - - 38.665/280.7 | 0.204/279.2

Table 3 shows the results of performance calculations of LU factorization in GFlop / s for the
GPU Tesla C2075, GeForce GTX 480 and AMD Phenom 11 X6 1090T CPU for single (real) and
double (double) precisions. It can be seen that for the equations size up to 3072, the cheaper GPU
GeForce 480 overtakes the Tesla C2075 GPU. The Tesla C2075 has advantage for big equations. In
general, with double-precision calculations for the 11008 equations size, the GPU Tesla C2075 over-
takes the processor by 239.2 / 34.1 = 7.01 times.

Table 3
Results of productivity calculations for LU factorization in GFlop/s

Matrix GPU Tesla C2075 GPU GeForce 480 CPU AMD

NxN real double real double real double
1920 77.9 61.7 90.9 66.4 18.3 15.4
3072 132.3 84.2 170.1 84.2 30.8 21.1
4992 150.9 160.3 161.2 128.5 50.0 31.7
7104 221.4 203.3 234.3 143.1 60.9 32.1
8064 251.4 208.1 263.4 145.0 58.5 32.7
9984 317.3 230.2 329.7 150.9 71.6 33.3
11008 351.4 239.2 365.3 153.2 73.9 34.1

Table 4 shows the first argument calculations results of the equations system. Here Xr (1) cor-
responds to single precision, and Xd (1) corresponds to double precision. It is clear that the smaller
the equations size, the less Xr (1) and Xd (1) differ. With a system size of 3000 equations, you can
“believe” only the first three significant digits of the first argument, and with a size of 10,000 equa-
tions, the error becomes so large that the first significant digits become questionable. Thus, for sys-
tems with over 3000 equations, it is advisable to use only double-precision numbers in calculations.

Table 4
The results of the first argument calculations of the equations system
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Matrix NxN Argument Xr(1), Argument Xd(1), Difference
Single precision. Double precision |Xr(1)-Xd(1)|

100x100 -9.904994E-02 -9.904992E-02 2.0E-06
1000x1000 7.36474E-03 7.36434E-03 4.0E-04
2000x2000 2.50738E-03 2.50710E-03 2.80E-04
3000x3000 1.16325E-03 1.16273E-03 4.80E-04
4000x4000 4.93012E-04 5.01715E-04 8.70E-02
5000x5000 4.92534E-04 5.03876E-04 1.13E-01
10000X10000 7.34304E-04 7.90892E-04 5.66E-01

Solving a system of 11008 equations with double precision numbers for Xd (1) showed the follow-
ing results:
GPU Tesla C2075 Xd(1)=9.9392662447128E-004
CPU AMD Phenom Il X6=9.9392662452686E-004

Here we can assume that the first nine significant digits are correct.

Conclusions

1. The installation process of the MAGMA libraries is not self-adjusting. Often it is necessary
to make manual adjustments to the libraries when compiling and change the program texts. Therefore,
the libraries’ installation requires sufficient qualifications of a system programmer.

2. The MAGMA and CUBLAS libraries showed approximately the same matrix product per-
formance for both single and double precision numbers. However, performance drops dramatically
for the GeForce GTX 480 GPU when moving from single-precision to double-precision numbers
(about 5.1 times). For the Tesla C2075 GPU, the performance drop does not exceed 2.1 times. Thus,
Tesla C2075 GPU is more suitable for solving complex problems, requiring calculations with double
precision. It also has a global memory of 6 GB (GeForce GTX 480 GPU has 1.5 GB).

3. The GPU GeForce GTX 480 and GPU Tesla C2075 performance for double-precision num-
bers is higher than that of the AMD Phenom II X6 1090T CPU by approximately 3.5 and 6.3 times
respectively. And the performance of the GPU GeForce GTX 480 is 1.3 times higher than the perfor-
mance of the GPU Tesla C2075 for single precision numbers. Therefore, for small tasks that require
no more than 1.5 GB of memory and calculations with single precision, it is better to use GeForce
GTX 480 GPU as an inexpensive and very efficient solution.

4. To achieve maximum performance of the NVIDIA CUDA GPU, it is necessary to use the
MAGMA or CUBLAS libraries, which give an acceleration of the considered calculations about 6.4
times as compared with the use of global memory (the traditional programming method).

5. When solving equations systems, performance can be estimated only by LU factorization.

6. For systems with over 3000 equations, it is advisable to use only double-precision numbers
in calculations.

7. When solving systems with up to 3000 equations, it is advisable to use a cheaper GPU Ge-
Force 480 for computing with any precision. It works in this range of equations faster than AMD
Phenom 11 X6 1090T CPU by 4 times for double precision numbers and 5.5 times for single precision
numbers.

8. For a system of 11008 equations with double-precision GPU computations, it “excels” the
CPU 7 times.

9. When solving systems of equations on a 6-core CPU, it is possible to achieve a maximum
acceleration of 3.24 times as compared to calculations on the 1st core for the ScaLAPACK and AT-
LAS libraries. Sixfold acceleration cannot be obtained. Therefore, the effective use of processors with
a large number of cores with the considered libraries is questionable.

10. The advantage of the GPU over the CPU increases with the number of equations. For ex-
ample, the Tesla C2075 GPU for the 1920 equations in the system is 4 times faster than AMD CPU,
and for 11008 equations it is even 7 times faster.
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11. The considered methods for linear equations systems solving and matrix multiplication are
valid for use in the single GPU computing system. However, it is not known how effective the paral-
lelization of this task is on several GPUs installed in a multi-core system.

I.T.H., mpo$. MsicumeB O.A., 1.T.H., npod. Jlenkos C.B.,
K.T.H., 100. JIKyJIni B.H.,UK.T.H:, nou. Myasip U.B.
HUCITOJBb30BAHUSA GPU NVIDIA ITPU PEHIEHUUA 3AJAY IMHEUMHOWU AJITEBPBI

B pabome uccnedyemcsa yenecoodpaznocms npumMeHenus 2paguiecKux npoueccopos npu peuienun
cucmem JTUHEHHBIX YPAGHEHUI U PACUEma MAMPUYHO20 YMHONCEHUA RO CPDAGHEHUIO C 0ObIYHBIMU MHO20-
A0eprvimu npoyeccopamu. Paccmampusaiomcea ocobennocmu ucnonv306anus u npoodaemovl yCMaHoBKu
ouonuomexu MAGMA. /Ina nposedenus b14UCTUMETbHBIX IKCREPUMEHO8 PACCMOMPEHbL 08€ CUCHEMBbL.
B kastcooii uz nux ycmanoeien uiecmusoepuutii npoyeccop (CPU) AMD. B nepesoii cucmeme ucnonb3oean
epaghuueckuii npoueccop (GPU) Tesla C2075, 6o emopoii GeForce GTX 480 ¢pupmer NVIDIA. GPU evi-
ROJIHAIOM POIb GLINUCTUMETbHBIX YCKOPUMeTell 0N pelleHUsA CUCHeM TUHEHbIX YPAGHeH U U Mampuy-
HO20 ymHoxucenus. Ilpuuem 6 nepeom ciyuae pacuem blnoOIHAEMCA C yUemoM PACRAPAINEIUGAHUA O 6-
a0pam npoyeccopa c ucnonvzosanuem ouonuomex MPI, ScaLAPACK u ATLAS. Bo eémopom u mpemobem
cayuanx — pacnapannenusanuem no aopam GPU Tesla C2075 u GeForce GTX 480 c ucnonvzosanuem mex-
Honozuu CUDA. Boluucnumensusie cucmemsvl pabomarwm noo ynpaeieHuem OnepAyUOHHON CUCHEMbl
mexamu 0na 6-u adepnozo npoveccopa. /Ina npozpammuposanusn na GPU Tesla C2075 u GeForce GTX
480 uncmannupoeanvt eudeodpaiieep nvidia u npozpammuoe ovecneuenue CUDA Toolkit. Ycmanoeneno,
umo npouzeooumenvhocmo GPU GeForce GTX 480 u GPU Tesla C2075 eviue npouszeooumenvrhocmu
menvnocmv GPU GeForce GTX 480 ¢ 1.3 paza eéviue npouseooumensnocmu GPU Tesla C2075 onsa uucen
¢ oounapnoit mounocmoro. Ilokazano, umo 0na docmudiceHUA MAKCUMATLHOU NPOU3BOOUMEIbHOCHU
YCKopeHue pacuemos npumepHo 6 6.4 paza no cpagHeHu10 ¢ MPaAOUYUOHHBIM CROCODOM NPOSPAMMUPOBA-
Hua. Ycmanoeneno, umo npu pewienuu cucmem ypasnenuii Ha 6-u aoepnom CPU yoaemca oocmuub max-
CUMAIbHO20 ycKopeHus 6 3.24 paza no cpagnenuio ¢ pacuemamu Ha 1-m adpe npu ucnonv3o8anuu oudIUO-
mek ScaLAPACK u ATLAS. Illecmuxkpamnozo yckopenua noayyums He yoaemcs. Ilosmomy 3¢pgpexmue-
HOe UCNOIb308aAHUE NPOUECCOPOB C DONBUMUM KOAUUECHBEOM A0EP C PACCMOMPEHHbLIMU OUubIUOmMEKAMU
cmoum noo gonpocom. Ilokazano, umo npeumymwecmeo GPU no cpagnenuro c CPU eo3pacmaem c ygenu-
uenuem uucna ypasnenuii. Hanpumep, GPU Tesla C2075 ona 1920 ypasnenuii 6 cucmeme pabomaem ¢ 4
pasza ovicmpee CPU AMD, a ona 11008 ypasuenuii ¢ 7 pa3.

Knioueewvie cnosa: GPU Tesla C2075, MAGMA, CUBLAS, CUDA, zpaguueckuit npoyeccop,

A.T.H., mpo¢. Mscimes O.A., A.T.H., npo¢. Jlenkos C.B.
K.T.H., 1ou. Ixyaii B.M., k.1.H., 1ou. Myasp L.B.
BUKOPHUCTAHHS GPU NVIDIA ITPY BUPIILIEHHI 3ABJJAHB JITHIMHOI
AJITEBPA

B pooomi oocnioicyemobcsa 0oyinoHicmy 3acmocy8ants zpagiunux npovecopie npu upiuieHHi cuc-
mem JIHIHUX PIBHAHD | PO3PAXYHKY MAMPUYHO20 MHOMCEHHA Y NOPIGHAHHI 31 36uuaiinumu dazamosaoep-
Humu npoyecopamu. Pozenadaiomuca ocodaugocmi eukopucmanns i npodaemu ycmanoeku oioniomexu
MAGMA. /lna npoeedenns 064uciiosaibHuUX eKCREPUMERMIE PO32IAHYmMI 068i cucmemu. Y KoxscHill 3 HUX
ecmanosieno wecmunoepruuit npoyecop (CPU) AMD. Y nepwiiit cucmemi euxkopucmanuii zpaghivnuii
npouyecop (GPU) Tesla C2075, ¢ opyziit GeForce GTX 480 ¢ghipmu NVIDIA. GPU eukonyroms pop oouuc-
JI06AIBHUX NPUCKOPIOGAUIE 0151 GUPIWIEHHA CUCMEM JIIHIHUX PIGHANb | Mampuunozo muodxcenns. Ilpu-
YOMY 6 NEPUOMY GUNRAOKY PO3PAXYHOK GUKOHYEMbCA 3 YPAXYSAHHAM PO3NAPAIENI06AHHA NO 6-30€ep npo-
uecopa 3 eukopucmanuam oioniomex MPI, ScaLAPACK i ATLAS. Y opyzomy i mpemsomy eunaoxax -
posnapanenioeannuam no aopax GPU Tesla C2075 i GeForce GTX 480 3 euxopucmanuam mexmnonozii
CUDA. Obuucnrosanshi cucmemu npayioioms nio ynpaesiinuam onepayiiinoi cucmemu Linux Ubuntu. Ha
Hux ecmanosieHi komninamopu gpopmpan i C ++ 3 nepepaxoeanumu eunie dioniomexamu 01sa 6-u soep-
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Ho2o npouyecopa. /lna npozpamysanna na GPU Tesla C2075 i GeForce GTX 480 incmanvosani gioeoopaii-
eep nvidia i npozpamne 3a6e3neuenna CUDA Toolkit. Bcmanosneno, uio npooykmuenicmos GPU GeForce
GTX 480 i GPU Tesla C2075 suuie npooykmuenocmi CPU AMD npubausno 6 3.5 i 6.3 pazie ¢ionogiono
ons yucen 3 noogiitnorw mounicmio. A npodykmuenicme GPU GeForce GTX 480 ¢ 1.3 pa3zu euuie npooy-
kmuenocmi GPU Tesla C2075 ona uucen 3 oounapuoi mounicmio. Iloxazano, uio 01 00cazHeHHA MaAKCU-
manwvhoi npooykmuenocmi GPU NVIDIA CUDA neooxiono euxopucmannus 6ioniomexk MAGMA abo
CUBLAS, saki 0aiomp npucKkopenns po3paxyHKie npuodnuszno 6 6.4 pazu é nopieHanHi 3 mpaouyiiHum cno-
cobom npozpamyeannsa. Bcmanoeneno, uyo npu eupiwienni cucmem pienans Ha 6-i adepnomy CPU eoa-
EMbCA 00CAZIMU MAKCUMATIbHO20 RPUCKOPEeHHA 6 3.24 pa3u 6 nopieHAHHI 3 po3paxynKamu Ha 1-my a0pi npu
eukopucmanni oioniomex ScaLAPACK i ATLAS. Illecmupa3z06020 npuckopeHHs ompumamu He 60a-
emoca. Tomy epekmuene eUKOpUCManHa RPOUECOPIE 3 8ETUKOIO KITbKICHIIO A0€p 3 pO32AHYmUMU 0iO1i-
omexamu cmoims nio numannam. Ilokazano, wo nepesaza GPU y nopisnaunni 3 CPU 3pocmac 3i 36i1p-
wiennam uucaa pienanv. Hanpuxnao, GPU Tesla C2075 ona 1920 pienans ¢ cucmemi npauioc é 4 pazu
wieuoute CPU AMD, a ons 11008 pisenans ¢ 7 pasie.

Kniouosi cnosa: GPU Tesla C2075, MAGMA, CUBLAS, CUDA, zpaghiunuii npoyecop, NVIDIA
Tesla V100, SMP cucmema, MPI, Scal APACK, ATLAS.
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3AT'AJIBHI IIUTAHHSA

Y]IK 35.082.37 K.BilichK.H. Jlymenko M.IL. (I'VII ' 3CY)
I'yask ¥Y.M. (Kagposuii ientp 3CVY)

OLIHKA EOEKTHUBHOCTI POBOTH CAYIKb (IIIAPO3ALTIB) IEPCOHAJTY
35POMHUX CUJI YKPAIHU B YMOBAX I'lbPU/THOI BIMHHU
(OCOBJIMBOTI'O ITEPIOAY)

Y cmammi onucano eé3aemo3anescnicmo epekmuenozo 6UKOHaHHA 3a60aHb 30 NPUIHAYEHHAM CIIY-
ocoamu (niopozoinamu) nepconany io ix CmpyKkmypu ma 4ucenbHocmi. 30CepedrHceno yeazy Ha 0cooauso-
CMAX 6UKOHAHHA 3A0ay cayxycoamu (niopo3oinamu) nepconany 6 ymosax ocoonueozo nepiody. Kpim mozo,
PO32NAHYMO AKI 3MIHU 6i00yIUCA 8 CMPYKMYPI, uuceabHOoCmi ma QYHKUIAX cayxco (niopo3oinis) nepco-
Hay npu ix nepexooi Ha YYHKUIOHYBAHHA 8 YMOGAX 0C001UE020 nepiody. Haseoeno pexomenoauii ugo0o
PauionanvHol cmpyKmypu cucmemu Kaopoeozo 3a6e3neuents, CRpAMOGani Ha ONMUMAIbHE GUKOHAHHA
3a60and w000 3abe3neuenns nomped 3C Ykpainu 6 1100cvkux pecypcax ma inougioyanvnozo nioxooy 0o
KO0JICHOT ocobu, iT po36umKy, Kap’cpHozo 3pOCMAHHA MA 6UKOPUCMAHHA 8I0N0GIOHO 00 NPUIHAYUEHHA.
3pob.1eHo 6UCHOGKU U000 HEOOXIOHOCHI ROOATBULO20 600CKOHAIEHHA ICHYIOUOT cUCHeMU Kadposozo Me-
HeOHCMEHMY, A MAKOMHC NPUBECOEHH CIMPYKHLYPU Ma YuceabHocmi cayicd (niopo3oinie) nepconasy 3opoii-
Hux Cun Ykpainu y 6ionogionicms 00 nepcnekmueHnoi cucmemu, cmpykmypu i uuceavnocmi “J-cmpyk-
mypu” (J-1), npuitnamoi 3a ocnogy é wimaoax 3opoinux cun kpain — unenie HATO. Onucano nonamms
“eqhexkmusnicmsv” 3 HAYKO60T MOUKU 30pY, Yy KOHMEKCHI 00CII0MHCEHHA Pe3yTbMaAmueHoCmi yHKYioHY-
6aHHA OyOb-AKOi cucmemu abo npouyecie, AK OCHOBHY 61acCmUgicms 0y0b-aKoi cucmemu, y momy Yucii i
cucmemu ynpaeninus. 30iliCHEHO KOPOMKUIL 02150 0eKIIbKOX 6apianmie ouiHKu ehekmugnocmi npoghe-
ciltnoi dianvnocmi cayicod (niopo3odinie) nepconany 3opoitnux Cun Ykpainu nio uum pozymiemscsa npoyec
GU3HAUEHHA eeKmugHocmi JiaIbHOCMI NPAYIGHUKIE CIyHcO (niopo30inie) nepconany 6 peanizauii cmpa-
meciunux 3a60ans 3opoiinux Cun Ykpainu 3 memoro nociiooenozo HakonuuenHsa ingpopmauii, Heodxionoi
0151 RPUTIHAMM A ROOAILULUX YRPAGITHCOKUX PilleHb. 3anPONOHO6AHO HANPAMOK | NePCHEeKMUsU noOA1b-
wux 00cniodcens y cehepi dianvnocmi cyrco (niopo3oinie) nepcounany.

Kniouoei cnosa: éiiicekosa kadposa noaimuka, ciyxzcoa (niopo3oin) nepcounany, 2iopuona giitna, oco-
oOnueuil nepioo, eghexmugHnicmo.

Beryn. CyuacHi nepeTBOpeHHS B JiepKaBl BUMAraroTh HaJIlIHHOTO 3aXMCTY BiJl 30BHIIIHBOI ar-
pecii Ta moTpedyrTh KOHCOMI Al cyciibeTBa, [Ipu ibomy 36poiini Cun Ykpainu (gam — 3C Yk-
paiHM) BIIrparoTh MPOBITHY POJIb Y 3a0e3MeueHH] HallloHAIbHOI Oe3neku. OJJHUM 13 IPIOPUTETHUX
HaIpsIMiB M1JBUIIEHHS €EKTUBHOCTI (OPMYBaHHS Ta peaiizallii Jep>KaBHOT OJITUKU 3a0e31eueHHs
HaIlOHAJIBbHOI O€3MeKH € YIOCKOHAJCHHS HayKOBO-METOAMYHOIrO Ta iH(OpMalliifHO-aHATITHYHOTO
3a0e3MeyeHHs BCIX CUCTEM YIPABIIIHHA, Y TOMY YHCI1 CIIyXO0 (MiAp0o3/A1IiB) IEpCOHAIY.

3 orsy Ha Te, 0 Halla KpaiHa nepedyBae B yMOBax riOpuaHOI BiffHHU, 3BaKal0Yl HAa 3HAYHE
PO3MIUPEHHS CIIEKTPY BUKIIMKIB Ta 3arpo3 HAI[lOHAJBHIN Oe3merni YKpaiHu mocTae MUTaHHS HAYKO-
BOT0 OOTPYHTYBaHHS CUCTeMHU (DYHKIIIOHYBAHHSI OPTaHiB JIep>KaBHOI BJIaJX Ta 3a0e3neueHHs (QyHK-
unionyBanHs 3C Ykpainu.

VY 11bOMy KOHTEKCTI 3pOocTae morpeda B 3apoBaKEHHI HOBUX IMiJIXO/IB y BilICbKOBI KapoBii
MOJIITUIIL, SIK JIEP’KaBHOTO KaJpOBOTO MEHEKMEHTY Yy BIMCHKOBIN cepi. A kaapoBa mosituka, 6e3-
YMOBHO, pealli3yeTbCsl B YIPABIiHHI IIEPCOHAIIOM Yepe3 AisJIbHICTh KaJAPOBHUX OpPraHiB, iX KaJpOBY
poborty.

ITocTanoBKa npodJieMu. AHai3 pi3HOMaHITHUX JOCHIKEHb, IPUCBIYEHUX MTpoOIeMaMm Mij-
BUIIEHHS €(EeKTUBHOCTI KOMIUIEKTYBAaHHSI OCOOOBHM CKJIa/I0M, OLIHIOBaHHIO €(EeKTUBHOCTI pOoOOTH
ciyx6 (miapo3ainiB) nepconany 3C YkpaiHu Ta CHCTEMH KOMIUIEKTYBaHHS B3aralli, IOKa3ylOTb, 10
1l TUTAHHS aKTUBHO JOCTIHKYIOThCS. OCOOMMBOT yBaru BOHM HaOyBalOTh ChOTOJTHI, KOJIM KpaiHa Te-
pexonuTh BiA TeHAeHI i ckopouyBaHHg 3C YKpaiHu 10 HapoIyBaHHS KaJApPOBUX Ta OOHOBHX MOTe-
HII1aJIiB BIHCHKOBUX (DOPMYyBaHb 3 METOIO MIABUIIICHHS PiBHA 000poHO3AaTHOCTI. CTaH, y IKOMY Tie-
peOyBaroth 3C YKpaiHu HE BiIIOBIJa€ BUMOI'aM ChOTOJICHHs, TOOTO yMOBaM iX (DyHKIIIOHYBaHHS B
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CTaH1 MiABUIIEHOI 00H0BOT TOTOBHOCTI. OJIHI€IO 13 TOJIOBHUX MPUYUH TAKOTO CTaHy € Hee(heKTHUBHE
peopMyBaHHsS TPOTIATOM OCTaHHIX POKIB ciyx0 (mizposniniB) mepcoHany 3C YkpaiHu, 10 Bxe
MIPU3BEIIA 10 HEBIAMOBIAHOCTI KajapoBoro noreHmiany 3C Ykpainu cydacHuM BUMoram. IcHyrodi mij-
XO/JTH 1II0JI0 OLlIHIOBaHHS e(peKTUBHOCTI poOoTH ciryk0 (miapo3aini) nepconary 3C Ykpainu He 10-
3BOJISFOTH OTPUMATH MOBHICTIO 00’ €KTUBHY OIIIHKY iX (DYHKI[IOHYBaHHS, a TUM OLIbIIIE HE JO3BOJIS-
IOTh OIIIHUTHU Pi3HI BapiaHTH MPOMO3MLIN MO0 YAOCKOHAJCHHS CIyXO0 (MiApo3AisiB) mepcoHary
3C Ykpainu, Ta NPUAHATH PIIICHHS 1010 BUOOPY HAMOUIBIIT ONTUMAJIBHOTO 13 HUX.

Buxonsuu i3 3a3HaU4E€HOTO PO3TIISIT MAUTAHHS (PYHKIIIOHYBAHHS CITYKO0 (ITiIpO3/1iJIiB) IEPCOHATY
Ta BU3HAYCHHS BaplaHTy OIIHIOBaHHS €(QEKTUBHOCTI iX pOOOTH € aKTyaJbHUM IMHUTAHHSM ChOTO-
JICHHSL.

AHaJi3 ocTaHHIX JocaiTKeHb i mydaikaniii. [lutanasm QyHKIioHyBaHHS CTyk0 (ITipo3.1i-
JIiB) MEpPCOHAy 3 ypaxyBaHHSM IEPCIEKTUB PO3BUTKY 30POHHUX CHJI Ta 3 YpaxyBaHHSIM IOMepe-
HBOTO JIOCBi/ly B YMOBax Jii 0COOIMBOrO Mepioay 3aiMaroThCs pi3Hi HayKoBIIi Ta cneniaiictu. Cepen
OCTaHHIX, HociimkeHHs (axiBiiB HaykoBo-mgocmignoro iHcTuTyTY 3C YKpaiHu, siKi OnpaIroBajiy pe-
KOMEH/IAIIi1 I[0/10 PaliOHAIbHOI CTPYKTYPH CHCTEMH KaJIpOBOTO 3a0€3MEUeHHS 3 ypaxyBaHHIM Iep-
criekTuB po3BUTKY 3C YKpaiHu, a came: peKOMeH 1allii 3aralbHOT0 XapakTepy 00 YIOCKOHAICHHS
crcteMu KaapoBoro 3abe3nedeHHs 3C Ykpainu; peKoMeH a1 1010 yI0CKOHAIEHHS CTPYKTYPH CH-
cTemu kazapooro 3abesneyeHHs 3C Ykpainu; pekoMeHalii o0 yIOCKOHATIEHHS CUCTEMHU KaJIpo-
BOTO 3a0€3MeUYCHHS 32 HAIIPSIMOM “‘3aTydeHHS Ha BIHCHKOBY CITYKO0Y’’; peKOMEH/IaIlii 010 YI0CKO-
HAJICHHS CUCTEMHU KaJpOBOT0 3a0e3MeYeHHs 3a HapsAMOM “MiArOTOBKA KaJIpiB”; peKOMeHAallii 1010
PO3BHUTKY CHCTEMHU KaJIPOBOTO 3a0€3MeUeHHs 3a HAIPsIMOM “‘KaJpoBHil MeHeKMeHT . HaBeneno pe-
KOMEH/AIli1 IO0A0 pallioHaIbHOI CTPYKTYPH CUCTEMH KaJpOBOTO 3a0e3MeUeHHsI, CIIPSMOBaHI Ha OII-
TUMaJIbHE BUKOHAHHS 3aBJiaHb 110710 3a0e3neueHHs notped 3C Ykpainu B JIOJCHKUX pecypcax Ta
1HAMBIAYaIBHOTO MIIX0TY 10 KOXKHOI 0CO0H, 11 PO3BUTKY, Kap €PHOTO 3pOCTAHHS Ta BUKOPUCTAHHS
BIJIMTOBIHO JI0 IPH3HAYCHHSI.

[Tpobnemamu po3poOKH KpUTEPIiB €PEeKTUBHOCTI YIPABIIHCHKUX MPOLECIB PO3IIIAIATUCS Ta-
KUMHU HaykoBIsiMu, sk: P. bemnman, P. Kama6a, H. Kpacoscekuii, H. Moiicees, C. [lonenina,
A. daiiHcrelin Ta iHmi. CydyacHa HayKa pO3IIAJae JOCTaTHbO LIIMPOKHNA CIIEKTp KpUTEpiiB, sKi 3a-
CTOCOBYIOTBCSI B PI3HHUX 00JIaCTSX 3HAHb, YINPAaBIIHCHKUX Ta 1HQOpPMAIIITHUX CHUCTEMax, TakKl fK:
OaifecoBChKUI KpuTepil, Kputepiit I'ypBina, kpurepiil “igeanbHoOro cnocrepiraya’”, KpUTepii sIKOCTI,
KpUTEPI MaKCUMAaJIbHO MIBUAKO/IT, KpUTEPI MIHIMAKCHUM, KpUTEPI MIHIMyMY BIPOTIAHOCTI IO-
MUWJIKH, KpUTEPii MiHIMYMY cepeTHbOr0 pU3UKY, kputepiit HaiikBicTa, kputepiit Heitmana — [lipcona
TaiH. [1, 2].

Bitunsnsni HaykoBui O. Bomunms, O. Cemenenko, FO. JloOpoBonbcrkuii, A. bepaounuk y
CBOIX HAYKOBUX POOOTax 3arporoHyBald METOIUKH OLIIHKU €(peKTUBHOCTI PYHKIIIOHYBaHHS CUCTEM
(opraniB) komiuiekTyBanHsa 3C YkpaiHu oco00BUM cKkiaaoMm [3].

C. borynos, O. I'epman, O. Cakyn, b. llynens y cBOiX IOCHIIKEHHIX BUCBITIWIN Takl J0-
CTaTHI YMOBH e€(eKTUBHOI pOOOTH KaJIpOBUX OpPraHiB: KUIbKICHA Ta SKICHA YKOMITJIEKTOBAaHICTh OCO-
OOBHMM CKJIaJIOM BIJIMOBI/Ia€ IFOYMM HOpMAaTHBaM; €EeKTUBHE TJIaHYBaHHS Ta MPOTHO3YBAHHS KaJI-
POBOT cUTYyaIlii; BUCYBAaHHs Ha BHILI IOCA/IM Ta HANPaBJIEHHS Ha HABUAHHS 3/[1HCHIOETHCS BUKIIOUHO
3 KaJIpOBOTO PE3€PBY; HE MOMYCKAIOTHCS BUMAAKU (popMaizMy Ta MPOTEKI[IOHATI3MY 1111 9ac pOOOTH
3 KaJjpaMy; SKICHO Ta CBOE€YACHO OIPaIbOBY€ETHCS 3BITHO-00IIKOBA CTATUCTUYHA JOKYMEHTALlis, M0-
JAIOThCS JOKYMEHTH Ha MMPUCBOEHHS BIMICHKOBHX 3BaHb Ta MEPEMILLIEHHS MO CIyXk01; CHCTEMaTHYHO
aHaJI3y€eThCs AKICHUN CKJIaJ BIHCHKOBOCTYKOOBIIIB Ta TOTYIOThCS MPOTMO3HUIIIT OO0 X MOJANBIIOT0
CITy’)KOOBOTO BUKOPHCTaHHS; CBOEYACHO Ta €)EKTHBHO BUKOPUCTOBYIOTHCS BCI METOAH MOPATBHOTO
Ta MaTepiaJbHOI0 CTUMYJIIOBAHHS 3a JJOCATHYTI Pe3yJbTaTH Yy CIy*kO01; AKICHO 1 CBOEYACHO 3]IIHCHIO-
€THCS B1I0Ip Ta pO3CTAaHOBKA KaJIpiB HA IMiJICTaBl YNHHOTO 3aKOHO/IaBCTBA; 3aCTOCOBYIOTHCS CyJacHi
METOAM KaJpPOBOT0 MEHEXKMEHTY Mij 4ac poOOTH 3 0COOOBUM CKJIAJ0M JUI 3a1100IraHHs IIIMHHOCTI
KaJIpiB; BIZICYTHI CKapTy Ha MPAIliBHUKIB KaJAPOBUX OpraHiB [4].

V crarTi yBara 30cepe/pkeHa Ha JisIIbHOCTI CIyx0 (IiApO3AiIiB) MepcoHaly IiJ 4ac BEACHHS
riOpuIHO1 BiiHH (B YMOBaX 0COOJIMBOTO TEPIOY).

Merta cTaTTi noiirae y BU3HauU€HHI BapiaHTy OLIHKU €(EKTUBHOCTI (DYHKIIIOHYBAaHHS CIIYXO
(Tiapo3auTiB) IEPCOHAITY il Yac BeICHHS T1OPHIHOI BiitHU (B YMOBax 0COOIMBOTO MIEPIOY).
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Buxaanennsi ocHoBHoro marepiany. CydacHuid mporiec po3Butky 3C VYkpaiHu TICHO
OB’ sI3aHU 31 3MiHAMU BCi€i CUCTeMH yIIpaBIiHHSI, iepeadaJae ii BiXia BiJ MPUHITUITIB aqMiHICTpa-
TUBHO-KOMAaHTHOI'O KE€PIBHULITBA OJHUM 13 €JIEMEHTIB KOO € CHCTeMa KaJpOBOI0 MEHEKMEHTY,
OCHOBHA M€Ta SKOT'0 — 3a/I0BOJILHUTH MOTPeOU 30pOHHUX CHIT y KBaTi(iKOBAaHUX KaJpax, ePeKTHUBHO
BUKOPHUCTOBYIOUYH iX 3HAHHA 1 HABUYKH 3 YpaxyBaHHAM MOXJIMBOcTel camopeainizauii. [IpoBenenHs
IIECTH Yepr YacTKOBOI MOOLTI3aIIii i1 Yac MPOBEJACHHS aHTUTEPOPUCTUYHOI OTepallii Ha cXo/i YK-
paiHu 3acBiIUMIIO, 10 HAMAraHHS CTBOPHUTH LIJTICHY Ta €EKTUBHY IEHTPAII30BaHy CUCTEMY ITiJIT-
PUMKH MIPUAHATTS PillicHb B YIPABIIiHHI IEPCOHATIOM MPOUIIIN MEPEBIPKY HA JI€3AaTHICTH HA MPaK-
TULI 1 MOKa3alMd CBOIO HEE(EKTUBHICTh Yy MUTAHHSIX YIPABIiHHS I1€PCOHAIOM, 30KPEMa, CTOCOBHO
BIMICBKOBOT'O OOJIIKY IEpCOHAY, IO MOTPEeOye MOCTIHHOTO BJOCKOHAJICHHS 3 TUTaHb OOJIIKY SK Bili-
CHbKOBO3000B’sI3aHUX TPOMAJISH, TaK 1 0coboBoro ckiany 3C Ykpainu, sIKHi MPOXOAUTH AIHCHY Bild-
CBKOBY CITy»O0y [5]. BianmoBigHo 10 mpoBeaeHOTo aHami3y OyJi0 BCTAHOBJICHO, IO /IS BUPIMICHHS
po0JIeM, 110 BIUTMBAIOTH HA POOOTY CIIyK0 (ITipO31iIiB) MepCOHATY B YMOBaX 0COOIUBOTO MEPioTy
HEOOX1THO CKOpEeryBaTH 3aBJaHHsS Ta QPYHKIIT ciry:x0 (IMiIpo3/i1iB) MepcoHaly yCiX piBHIB OpraHiB
BIICPKOBOTO YNPAaBIIHHA Ta BiiiCBKOBMX KOMicapiaTiB, BU3HAYMTH Ta YIOCKOHAIMUTH iX OpraHiza-
LIHHO-IUTAaTHY CTPYKTYpY, @ TaKOXX aBTOMATU3yBaTHU MPOLECH OOJIKY AiH04Oro 0co0OBOI0O CKIIAIY
3C Ykpainu Ta BilicbKOBO3000B’I3aHUX TPOMAJISTH Y KpaiHH.

Jo6pe Bigomo, 1m0 nounHarouu 3 2012 poky cTpykTypa KaJpoBUX OpraHiB (Ha TOW yac) moc-
TIHHO 3MIHIOBAJIACs 1 MPOSIBIISIIACS TCHJCHIIIS CKOPOYCHHS CTPYKTYp Ta OCOOOBOTO CKIIQAY CIYkKO
(maposainiB) nepconany. byio po3gopmoBano kaaposi neHTpu CyXxomyTHHUX BiliChK Ta BilicbkOBO-
Mopcekux Cun 3C Ykpaiau. Kaaposuii nentp Ilositpstaux Cun 3C Ykpaiau po3dopmyBatu He
Beruriu. [loctynoso, npotsirom 2014-2018 pokiB, kKaapoBi LIEHTpH OyJI0 BiAHOBIECHO Ta YKOMILIEK-
TOBaHO KBaJi(ikoBaHMMHU crierianictamu [6]. Ha renepiiniii uac, mopiBHIOIOYH 3 TOYATKOM BEACHHSI
riOpuaHOiI BiliHU, BIAOYNIHCSA CYTTEBI 3MIHH Yy CTPYKTYpi ClykO0 (MiApo3AisiB) mepcoHally, 3MiHH B
YHCETBHOCTI MPALiBHUKIB CITYXO0 (IMipOo3i1iB) IEpCOHAITY, a TAKOXK BiJI0yBa€ThCSl aKTHBHA aBTOMa-
THU3aLlis MPOLIECIB X MOBCAKAEHHOI AISUTBHOCTI HA BCIX PIBHAX BIHCHKOBOIO YIIPABIIiHHS.

Ha croroanimmsiil nens y 3C Ykpainu po3nozis HOBHOBaXEHb MK KaJJpOBUMHU OpraHaMu Biii-
CHKOBOTI'O YIIPaBIIIHHS CUCTEMH KaapoBoro 3adesneueHHs B 3C YKpaiHu Ta BEICHHS HUMU BIHCHKO-
BOT'0 O0JIIKY MEPCOHATY 3/IIMCHIOETHCS HA TPHOX PIBHSX:

BUIIMI piBEHb YIpaBIiHHSA — cTpaTeriyHuid. Komanupu 1boro piBHs 341HCHIOIOTh YIIPaBIiHHS
y IpAMOMY CEHCI LIbOT0 ciioBa. Ha 11boMy piBHI po3po0IIsItOTECS JOBFOCTPOKOBI MPOTrpamH, repcre-
KTHUBHI 1[I KaJpOBO1 MOMITUKU (KOHIEMIIi1), MPUAMAIOThCS PIIICHHS MO0 HaWBAXKIHUBIIINX 1 HAM-
CKJIQIHIIITNX MPOOIIEM.

CepenHiil piBeHb — ONepaTUBHUIN PIBEHb YIPABIIHCHKOI AiSJIBHOCTI, HA IKOMY OpraHu 0c000-
BOT'O CKJIaJy 3[IIHCHIOIOTH OpraHi3alio KaapoBoi npodeciiHol AiAIbHOCTI B 3’ €JHaHHSAX. [1e po3cTa-
HOBKa Oe3Mocepe/IHiX OpraHi3aTopiB 1 BUKOHABIIB 3aX0/iB. BaXkJIMBUM HampsMOM JisSIBHOCTI Op-
raHy yIpaBJIiHHs € HABUYaHHS Ta JOIIOMOra KOMaHaupam i odimepaM y poOOTi Ta KOHTPOJIb 3@ BUKO-
HaHHSM pillleHb, y3araJlbHEHHS 1 MOMUPEHHS ePEeI0BOT0 10CBINY.

TakTuuHMi piBEHb YIPABIIHCHKOI JISUIBHOCTI MPUTAMaHHUM JaHIl “BiiicbKkOoBa YaCcTHHA — Bil-
CHKOBMIA KOMicapiat — mipo3ain”. Ha npomy piBHI 31 CHIOETHCS Oe3M0CepeIHs OpraHizallis yrnpas-
JIIHHS IEpCOHANIOM, TOOTO KaapoBa podoTa.

Taxkum urHOM, LiJIi Ta PILLICHHS, SIK1 pO3POOIAIOTHCS Ha CTPATEriuHOMY PiBHI yIIpaBIIiHHS, yTO-
YHIOIOTHCSA ¥ KOHKPETU3YIOThCS Ha ONEepaTUBHOMY PiBHI, MICJS YOO BUKOHYIOThCS O€3M0CepeHbo
Ha TAKTUYHOMY PIBHI.

Pesynbratu nocnimpkens LleHTpanbHOro HaykoBo-gociigHoro iHctuTyty 3C YkpaiHu cBif-
4aTh, 10 CTPYKTypa ciayx0 (IiApOo3aiiiB) MEpCOHATY, YUCENBHICTh iX MEPCOHANy Ta PO3MOILT 3a-
BJIaHb MK HUMH NTOBHHHI 3a0€31euyBaTy NOBHOTY Ta CBOEYACHICTh BUKOHAHHSI TOKJIA/IEHUX Ha CITy-
X0y (Miapo3ain) mepcoHany 3aBaasp [7].

BianosigHo 10 KepiBHUX JHOKyMeHTIB [8], ciry:k0a mepcoHany — CTPYKTYPHHUUR MiAPO3IiT op-
raHy BiiCbKOBOTO YIPaBIIiHHS, 3’ €THAHHS, BIICbKOBOI YaCTHHH, BiliICbKOBOTO HaBYAJIHHOI'O 3aKJIAY,
yCcTaHOBU a0o0 oprai3zaiii (mocajgoBa ocoba, Ha SKy IMOKJIAJIEHO 3aBlIaHHs KaapoBOi poOOTH, e
IITaTOM HE mepeadadeHo BiAMOBITHOTO oprany abo oKpeMoi ITaTHOT Mocan), SKUN MpU3HAYCHUN
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JUTsI peatizarlii AepKaBHOI BIIChKOBOI KaJIpOBOT MOJIITHKH Ta MOJITUKH 3 TUTaHb TPOXOKEHHS JIep-
xaBHO1 ciry:x6m y 3C Ykpainu, komruiekryBanas 3C YkpaiHu 0coO0BUM CKJIaJOM Yy MUPHHI yac, a
TaKOX BIHCHKOBO3000B’I3aHUMHU B OCOOJIMBHIA TIEPi0/1, 3a0€3MeUeHHS TPOXOKEHHS BIHCHKOBOT CITy-
XKOU (TpyZOBOI IiSUTBHOCTI) TPOMaAsTHAMHU Y KpaiHH BiJIMOBIIHO JI0 3aKOHOAABCTBA.

Takum 9rHOM, AISUTBHICTD CIYXO (TAPO3MLIIB) IEpCOHATY HE OOMEXKYEThCS JIMIIE BUPIIICH-
HSIM MUTaHb MPHIOMY, 00JIIKY Ta 3BIIBHEHHS 3 BIICBKOBOT CITyOU. A i peani3ali€o KI0YOBUX MH-
TaHb BICHKOBOI KaJPOBOT MOJIITUKH.

Tak, 3 mo4aTkoM 0COOJIMBOTO MIEPiOy OCHOBHA poOO0Ta cIyK0 (MiaApo3aiiB) mepcoHary Oyma
CIPSIMOBAHA Ha PO3B’s3aHHS NPOOJIEM ONEPaTUBHOIO KOMIUIEKTYBaHHS 0COOOBUM CKJIAZIOM YacTUH
(miapoznini) 3C Ykpainu, y mepiry 4epry BiiCbKOBHX YaCTHH O0HOBOTO CKJIAy, KPIM TOTO:

YIOCKOHAIIOIOTbCS. HOPMATHUBHO-TIPABOBI aKTH Ta KEPiBHI JOKYMEHTH, SKMMHU BPETYJIbOBY-
I0ThCS TUTaHHA KoMIUIeKTyBaHHA 3C YkpaiHu 0cOO0BUM CKJIAZIOM, HOPSIKY IPOXOPKEHHS BIHCHKO-
BO1 CITyKOH, MiJBUIIEHHS MOTHUBALlIi Ta COLIAIBHOTO 3aXUCTY BilICBKOBOCIY>KOOBIIIB B OCOOIMBUI
nepion;

BUKOHYIOTBCSl 3aXOAM IIOAO PO3BUTKY MPOQECITHOrO CEepKaHTCHKOTO Ta CTAPIIMHCHKOTO
CKIIay;

JIeTIETOBAaHO OKpeMi OBHOBa)keHHsI MiHicTpa 000opoHM YKpaiHu, HadyanbHUKa | eHepaibHOTO
mraly — ['onoBHokomannyBadya 3C Ykpainu Ta iX nepiux 3acCTyMHHUKIB KEpIBHUKAM OpPTaHiB BiiiCh-
KOBOT'O YIPABIIIHHS HUKYOTO PIBHS Ta CIYXO IMEepCOHAITy MIOA0 MPUCBOEHHS BiCHKOBUX 3BaHb Ta
3BUIBHEHHS 3 BIMICHKOBOT CITyXOH;

PO3MIUPEHO TOBHOBAKEHHS KOMaHIMPIB MIOA0 MPU3HAYEHHS HA ITOCAIH JUIS T IBULIICHHS OTIe-
PaTUBHOCTI NPUNHHATTS KaJPOBUX PIllIEHb;

cOpMOBaHO Ai€BHI KAJAPOBHI PE3epB 3 UMCIIA YIACHUKIB aHTHUTEPOPUCTHYHOI orepamii s
KOMIUIEKTYBaHHS KEPIBHHX MOCA]l BiiCbKOBOCITYXOOBI[IB B OpraHax BifiCbKOBOTO YIpPaBIiHHS Pi3-
HOTO PiBHS,

3alpOBaPKEHO HOBY KOMIUIEKCHY CHCTEMY OLIIHIOBaHHS BiCHKOBOCIYKOOBIIIB 13 000B’SI3K0-
BHUM BpaxyBaHHSM 11 pe3y/IbTaTiB Ha €Taml MATOTOBKH Ta MPUUHSTTS KaJIpOBUX PIILIEHb;

IIPOBE/ICHHS IIOPIYHOTO OLIIHIOBaHHS CITY>KOOBOI JISUIbHOCTI BIHCHKOBOCITY>KOOBIIIB, SIKI BUKO-
HYIOTh 3aBJIaHHS B oreparii 00’ € AHaHUX CUJI, 31 CKJIaJJaHHSAM CKOPOYEHOI OL[IHHOI KapTKU B1MCHKO-
BOCITYKOOBIIS;

3aMpOBaHKEHHS MPOLIETyPH CAaMOOIIIHKH BIHCHKOBOCIYKOOBIIIB, sIKa BiTOOPaX)aETHCS B HOTO
OLIIHHIN KapTIIi;

TIePETrJIsA/l Ta eTali3allisi KpUTEePIiiB OIIHIOBAHHS CITYKOOBOI JisSTTbHOCTI BIHCHKOBOCTY>KOOBIIIB
3 ypaxyBaHHAM cHenudiky iX ciyk00Boi IiSIBHOCTI 32 MOCAAAMU, SIK Y MUPHUI yac, Tak 1 Ha 0c00-
JTUBUM TTEP10J;

MIPOJOBXKYETbCS BIPOBADKEHHS €MHOT aBTOMAaTH30BaHOI i1H(pOpMaliifHO-aHATITUYHOI CHUC-
TeMH OOJIIKY Ta yNpaBIiHHS IEPCOHAIOM TOIIIO.

[opsia 3 MM 3aIMIIAETHCS HEBUPIIICHOO HU3KA MUTaHb, TO3UTUBHUN BIUIMB MTPOBEACHUX 3a-
XOJIiB Ha SKICHUHM cTaH KoMIuiekTyBaHHs 3C YkpaiHu yciMa KaTeropisiMu 0coOOBOTO CKIamy J0cCi
HE/IOCTaTHiH.

Tax, He HaOy/IM CUCTEMHOI0 XapakTepy MepemniroToBKa Ta MiJBUIIeHHs KBaiidikamii paxis-
1iB cnyx6 nepconany MinictepctBa oboponu Ta 3C Ykpainu. Cucrema ynpaBiliHHSA Kap €poro He
3a0e3rneuye Ha IOCTaTHbOMY PiBHI IJIaHYBaHHS Ta YIPaBIIIHHS Kap €pol0 BIHCHKOBOCITYXOOBIIIB, HE
CIIpsIMOBaHA Ha ONTHUMaJIbHE BUKOHAHHS 3aB/aHb 11010 3a0e3MeueHHs ToTped 30pOMHUX CHIT Y JIFO-
CBKHX pecypcax Ta 3aCTOCYBaHHS 1HIUBIIYAIbHOTO X0y A0 KOKHO1 0COOH, 1i pO3BUTKY, Kap’ €p-
HOTO 3pOCTAaHHS Ta BUKOPHCTAHHS BIJMOBITHO 10 Mpu3HauYeHHs. JlonycKkaeThCcsi HE0O €KTUBHA Olli-
HKa CIIy’k00BO1 ISIILHOCTI MIJUIETNINX 1] Yac iX arecTyBaHHs. PoTanis odinepchkoro ckiany BUKO-
PHUCTOBYETHCS HE JOCTATHHO €(DEKTUBHO Yepe3 HEBUPILIEHICTh COLIATBbHO-TIOOYTOBUX MPOOIIeM Bili-
CHKOBOCITY>KOOBIIIB. IcCHYIOUa CCTEMa KOMITJIEKTYBAaHHSI HE 3a0e3Ieuy€e HaJIeKHOTO PIBHS YKOMILIE-
KTOBAHOCTI O(IIIEPCHKUX MOCa, OCOOIMBO MEPBUHHUX, Yepe3 pi3Ke 30UIbIICHHS TAaTHOI YHCEb-
HOCTI Ta 3BUIBHEHHSI 0COOOBOTO CKJIaay 3 BIICHKOBOI CITy»0u [8].
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VY 11bOMy KOHTEKCTI CJTiJ1 3pOOMTH BUCHOBOK, 1110 Ha AaHoMy eTari pyHkmionyBanss 3C Ykpa-
iHH, iICHYIOYA CUCTEMa KaJIpOBOTO MEHEKMEHTY NOTpeOye MONANBIIOr0 BJAOCKOHAICHHS, a CTPYK-
Typa Ta YUCENBHICTh cyk0 (miapo3autiB) nepconany 3C Ykpainu noTpeOyroTh MPUBEICHHS Y BiI-
MOBIIHICTh JI0 MEPCIIEKTUBHOI CUCTEMU, CTPYKTYPH 1 uncenbHocTi “J-ctpykrypu’ (J1), mpuitHsATOI 32
OCHOBY B mTabax 30poiHux cui kpain — wienis HATO [9].

Pazom 3 THM, iICHYIOTH METOIH, SKi JI03BOJISIIOTH BUMIPATH €PEKTHBHICTH POOOTH CIyx0 (Tija-
PO3/1I1iB) IEPCOHATTY EMITIPHYHO.

EdekTuBHICTD € OJHIEI0 3 HAWBAXKIIMBIIMINX 3aralIbHOHAYKOBUX KAaTEropii 1 uepe3 1e MUPOKO
3aCTOCOBYETHCS B PI3HUX rally3siX JIFOJACHKOI AISJIBHOCTI. ICHY€e KijbKa BU3HAUEHb I1i€1 BaXJINBOI Ka-
Teropii, SKUMHU PO3KPHUBAETHCHA 11 CYTHICTh. [IOHATTS “ePEeKTHBHICTH” € TMOXITHUM BiJl TOHSTTS
“edext”. Edexr (Bin nat. Effectus) — pesynbrar neBHux nii, 3axoziB. EQexTuBHMA, Ni€BUil, SKU
nae O6axxaHuii pe3yabTaT. OTxe, eDEeKTHUBHICTD 1€ Pe3yJbTaTUBHICTh, Aii 4oro-HeOyab. [loHATTS
“eeKTHBHICTH” 3 HAYKOBOI TOYKH 30pY, K IIPABHIIO, BUKOPUCTOBYETHCS B THUX BUIAIKaX, KOJIU J0-
CITKYETHCS PE3YIbTaTUBHICTh (DYHKIIIOHYBaHHSI, OY/Ib-KO1 CHCTEMH a00 MPOIIECiB, TOOTO 1€ HE IO
iHIIIe, SIK OCHOBHA BJIACTHBICTH OY/Ib-KOT CHCTEMH, Y TOMY YHCHI 1 cuctemu yrpasiinas [10].

VY cyuacHill Haylli MiJl OIIHKOIO MePCOHATY PO3YMIIOTh MPOIeC BU3HAYCHHS €eKTUBHOCTI Jli-
STTBHOCTI MIPALliBHUKIB CIIYXO0 (MiApo3/4iiiB) MepcoHaty B peamisamii crpareriunux 3aBaanb 3C Yk-
paiHu 3 METO IOCIIIIOBHOTO HAaKONMWYEeHHs iH(opMarllii, HeoOXiaHOT A1 TPUHHATTS MOAAIBIINX
YIpaBIiHCHKUX pimreHs [11].

BapTto BiaMiTuTH, 1110 €EKTUBHICTh POOOTH MPAILIBHUKIB CIY>KO (IMiIpO3A1IiB) IEPCOHAY Ki-
JBKICHO JIOCTaTHHO BAKKO BUMIPSTH. Y LIJIOMY II€ TIOJISTAE B TOMY, IO 11 pe3ybTaT HE TUIBKH HE
BHUPAXA€THCS MPUOYTKOM, ajie 1 He MPOSIBISIETbCA Oe3MmocepeiHbO (HAMPUKIIA COI[iabHO, MOMITH-
9HO). TakuM 4MHOM, OIiHKa e()EeKTUBHOCTI JISUTBHOCTI TAaKUX MPAIiBHUKIB € HA0AraTo CKJIAIHIIION,
HIXK CTBOPEHHS aHAJIOTIYHUX PO3PaxXyHKIB JIJIsl IMBUILHUX MPalliBHUKIB BUPOOHNUOT chepu uu chepu
nociyr [12].

Ha tenepiniHiii 4ac He iCHy€e OJTHOT'O CTAJ0r0 METOJly OLIIHKHM €(peKTUBHOCTI AISUIBHOCTI CITIYXKO
(mizpo3aiiiB) MepcoHamy, sSIKui Ou 103BOJISIB TOBHICTIO B1I0OPa3UTH CTYMIHB iX IPUCTOCOBAHOCTI /10
CBOT'O L[IJIbOBOT'O MPH3HAUEHHs — IOJOBHA, IIJIbOBA BIACTUBICTh CIYKOM (IAPO3ALTY) HMEpCOHAILY
3a0e3mneuye TOCATHEHHS METH KaJIpOBOTO 3a0€3IeUeHHS 3 HAWMEHITUMHE BTPAaTaMH ITiJT 4ac MePexoay
Ha (DYHKIIIOHYBaHHS B yMOBaX OCOOJIMBOTO Mepiojly Ta 30UIbILICHHS MOTpeOn B 0COOOBOMY CKJIaIl.
Haii6i1b11 epexTrBHOMO ci1yk0a (MiAp0o3/11) IEPCOHANy € B 11€aJIbHUX YMOBaX (BIACYTHICTh BIUIUBY
MPOTUBHUKA, TIEPEIIKO/, TOPYIIEHb POOOTH TEXHIYHUX 3aC0O0IB YIPaBIIiHHS, a TAKOXK ITOBHA YKOMII-
JIEKTOBAHICTh OpPraHiB BIICHKOBOIO yIPaBJIiHHS, BIICHKOBUX YAaCTHH, MIJPO3A1IIB BUCOKO MIATOTOB-
JIEHUM 0COOOBHM CKJIAJIOM 1 Cy4YaCHUMHU O0€rOTOBUMHU TEXHIYHUMH 3ac00aMU YIPaBJIiHHS 1 aBTOMa-
tuzanii) [13]. Sk yxe 3a3Havanocs Ha MOYATKy CTATTI, Y peaIbHUX YMOBax IiJ] BILIMBOM OaraTtbox
00'eKTHBHUX 1 Cy0'eKTMBHMX (DaKTOpiB CIIyXOH (MiIpo3ainu) nepcoHany (yHKIIOHYIOTh “Heinea-
JBbHO”, TOOTO X €PEKTUBHICTh 3aJI€KUTH BiJ] CTYIEHS IPUCTOCOBAHOCTI A0 YMOB (D)YHKI[IOHYBaHHS 3
ypaxyBaHHSM 0araTbOX YMHHHUKIB.

Posrnsinemo neski 3 BapiaHTIB OL[IHIOBAHHA €()eKTUBHOCTI (QYHKIIIOHYBAaHHS CIYKO (I111po3/1i-
niB) nepconany 3C Ykpainu B yMoBax Jii 0COOIUBOTO MEPiony.

BapianT 1. Ockinpku cucrema komiuiekTyBanHs 3C YkpaiHu € miicucTeMoro OUIbII CKIaJaHOT
CHCTEMH YIPaBIiHHS CTPATETIYHOrO (ONepaTUBHO-CTPATETIUHOr0) PiBHS, TO ii €()EeKTUBHICTb, O€3y-
MOBHO, BIUTMBAaTUME Ha Pe3yJbTaTH BUPIIIEHHS CTPATETr1YHUX 3aB/IaHb, CTYIIHb peaii3alli skux oyzae
XapaKkTepu3yBaTu ePeKTUBHICTb POOOTH CITyX0 (IipO3/1IiB) MepcoHaly Ha ONEpaTUBHOMY PiBHI.

g TsRi
~ Teo:
ESP _ i 'SPi
N
ne Egp —edexTuBHIiCTh po6OTH CITyx0U (IiAPO3/LTY) IEPCOHAIY;

Tsgi— peartizoBaHi CTpaTeTivyHi 3aBJaHHs 1]l Yac Mepexoay Ha (PyHKIIOHYBaHHs B YMOBAxX 0CO-
OnuBOro Nepiony, A€ i < {1...N } — MHOXXHHA CTPATEri9HUX 3aB/IaHb;
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T'spi— cTpaTerivHi 3aBJaHH, K1 3alJIAaHOBAHI JJI11 BAKOHAHHS 1] 9ac mepexoay Ha GyHKIo-
HYBaHHS B YMOBaX OCOOJIMBOTO TIEPiOAY.

Bapianrt 2. Ilig edhexTuBHICTIO poOOTH CyX)0 (MiAPO3ILIIB) MEPCOHATY MOXKHA PO3YMITH X
BKJIJ] B peaii3allito MOTEeHI[IHHNX onepaTuBHUX (OOHOBUX) MOKIMBOCTEH BIHCHK, BIHCHKOBUX Yac-
THH 1 MiIPO3AUTIB, Ha 10 0e3MocepeHHO BIUIMBAE PIBEHh YKOMIUIEKTOBAHOCTI. 3MICTOM KaJapOBOT
po0OTH y IbOMY BUIIAJKY € 3JaTHICTh BUKOHYBATH 3aB/JIaHHSA 32 TIPU3HAUCHHSM 3 YpaxXyBaHHSIM KOH-
KpEeTHHUX YMOB (00OBHX) 00CTAaHOBKH, TO/I1 €()EKTUBHICTh pOOOTH CITykO0M (IM1ApO3/iTy) IepCcoHaATy
Oy/ie BU3HAYATHCS BUPA3OM:

m Bp:
Esp=Y —3—
SP = n ,
=1 .
Z Bpi
=1
ne Egp — edexruBHicTs cnyx6u (miaposminy) mepconary;

Bgrj — xagpoBa po0oTa, sika Oyna mpoBeJieHa i 4ac nepexoay Ha (pyHKIIOHYBaHHS B yMOBax
0c00/1MBOro 1Epioay, i€ j < {1...m} — MHOXHMHA peajli30BaHUX KaJIPOBUX 3a/1a4;

Bpi— xaapoBa po6oTa, sika Oyna crjlaHOBaHa /0 BUKOHAHHS M1/ Yyac Mepexo1y Ha PyHKIIOHY-
BaHHS B YMOBaxX OCOOJIMBOTO TEpiony, A€ i {1. ) .n}— MHOXKMHA TIOTCHIIIMHUX KaJPOBUX 3a71a4.

BapianT 3. Ha cnyx06u (miapo3aiim) nepcoHany noKIaJaeThCsl BAKOHAHHS HU3KH 3aB/IaHb, OC-
HOBHHMH 3 SIKUX €: CTBOPEHHS €()eKTUBHOI CHCTEMH YIIPaBIIiHHS Kap’ €pOI0 BIICHKOBOCITYKOOBIIIB Ta
BIIPOBAIKEHHSI IIPO30poi 1 JOOPOUYECHOT CUCTEMU MTIA00PY, PO3CTAHOBKYU Ta IPU3HAYEHHS 0COOOBOIO
CKJIaJy Ha TIOCA/IN; TIPUBEACHHS CTPYKTYpPH 0COO0BOTO CKJIaly y BiAMOBIAHICTB 10 moTped 3C Ykpa-
1HM, AK1 3yMOBIIEH1 iX 3aBJaHHSAMU 1 CTPYKTYpPOIO Ta HAOJIMKEH1 A0 CepellHIX MOKa3HUKIB 30pOitHIX
cun kpain — wieniB HATO; 3a06e3nedenHs po3no/iily BUITyCKHHUKIB BUIIMX BiiICBKOBUX HaBYAJIbHUX
3aKJIaJ(iB y BIAMOBIIHOCTI 3 OTPUMAHUM PIBHEM OCBITH Ta HAOYTOIO CIEIiaNbHICTIO; 3a0e3meueHHs
€(eKTUBHOTO CIIy’k00BOTr0 BUKOPHCTAaHHS BIlICHKOBOCITYXOOBIIIB, SIKI MAalOTh ONEPAaTUBHO-CTPATET1-
YHHUI (OMepaTUBHO-TAKTUYHUII) piBEHb BICHKOBOI OCBITH, BUCOKUU piBeHBb MpodeciiiHOi miaroTo-
BKH, HAyKOBHUH CTYIIHb, MPONIIIM HABYAHHA 32 KOPJIOHOM, € yYaCHUKaMU OOMOBHUX il Ta MarOTh
BUCOKI JIOCSITHEHHS B 1HAMBIyaJbHIM MiAroTOBLI; 3a0€3MeYeHHs] YKOMIUIEKTOBAHOCTI MEPBUHHHUX
odinepchbKuX mocas; 3a0e3MeueHHs] pO3BUTKY CIIYKOU Yy BIiiCbKOBOMY pe3€pBl 3 MOCTYIIOBUM Hapo-
IIyBaHHSIM YHCEJIBHOCTI pE3€PBICTIB 7S JOYKOMIUIEKTYBaHHS BIHCHKOBHMX YaCTUH K y MUPHHI yac,
TaK 1 B 0COOJIMBUH Mepi0/1; BUKOPUCTAHHS B CUCTEMI YIPABJIIHHS EPCOHATIOM Cy4YaCHUX TEXHOJIOTIH
KaJpOBOI'0 MEHEJKMEHTY, BIPOBA/IXKEHHS Y KaJIpoBiii poOOTI Mpo30puX Ta 100pOYECHUX MPOLENYP
MPUMHSTTA KaJpOBUX PIlIE€Hb, M1IBULICHHS BiANIOBIIaTbHOCTI 32 MPUHHATTS KaJpOBUX PillIEHb, CTBO-
PEHHS €IMHOI aBTOMATU30BaHOI CCTEMH OOJIIKY Ta yIpaBIliHHS I€PCOHAIOM; 31IICHEHHS 1HIUBIY-
QJIbHOTO IJIaHYBaHHS Kap’€py BIMCbKOBOCITY>KOOBIIIB BIJMOBIAHO O TUIIOBUX aJFOPUTMIB yIpaB-
JIHHS Kap’€por0, BU3HAYEHUX BUMOT JI0 [T0CAJ] Ta Pe3yJIbTaTiB CIyk00BOi IisSIbHOCTI; (hopMyBaHHS
JIEBOTO pe3epBy KaHAMUJIATIB JUIsl POCYBAHHS IO CIYK01 32 pETUHIOBUM MPUHIUIIOM, Ha MiJCTaB1
pe3yNIbTaTiB KOMIIJIEKCHOTO OLIIHIOBaHHS; YTOUHEHHS KBalli(iKaliifHUX BUMOT JI0 TOCaj, epeorpa-
IIIOBaHHS MACMOPTIB BIHCHKOBHX 1OCA[T 1 TUIIOBUX aJITOPUTMIB YIPaBIiHHS Kap €pO0 BiiiCbKOBOCITY-
»KO0BIIIB TOMIO [8].

Takum 4MHOM, y TAKOMY acleKTi epeKTHUBHICT poOOTH CIIyXO0 (IiAPO31iTiB) MEPCOHAY MO-
’KHa PO3IJIISIATU SIK CTYIMIHb CBOEYACHOT'O BUKOHAHHS (0OCSTY BUKOHAHUX ) MOKJIAJCHUX HA HUX 3a-
BJIaHb I1iJ] Yyac Mepexoy Ha (PYHKIIIOHYBaHHS B YMOBaxX OCOOJIMBOTO MEPiOAy.

2. Tpi

i=1
ne Eg — edextuBHICTh poOOTH cyxOu (Miapo3/ily) HepcoHaly;
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Esgj —3aBnanHs ciy>x0M (MiIpo3aiuTy) IepcoHany, ske Oyjio peanizoBaHe IiJ] 4ac Iepexoy Ha
(QyHKI[IOHYBaHHSA B yMOBaxX 0COOJIMBOrO IEPiofy, 1€ j < {1...m}— MHOXHHA Peali30BaHuX KaJpo-
BUX 3a]1a4;

Tp; — 3aBmaHHs CIY)KOM (IiIPO3IiTYy) MEPCOHANy, sKi OyJ0 CIUTAHOBAaHO 0 BUKOHAHHS, JIe

i = {1...n} — MHO)XMHA NOTEHLIAHUX KaJPOBHX 3aJa4.

Bapiant 4. Jlo cmyx6 (miapo3aiiiB) nepcoHany BUCYBA€ThCS psia BUMOT. [l Toro, mo0 BOHU
e(heKTUBHO (PYHKITIOHYBaJIM TTOBUHHI BUKOHYBATHUCS BCl BUMOTH, IPHYOMY B PI3HUX YMOBax Iii BU-
MOTH MOXXYTh 3a3HaBatu 3MiH. CTyIiHb BIAMOBIAHOCTI MM BUMOTaM 1 Oyje BU3HAYaTH €PEeKTHB-
HICTh iX QyHKIIIOHYBaHHs. TakuM 4rmHOM, poOoTa ciyk0 (Tiapo3aiiB) mepconany Oyae epexTuBHa,
KOJIM BCI MOKA3HUKHU (SIKI XapaKTepU3yIOTh BIAMOBIAHICTE BUMOTAM, IO IMPEI'SBISIOTHCA) OyIAyTh
BIJIMOB11aTH HEOOX1THUM 3HAYCHHSM, 200 OyTH OJM3bKUMH 10 HUX. OCHOBHI BUMOTH JI0 CITYX0 (T1i11-
PO3ILTIB) MepCOHATy B YMOBaxX 0COOIMBOIO Nepioy 1€ — BUCOKHIA PiBEHb TOTOBHOCTI 10 (PyHKIIIO-
HYBaHHS; 3a0e3IeUeHHs YKOMIUIEKTOBAHOCTI MPIOPUTETHUX BiiChKOBUX YaCTHH JI0 BU3HAYCHHUX T10-
Ka3HHKIB; ONIEPAaTHBHICTb, PAI[iOHAIBbHICTH BUKOPUCTAHHS KaIPpOBOTO MOTEHI{iaTy TOIIO.

VY takoMy BUNAJKy €(EKTUBHICTh POOOTH CIIy>KOM (M1IpO3/1i1y) epcoHany Oyae BU3HAYaTUCS
BHPa30M:

N R.
Esp =2
i-1 Ri
ne Egp — edexTuBHicTh pobOTH CiTyx0U (IIiAPO3iTy) IEpCcOHAIy;

Rri — BUMory, sxi Oynu peai3oBaHi i 4ac nepexoay Ha (yHKI[IOHYBaHHS B yMOBaX 0COOJIH-
BOTO IIEPioNy, I€ i e {1...n} — MHOKKMHA BUMOT JI0 CITyOM (IiApo3aiy) epcoHaiy;

R;— BUMoOrH, SIKi IpeJ’ IBISIOTHCS 10 CIY>KO0H (IiaApo3/IiIy) MepcoHany.

Kpurepii eeKTHBHOCTI 3aCTOCOBYIOTHCS Ha OCHOBI ITEBHOI KOHIETIIT (POPMYITIOBaHHS PIllICHb.
Po3pi3HAIOTH TpH TaKWX KOHIICTIIIT: MPUAATHOCTI, ONTUMI3allii, a1anTUBHOCTI [ 1].

3riIHO 3 KOHLEMIIE NPUIATHOCTI pallioHalIbHE OyAb-sKe pillieHHs U, MpH IKOMY OOpaHuii
MTOKa3HUK €(PEKTUBHOCTI PUHMAE 3HAUEHHS HE HUKYE JESKOro MPUIYCTUMOTO (MOTPiOHOTO) piBHS

E,, 10010 E(U) > E, uecV,neV —MHOXUHA IPUITYCTUMHX PillICHb.

OnTUMi3allis 3BOAUTHCS 0 BU3HAYEHHS pillleHb U €V , fKi eKCTpeMi3yloTh (MaKCHMi3yIOTh

a00 MIHIMI3YIOTh) OOpaHUi OKa3HUK €(PEeKTUBHOCTI IPU (PIKCOBAHUX OOMEXKEHHSX, TOOTO:
E(u*) = extr -E(u).
u(t)ev(t)

AnanTuBHICTh mnepeadayae MOXIIMBICTD ONEPATUBHOIO pearyBaHHs B Ipoleci (QyHKIIOHY-
BaHHS CCTEMH Ha IIOTOYHY 1H(OpMaIlito, IKa HaJAXOJUTh, 1010 3MiH YMOB ii ¢pyHK110HYBaHH:. CyT-
HICTh KOHIIEMIIIi aJJalTUBHOCTI MOJATa€ B 3MiHI apaMeTpPiB, CTPYKTYPH 1 alITOPUTMIB (PYHKIIIOHY-
BaHHS CHCTEMH Ha OCHOBI HE TUJIbKH anpiopHOi iH(popMallii, ajge MoTO4YHOI 1 MPOTHO30BaHOT I 10-
CSITHEHH a00 30epexeHHs NEBHOI €peKTUBHOCTI CUCTEMH NPH 3MiHAX YMOB (DYHKIIIOHYBaHHS OCTaH-
HBOI.

MHoK1Ha IPUITYCTUMHX PIIIEHb MOXE 3MIHIOBATHUCA B MPOLEC] OTPUMaHHs MOTOYHOI 1H(pOp-
Marrii. 3riIHO 3 KOHIEMIIEI0 aJalTUBHOCTI PalliOHAILHUM CITiJT BBAXKATH PIllICHHS u” (t) 13 MHOXKXMHHI

V (t), sixa, HaTIpUKITaJI, 3a0€31euye BHKOHAHHS YMOBH:
E(u(t)1)= extr -Ec(u(t) ).
u(t)ev (t)

Buxonsuu 13 3a3Ha4€HOro, MOXKHA PE3IOMYBATH, 110 KOXKEH 13 3aIIPONIOHOBAHUX BapiaHTIB 3a-
CIIyTOBYE Ha yBary i Moke OyTHM BHKOPHCTAaHUM NpH OLIHII e()eKTUBHOCTI poOOTH BIAMOBIAHUX
cyx0 (miapo3auTiB) mepcoHary. Buxonsun 3 KOHKpETHUX YMOB OOCTAHOBKH JIOIIJILHO OOMpATH
oJuH 13 HUX. Tak, mepimii BapiaHT AOLIBHO 3aCTOCOBYBATH JJISi CTPATET1YHOI JIAaHKH, IPYTUH 10-
3BOJISIE 3IMCHIOBATH OIIIHKY JIJISI ONEPATHBHO-TAKTUYHOI JJAHKU, TPETIA BapiaHT — ISl TAKTUYHOT
naHku. OCTaHHIN MPOIMOHYETHCS 3aCTOCOBYBATH B KOHTEKCTI PO3BUTKY TEOPil Ta MOUIYKY HOBHX Me-
TOIB 1 MiIXO/IIB MO0 OIIHKH €(PEKTUBHOCTI pOOOTH CITyk0 (IMiIPO3/1IiB) IEPCOHATY.
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VYci nmepepaxoBaHi BUIIE BapiaHTH Ha MEPIIUH OIS JOCUTH MPOCTi, CKIAIHICTh MOJISTAE y
BHU3HAuYCHHI (3HAXOJ[)KCHH1) 3HaU€Hb CKJIAJJOBUX €(DeKTHBHOCTI poOOTH CIyKO (TAPO3ALIiB) MEepco-
Hay. TBep/uKeHHS “duM Kpare GyHKIIOHYIOTh CIy>KO0H (TIipo3/1iJIn) IepcoHaTy, TUM BUIlEe edek-
TUBHICTh BUKOHAHHS 3aBJaHb IIPU MEPeXol Ha (PYHKIIIOHYBaHHS B YMOBaX OCOOJIMBOTO mepioay” B
MIPUHIIMII MOXe OyTH MPaBUIBHUM. AJle, Y HbOMY MICTUTBCS BEJIMKA HEBU3HAYCHICTb, TAK SIK YCITIX
MpOBeICHHS Oy/Ib-sKO1 BICHKOBOI orepatii Oyje 3ajie)kaTu BEJIMKOI MIpOIO BiJl OrepaTuBHUX (00-
HOBHX) MOXJIMBOCTEH BIMCBHK, a TaKOX iX 00i0oBOoi roroBHOCTI. Came TOMY 3aBAaHHS IIIOJ0 BH3HA-
YEHHS KUTBKICHOTO BHECKY CTYXkO0 (IMiIpo3/iIiB) MepcoHally B JOCATHEHHS KiHIIEBOT METH omepariii €
CKJIQJTHOIO 1 BOXKJIMBOIO 0/THOYAacHO. E(pekTuBHICT (hyHKIIIOHYBaHHS OY/Ib-5SKOI CHCTEMH MOXeE (I10-
BHHHA) MAaTH KiIbKICHY MIPY 1 BUPa)KaTUCS YUCIIOM.

VY 1poMy pakypci OLiHIOBaHHS €PEeKTHUBHOCTI CITYKOU (IMipo3/A1Ty) MepCOHAIY POIOHYETHCS
3MIMCHIOBATH 3a IIKaJlaMU Yy Oayax, HalpuKIIaj, ABOX0aabHOK a00 1’ ITHOATBHOIO MIKAJIO, IBaHa-
IATHOATBEHOI a00 CTOOATBEHOIO TOIO. 3aCIyrOBY€E HA yBary OLliHKA Y BiICOTKOBOMY BiTHOIICHHIO

3a MeToj0M Xappinrrona [1].

BucHoOBKH ii mepCneKTUBH MOAAJBIINX JA0CTiKeHb. J[0CBI MPOBEICHHS aHTUTEPOPUCTHY-
HO1 onepailii Ha cxoi Ykpainu, ¢pyHkiionyBanHs 3C Ykpainu B yMoBax 0COOIMBOIrO MEPioAy MOKa-
3aB, MO e(heKTUBHICTH POOOTH CITYXKO (ITiIPO3LTiB) IEPCOHATY O€3ITOCePEIHBO BILTUBAE HA PE3YIIb-
TaTuBHICTh BUkoHaHHS 3C YKpaiHu 3aBaHb 3a MPU3HAUYCHHSIM.

3anporoHoBaHi B CTaTTi BapiaHTH JJO3BOJISIFOTH OLIHIOBATH Pe3yIbTaTH (DYHKI[IOHYBaHHS iCHY-
rounx ciyx0 (miapo3aini) nepconany 3C YkpaiHu, a TAKOXK OI[IHIOBATH MOXKIJIMB1 yJJOCKOHaJIeH1 a00
HOBI BapiaHTH CTPYKTYPH IMX CIYXKO 3 METOI MPUHHATTS OOIPYHTOBAHHX PIIICHb MIOJ0 BHOODPY
HalOUIbII eeKTUBHUX (palioHaNbHUX) BapiaHTiB. [loganbin mocmikeHHs y il cdepl AOIITBEHO
CHpSIMYyBaTH Ha OOTPYHTYBAaHHSI YHUCEIBHOCTI CIYX)O (IiIpO3MaiIiB) EpCOHATY, HEOOXITHOT IS iX
edekTUBHOrO (YHKI[IOHYBAaHHS B yMOBaX BeJIeHHs TOpUAHOI BiHU (I11]1 4ac 0COOIMBOTO MEPIOAY).
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K.BOeH.H. /Ilymenko H.IL., I'yask Y.H.
OLIEHKA E®EKTUBHOCTH PABOTHI CJIYKB (IIOAPA3AEJEHUN) IEPCOHAJIA
BOPYJKEHHbBIX CUJI YKPAUHBI B YCJIOBUSAX T'MBPUIHOM BOMHbI
(OCOBOT'O ITEPUOJA)

B cmamve onucana ezaumozasucumocmo ad)d)ekmueuozo 6bINOJIHEHUA 3A0ay N0 HA3ZHAYUEHUIO

cayxcoamu (noopazoenenuamu) nepconana om ux cmpyKkmypsl u yuciennocmu. Cocpeoomoueno eHuma-
HUe HA 0COOEHHOCMAX BbINOSIHEHUA 3A0aY CIYyHcOamu (noopazoeeHuAMU) NEPCOHAA 8 YCII0BUAX 0C00020
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nepuooa. Kpome mozo, paccmompeno uzmenenus 6 Cmpykmype, Yucj1eHHOCIU U YYHKUUAX cayxncod (noo-
paszoenenuil) nepconana npu nepexooe Ha PYHKYUOHUPOBAHUE 8 YCA0GUAX 000020 nepuoda. Haseoenwl
PeKomeHOauuu KacameabHo payuoHAIbHOU CMPYKMYPbl CUCHEMbl KAOP06020 0becneduenus, Komopule
HayeneHvl HA ONMUMAIbHOE 8LINONHEHUE 3a0ay no obecneuenuio nompedonocmeit Boopysycennvix Cun
Ykpaunwor ¢ uenoseueckom pecypce u unoueudyanvrnozo no0xooa K Kaxcooi 1uuHoCmu, ee pa3eumusi, Ka-
PbepPHO20 pocma u UCNOb306aHUA no HazHauenuto. Coeansl 661600l KACAMEIbHO HEOOX00UMOCHU 0Alb-
Hellue20 ycoBepuieHCme08anUs CYULeCMEYIouiell CUCIEMbl Ka0P08020 MEHEONCMEHMA, 4 MaKice npuge-
OeHUs CMPYKMypbl U YUCTIeHHOCHU CyXco (noopasdenenuit) nepconana Boopyscennvix Cun Yxkpaunul 6
coomeemcmaeue ¢ NepcHeKmMUBHOIl CUCMeMoll, CMpyKmypoil u yuciennocmoio J-cmpykmyput (J-1), komo-
PAas npUHAMA 3a OCHOBY 6 uimaodax 60opyrcennvix cui cmpaun — uienoé HATO. Onucano nonamue “I¢h-
thexmugnocms” ¢ HayuHOU MOUKU 3PEHUA, 8 KOHMEKCMeE UCCIe006AHUA PE3YTbIMAMUGHOCU PYHKUUO-
HUpOBaHUA J11000I cucmembl U RPOUECCO8, KAK 2/1A6HOE KAUeCME80 NI000I cUCeMbl, 8 MOM YUc/ie U
cucmemul ynpagnenua. Ocyujecmenen Kpamkuii 0030p HECKOIbKUX 6aPUAHIMOG OUEHKU Iihekmuenocmu
npogeccuonanvhoil deamenvHocmu cayxicé (noopasoenenuit) nepconana Boopyyrcennvix Cun Yxpaunul,
n00 uem noopazymesaemcs npoyecc onpedeeHus IPgekmusnocmu 0eamenbHOCHU PAGOMHUKOE CIIYHCO
(nodpazoenenuii) nepconana 60 epemsa peanuzayuu cmpamezuieckux zaoau Boopyswcennvix Cun Yxkpaunot
C Ye1bio NOC1e008amenbHO20 HAKONIeHUs UHOpMayuu, KOmopas Heoo0Xo0uma 0111 RPUHAMUA ROCTEDY-
oujux ynpagnenueckux peutenuii. IIpednosrceno nanpagnenue u nepcneKmugsl nOcaedyouiux uccieooea-
HUil 6 cghepe deamenvrocmu cayxcod (noopasoesenuil) nepconana.

Knioueevle cnosa: eoennas kaopoeasn noaumuka, cayxcoa (noopazoenenue) nepconana, ZuopuoHan
60lIHA, 0COOBLIL nepuod, IPghexkmusnocme.

Ph.D. Dymenko M.P., Guliak U.M.
ESTIMATION OF EFFECTIVENESS OF THE SERVICES (UNITS) OF PERSONNEL OF
THE ARMED FORCES OF UKRAINE IN THE CONDITIONS OF HYBRID WAR (SPECIAL PE-
RIOD)

The article describes the interdependence of the effective execution of tasks by appointment of ser-
vices (units) of the personnel on their structure and size. The attention is focused on the peculiarities of the
tasks performed by the services (units) of personnel in the conditions of a special period. In addition, the
changes that took place in the structure, size and functions of the services (units) of personnel during their
transition to functioning in a special period were considered. Recommendations on the rational structure
of the personnel supply system are given, aimed at optimal fulfillment of tasks related to ensuring the human
resource needs of the Armed Forces of Ukraine and individual approach to each person, its development,
career growth and intended use. Conclusions are made on the necessity of further improvement of the ex-
isting personnel management system, as well as bringing the structure and the number of services (units)
of the personnel of the Armed Forces of Ukraine into line with the prospective system, structure and size of
the ""J-structure™ (J-1), which is taken as a base in the headquarters of the armed forces of NATO member
states. The concept of "'efficiency" is described from the scientific point of view, in the context of the study
of the effectiveness of the functioning of any system or processes, as the main property of any system, in-
cluding the management systems. A brief overview of several options for assessing the effectiveness of the
services (units) of personnel of the Armed Forces of Ukraine what is meant the process of determining the
effectiveness of the services (units) of personnel during the implementation of the strategic tasks of the
Armed Forces of Ukraine with the aim of consistently accumulating information that is necessary for the
subsequent management decisions. The direction and prospects of further researches in the field of activity
of services (units) of personnel are offered.

Keywords: military personnel policy, service (unit) of personnel, hybrid war, special period, effi-
ciency.
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Jlenxos €.C.
Jlenxos C.B.
JIntBunenko H.I
Jlingep .M.
JlicoBcrkmii O.C.
Macnos O.B.
Moxkpuupkuii B.A.

171

36
133
113
99

36
99
25
124

53

61
45,144
91

14

114

53

53

Mynsp 1.B.
Mscimes A.A.
OxpamoBuu M.M.
IIpouenko .M.

Ps6a J1.O.
Cananpa LII
Cauyk HO.B.
Cemoxos O.B.

Co0uyk B.B.

Conopneena JI.B.
Tapanyxa B.1O.
Tkaua A.O.
Tomoxk 1.B.
®enuenko O.I1.

XMmenpHunbkuii 10.B.

Iumranos M.O.

144
99,144
45

45

133
124
124
113

124

133

14

133

61

91
113,133
36



HaykoBe BUIaHHA

3bIPHUK HAYKOBHUX ITPAIID

BilicCbKOBOI0 IHCTUTYTY

KuiBcbKOro HalliOHAJILHOI'0 YHiBEPCUTETY
imeni Tapaca llleBuenka

Ne 64

VYci Matepiaiv HaApyKOBaHi B aBTOPCHKIH pefakiii.
Jlesiki cTaTTi HE PEIeH3YI0ThCA, Y 3B A3KY 3 MPIOPUTETHOIO KBaTi(iKaIiero
aBTOPIB 200 Yepe3 CYMHIBU PENIKOJIETIi y 3MICTi.

[Mignucano no apyky 14.06.19 p.
ABT. npyk. Apk. 18. ®opmat 60x90/8
Beskomrrosro. 3amosiiennst Ne 10-2012

HanpykoBano y HaByanbHOMY KapTorpadiunomy komiuiekci BIKHY
03189, Kuis, By:n. JJomonocona 81
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